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ABSTRACT 

This study examines the influence of patch management practices including vulnerability 

assessment, patch prioritization, verification, and continuous monitoring on 

organizational performance in Nigerian banking institutions. Driven by increasing cyber 

threats and growing dependence on digital banking infrastructure, the research 

investigates how effective patch management enhances system reliability, operational 

efficiency, regulatory compliance, and customer trust. A descriptive survey design was 

employed, targeting IT, cybersecurity, and system maintenance personnel from five 

major Nigerian banks. Data were collected using structured questionnaires and analyzed 

with descriptive statistics and multiple regression techniques. Findings reveal that 

vulnerability assessment, patch prioritization, and verification/continuous monitoring all 

have significant positive effects on organizational performance, collectively explaining 

96.6% of its variation. The study concludes that patch management functions as a crucial 

dynamic capability enabling Nigerian banks to remain secure, resilient, and competitive. 

It recommends enhanced automation, increased staff training, stronger adherence to patch 

schedules, and improved continuous monitoring processes to strengthen cybersecurity 

readiness across the sector. 
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CHAPTER ONE 

INTRODUCTION 

1.1 BACKGROUND OF THE STUDY 

The global banking landscape has undergone a significant technological transformation 

over the last decade. The rise of digital banking, fintech innovations, cloud computing, 

artificial intelligence, and Internet-enabled financial services has created an environment 

where banks depend almost entirely on information technology (IT) infrastructures to 

deliver services. While these developments have enhanced operational efficiency and 

improved customer satisfaction, they have also exposed banks to increasingly 

sophisticated cybersecurity threats. One of the most essential cybersecurity activities in 

this new environment is patch management a systematic process of identifying, testing, 

prioritizing, deploying, and monitoring software updates to correct vulnerabilities and 

strengthen system resilience. 

Patch management plays a central role in protecting financial institutions from 

cyberattacks because many security breaches exploit known software vulnerabilities that 

remain unpatched for long periods. According to Adebayo and Salami (2021), over 80% 

of successful cyber attacks on financial institutions between 2019 and 2021 exploited 

vulnerabilities for which security patches had already been released. Similarly, 

Egwuonwu (2022) notes that the failure to apply critical software patches remains one of 

the leading causes of data breaches, system compromise, ransom ware attacks, and 

prolonged service interruptions in banks. 
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In Nigeria, the banking sector is one of the most digitized sectors in the economy. 

Commercial banks increasingly rely on electronic banking systems, mobile banking 

applications, automated teller machines (ATMs), card payment networks, core banking 

software, and cloud-based technologies to deliver financial services to millions of 

customers. This heavy reliance on digital infrastructure means the entire banking system 

is vulnerable to attacks if software components are not updated regularly. The Central 

Bank of Nigeria (CBN), in its Cybersecurity Framework (2021), emphasized that banks 

must implement robust patch management processes, conduct regular vulnerability 

assessments, and ensure continuous monitoring of IT assets. Despite these regulatory 

requirements, several reports indicate persistent weaknesses in patching practices within 

the Nigerian banking sector (Nwosu & Chiemeke, 2022; Okon & Eyo, 2023). 

Several factors contribute to the challenge of effective patch management in Nigeria. 

First, the IT infrastructure of many banks is complex and interconnected, consisting of 

applications from multiple vendors, legacy systems, in-house applications, and third-

party software. Testing and validating patches across such environments can be difficult 

and time-consuming. Second, many banks struggle with inadequate IT personnel, limited 

automation tools, and slow approval processes, which delay the deployment of critical 

patches. According to Ojo and Ibrahim (2024), patch deployment in most Nigerian banks 

is still largely manual, increasing the likelihood of human error, delays, and 

inconsistencies. 
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In addition, Nigerian banks face challenges balancing the need to maintain system 

availability with the need to install patches that may require system restarts or temporary 

downtime. As Adeola and Aremu (2023) argue, banks often delay patch installation 

because service disruptions can affect customer satisfaction and transaction continuity. 

However, delaying patches increases the window of exposure to cyber threats, thereby 

raising the risk of financial loss and reputational damage. 

Recent cyber incidents also justify the importance of patch management. Between 2020 

and 2023, Nigerian financial institutions recorded several cybersecurity events, including 

phishing attacks, ATM malware infections, unauthorized database access, and 

ransomware outbreaks (NDPC, 2023). Many of these incidents were traced to unpatched 

vulnerabilities in operating systems, banking applications, or third-party software 

components (Okon & Eyo, 2023). 

Given these realities, this study examines how vulnerability assessment, patch 

prioritization, validation processes, and continuous monitoring influence organizational 

performance. Organizational performance covers security effectiveness, operational 

continuity, customer trust, system reliability, and regulatory compliance. 

1.2 STATEMENT OF THE PROBLEM (EXPANDED) 

Despite sustained investments in cybersecurity infrastructure and regulatory pressure 

from oversight bodies, Nigerian banking institutions continue to experience significant 

exposure to cyber risks attributable to ineffective patch management practices. The 
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persistence of breaches caused by known, published vulnerabilities indicates systemic 

weaknesses that are not remedied simply by higher spending on security tools. Rather, it 

reflects failures across the full patch lifecycle detection, prioritization, testing, 

deployment, verification, and continuous monitoring. These failures create exploitable 

windows that adversaries repeatedly target, producing material losses in confidentiality, 

integrity, availability, customer trust, and operational continuity. 

First, vulnerability detection in many banks is inconsistent and fragmented. Banks 

operate heterogeneous environments comprising core banking systems, ATMs, point-of-

sale devices, third-party integrations, cloud services, and bespoke software. This 

heterogeneity complicates asset discovery and vulnerability scanning; some systems 

especially legacy or proprietary applications are poorly inventoried and may not be 

included in routine scans. When assets are not fully discovered or categorized, 

vulnerabilities remain materially invisible to security teams, delaying remediation and 

increasing exposure. 

Second, the process of patch prioritization is frequently inadequate. Risk-scoring models 

are often simplistic or not uniformly applied, resulting in misclassification of critical 

vulnerabilities as low priority. Moreover, organizational bottlenecks such as cumbersome 

change advisory boards, multi-layered approvals, and coordination gaps between IT 

operations and business unit further slow time-to-patch. This misalignment between 



5 
 

technical urgency and business risk amplifies the attack surface and prolongs exposure 

windows. 

Third, testing and validation capabilities are frequently underdeveloped. Proper patch 

validation requires realistic test environments that mirror production workloads to reveal 

compatibility issues and performance impacts before wide deployment. Many banks lack 

sufficiently representative staging environments or automated testing pipelines. 

Consequently, IT teams face a trade off between rapid patching and fear of service 

disruption. To avoid potential downtime, patches are postponed or applied selectively, 

leaving critical systems vulnerable. 

Fourth, continuous verification and monitoring post-deployment are inadequate. 

Successful deployment does not guarantee security: patches may fail to install correctly, 

rollbacks may occur silently, or new configuration gaps may emerge. Without effective 

post-deployment verification, organizations cannot confirm patch efficacy or measure 

residual risk. Additionally, insufficient logging and monitoring make it difficult to detect 

failed patches or exploit attempts that exploit partially mitigated vulnerabilities. 

Fifth, organizational, human, and vendor-related factors exacerbate these technical 

shortcomings. Skills shortages in cybersecurity personnel, high staff turnover, limited 

investment in automation (e.g., patch orchestration and configuration management tools), 

and dependency on third-party vendors for timely patch releases are common. Legacy 

contractual arrangements with vendors may delay patches or omit critical updates for 
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proprietary systems. Regulatory compliance requirements, while necessary, sometimes 

produce check-box approaches rather than substantive risk reduction if controls are 

implemented superficially. 

Lastly, while several studies address cybersecurity in Nigerian banks broadly, there is 

limited empirical research linking specific patch management practices to quantifiable 

organizational performance outcomes. The lack of fine grained, evidence-based guidance 

impedes bank leadership and regulators from prioritizing investments and governance 

reforms that would most effectively reduce cyber risk and improve service continuity. 

This study therefore investigates these multifaceted problems by examining how 

vulnerability assessment, prioritization, validation, verification, and continuous 

monitoring influence organizational performance in Nigerian banking institutions. By 

isolating the impact of each component, the research seeks to provide actionable 

recommendations to reduce exposure windows, improve automation and governance, 

enhance vendor collaboration, and ultimately strengthen banking resilience. 

1.3 RESEARCH QUESTIONS 

1. How does vulnerability assessment influence organizational performance in Nigerian 

banks? 

2. How does the prioritization of patches affect organizational performance in Nigerian 

banks? 
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3. How does verification and continuous monitoring impact organizational performance 

in Nigerian banks? 

1.4 OBJECTIVES OF THE STUDY 

Main Objective: 

To examine the effect of patch management practices on organizational performance in 

Nigerian banking institutions. 

Specific Objectives: 

1. To determine the effect of vulnerability assessment on organizational performance. 

2. To examine the influence of patch prioritization on organizational performance. 

3. To assess the impact of verification and continuous monitoring on organizational 

performance. 

1.5 RESEARCH HYPOTHESES 

H₀₁: Vulnerability assessment has no significant effect on organizational performance in 

Nigerian banks. 

H₀₂: Patch prioritization has no significant effect on organizational performance in 

Nigerian banks. 

H₀₃: Verification and continuous monitoring have no significant effect on organizational 

performance in Nigerian banks. 
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1.6 SIGNIFICANCE OF THE STUDY 

Patch management has become a critical component of cybersecurity governance in 

modern banking institutions, particularly within developing economies such as Nigeria 

where digital transformation has accelerated rapidly. As banks increasingly rely on 

complex digital infrastructures to deliver financial services, the need for timely software 

updates, vulnerability assessments, and continuous monitoring has grown more urgent. 

This study is significant because it provides a comprehensive and research  based 

understanding of how patch management influences organizational performance in 

Nigerian banking institutions. 

1. Banking Institutions 

This study is invaluable to Nigerian commercial banks facing escalating cyber threats. 

Findings from recent studies (Adebayo & Salami, 2021; Okon & Eyo, 2023) show that a 

large percentage of attacks on banks stem from outdated software and unpatched 

vulnerabilities. By analyzing vulnerability assessment, patch prioritization, and 

monitoring, the study offers banks a framework for strengthening security posture and 

enhancing operational resilience. 

2. IT Managers and Cybersecurity Professionals 

For IT administrators and cybersecurity analysts, this study provides evidence based 

strategies for designing effective patch deployment cycles. Nwosu and Chiemeke (2022) 
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reveal that many Nigerian banks lack formalized patch testing environments, leading to 

stability issues. This study will guide IT teams on reducing operational risks through 

better validation, automation, and continuous monitoring processes. 

3. Regulators and Policymakers 

Regulatory agencies such as CBN, NIBSS, and NDPC will benefit from the empirical 

evidence provided. It supports improved cybersecurity guidelines and monitoring 

frameworks needed to protect national financial stability. The study helps regulators 

identify systemic weaknesses and develop more targeted supervision policies (CBN, 

2021; NDPC, 2023). 

4. Customers and the General Public 

Customers depend on banking institutions to safeguard their financial information. 

Adeola and Aremu (2023) found that customer trust is heavily influenced by perceived 

digital security. Effective patch management enhances security, reduces fraud incidents, 

and improves confidence in digital banking channels. 

5. Academic Community and Future Researchers 

This study fills an academic gap by providing updated empirical evidence on patch 

management within Nigerian financial institutions. Few studies have addressed this area 

directly (Egwuonwu, 2022; Olatunji & Hassan, 2020). The findings offer a research 
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foundation for future scholars interested in cybersecurity governance, digital risk 

management, and IT compliance. 

6. Fintech Partners and Software Vendors 

Fintech companies and third-party vendors, who integrate with Nigerian banks, benefit 

from understanding the challenges banks face in patch management. According to Ojo 

and Ibrahim (2024), third-party vulnerabilities contribute significantly to system 

compromise. This study encourages stronger vendor-bank collaboration to ensure timely 

release and deployment of software updates. 

1.7 SCOPE OF THE STUDY 

This study focuses on patch management activities in commercial banks in Nigeria. It 

covers vulnerability assessment, patch prioritization, validation, and verification and 

continuous monitoring. Geographically, the research examines banks operating within 

Nigeria. The study covers a five year period (2020–2024), a period marked by rapid 

digital banking growth and rising cyberattacks. 

1.8 LIMITATION OF THE STUDY (EXPANDED) 

This research faced a series of limitations that are common to empirical cybersecurity 

investigations, and which must be considered when interpreting the findings and 

recommendations. 
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1. Data Confidentiality and Sensitivity 

Primary limitation concerned restricted access to internal, technical cybersecurity data. 

Banks understandably restrict disclosure of incident logs, vulnerability scan outputs, 

patch deployment records, and related telemetry for fear that such data could be misused 

or reveal systemic weaknesses. As such, the study relied on a mix of anonymized self-

reports, structured interviews, questionnaire responses, and publicly available reports. 

While these sources provide valuable insight, they do not substitute for raw technical 

telemetry that could enable precise measurement of patching efficacy and incident 

correlation. 

2. Sampling and Generalizability 

Time and resource constraints limited the sample size and diversity of banking 

institutions included. Permission to engage with some larger regional or international 

banks was difficult to obtain, which reduced the representation of certain operational 

models (e.g., banks with sophisticated centralized security operations versus those with 

decentralized IT). Consequently, findings may be more representative of the participating 

institutions and may not fully generalize across all banking models, fintechs, or 

microfinance institutions in Nigeria. 
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3. Response and Recall Bias 

The study used questionnaires and interviews that depend on participant recall and self-

assessment. Respondents particularly those in security sensitive roles may consciously or 

unconsciously provide responses that present their organizations in a better light, or they 

may omit details they consider sensitive. The study employed anonymity assurances and 

cross-validation with secondary sources where possible, but the potential for bias 

remains. 

4. Lack of Continuous Technical Metrics 

The research could not incorporate real-time technical metrics such as automated patch 

success/failure logs, mean time-to-patch (MTTP) computed from vulnerability discovery 

timestamps, or continuous monitoring alerts. These metrics would have provided stronger 

causal inference between patch management activities and operational outcomes (e.g., 

downtime reduction, incident frequency). Future studies with regulator facilitated access 

or vendor partnerships should seek to collect such telemetry. 

5. Vendor and Third-Party Constraints 

Many vulnerabilities arise within third-party software supplied by vendors. The study's 

ability to assess vendor responsiveness and patch quality was constrained by contractual 

confidentiality and the unwillingness of some vendors to disclose timelines or testing 

results. This limited the depth of analysis on vendor-related remediation dynamics. 
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6. Temporal Scope 

The study covers the period 2020–2024 to capture recent trends in digital banking and 

cyber threats. However, cyber risk landscapes evolve quickly; new vulnerabilities and 

threat techniques can emerge rapidly. Therefore, conclusions drawn are most applicable 

to the covered period and should be reassessed periodically. 

7. Mitigations Undertaken 

To reduce the impact of these limitations, the study triangulated data from multiple 

sources, used standardized questionnaires, assured anonymity to elicit candid responses, 

and cross-referenced public incident reports and regulatory guidance. While these 

measures improve reliability, they cannot eliminate the structural constraints imposed by 

data sensitivity and access. 

Overall, these limitations delineate boundaries of inference rather than invalidating the 

study. They emphasize the need for improved transparency, stronger regulator facilitated 

research access, and industry academia partnerships to generate more robust, telemetry-

driven evidence in future research into patch management effectiveness. 
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CHAPTER TWO 

LITERATURE REVIEW 

2.1 INTRODUCTION 

The purpose of this chapter is to review existing scholarly works and theoretical 

foundations relevant to patch management and its implications for organizational 

performance in Nigerian banking institutions. The review is structured into conceptual, 

theoretical, and empirical sections, followed by a conceptual framework and 

identification of research gaps. By synthesizing available literature, this chapter provides 

a solid foundation for understanding how patch management practices influence the 

efficiency, resilience, and competitiveness of Nigerian banks. 

2.1 CONCEPTUAL REVIEW 

2.1.1 ORGANIZATIONAL PERFORMANCE 

Organizational performance is one of the most widely researched concepts in 

management and business studies, yet it remains complex and multifaceted. At its core, 

organizational performance refers to the extent to which an organization achieves its 

stated goals and objectives efficiently and effectively. It encompasses financial outcomes, 

operational efficiency, employee productivity, customer satisfaction, market 

competitiveness, and the ability to adapt to changing environments (Kaplan & Norton, 

2014; Neely, 2015). 

In Nigerian banking institutions, organizational performance is not only evaluated based 

on profitability but also on non-financial metrics such as service delivery quality, 
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customer trust, innovation in financial products, and compliance with regulatory 

frameworks. This is particularly important given the volatile business environment and 

technological disruptions shaping the banking sector. For instance, the Central Bank of 

Nigeria (CBN, 2018) has consistently emphasized that banks must integrate strong risk 

management and cybersecurity practices as part of their performance strategies to 

maintain financial stability and customer confidence. 

Modern perspectives highlight that performance is dynamic, requiring organizations to 

continually evolve in response to technological changes, competitive pressures, and 

global financial trends. Al-Matari et al. (2019) noted that performance measurement 

systems have shifted from solely financial-based assessments to balanced scorecards that 

incorporate customer, internal process, and learning perspectives. This is particularly 

relevant to Nigerian banks, where digital banking, mobile transactions, and online 

platforms have transformed customer expectations and increased the pressure to deliver 

reliable, secure, and efficient services. 

Patch management emerges as a key driver of organizational performance in this context. 

Efficient patching of software vulnerabilities reduces downtime, prevents data breaches, 

and ensures compliance with international and national cybersecurity standards. 

According to Olanrewaju and Adeolu (2021), Nigerian banks that invest in IT security 

infrastructure, particularly patch management, are better positioned to maintain 

operational continuity and safeguard customer trust, which are essential components of 

long-term performance. 
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Furthermore, the rapid digitalization of banking services has exposed financial 

institutions to increasing cyber threats, including ransomware, phishing, and malware 

attacks. Failure to address these threats not only results in financial losses but also erodes 

organizational reputation. Eze and Ibe (2023) argue that in emerging economies like 

Nigeria, where digital infrastructure i still developing, the role of IT-enabled security 

practices is even more critical in sustaining organizational performance. In summary, 

organizational performance in Nigerian banking institutions is a multidimensional 

construct that extends beyond profitability to include resilience, security, and 

adaptability. Patch management, therefore, represents a crucial strategic tool for banks 

seeking to enhance both their short-term efficiency and long-term competitiveness in an 

increasingly digital and vulnerable financial ecosystem. Kaplan & Norton (2014); Neely 

(2015); Al-Matari et al. (2019); CBN (2018); Olanrewaju & Adeolu (2021); Ogundele & 

Ojo (2022); Eze & Ibe (2023). 

2.1.2 MEASURES OF ORGANIZATIONAL PERFORMANCE 

The assessment of organizational performance requires a comprehensive framework that 

considers multiple dimensions of success. Scholars have emphasized that no single 

indicator can adequately capture the complexities of organizational performance; rather, a 

combination of financial and non-financial measures must be employed (Richard et al., 

2009; Bititci et al., 2016). 

Financial measures remain one of the most traditional ways of assessing performance. 

Metrics such as profitability, return on assets (ROA), return on equity (ROE), and net 
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interest margin (NIM) are often used to evaluate the financial success of banks. In 

Nigerian banking institutions, profitability is a critical indicator given the competitive 

nature of the industry and the pressures from regulatory bodies. However, financial 

indicators alone are insufficient because they provide a limited view of the long-term 

sustainability of organizational success (Harrison & Wicks, 2014). 

Non-financial measures of organizational performance have therefore gained 

prominence. Customer satisfaction, employee productivity, operational efficiency, 

innovation, and corporate social responsibility are increasingly recognized as critical 

determinants of performance. For example, in Nigerian banks, customer satisfaction is 

highly relevant, as many institutions compete for loyalty in a rapidly digitizing 

environment. The quality of mobile banking platforms, transaction security, and 

responsiveness to customer complaints are vital non-financial indicators that influence 

long-term competitiveness (Okeke & Nwankwo, 2019). 

Balanced Scorecard (BSC), introduced by Kaplan and Norton (1996), remains one of the 

most influential frameworks for measuring organizational performance. The BSC 

integrates financial measures with perspectives on customer satisfaction, internal business 

processes, and learning and growth. This holistic view ensures that organizations are not 

only evaluated on financial metrics but also on their ability to innovate, adapt, and sustain 

long-term growth. Nigerian banking institutions have increasingly adopted this approach, 

particularly as digital transformation and cybersecurity concerns have broadened the 

scope of what constitutes performance (Kaplan & Norton, 2014; Al-Matari et al., 2019). 
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Another measure relevant to Nigerian banks is risk management performance. Banks 

operate in a highly regulated environment where compliance with international standards 

such as Basel III, as well as domestic regulations set by the CBN, are mandatory. 

Effective risk management, including cybersecurity and patch management, is therefore 

part of how performance is measured. A bank may be profitable, but if it suffers a data 

breach due to poor patch management, its overall performance is compromised (Olayinka 

& Adebisi, 2020). 

Employee productivity and innovation also serve as significant performance measures. 

Nigerian banks that invest in staff training, capacity building, and digital skill 

development demonstrate improved service delivery and innovation in product offerings 

(Ojo & Osibanjo, 2021). These measures contribute to sustainable performance, as they 

ensure that the workforce can adapt to technological advancements and competitive 

pressures.  

In conclusion, organizational performance in Nigerian banking institutions is best 

measured using a multidimensional approach that combines financial and non-financial 

metrics. 

Profitability, customer satisfaction, operational efficiency, risk management, innovation, 

and employee productivity all serve as critical indicators. Within this context, patch 

management contributes directly to operational efficiency and risk management, thereby 

enhancing overall performance. Richard et al. (2009); Bititci et al. (2016); Harrison & 

Wicks (2014); Okeke & Nwankwo (2019); Kaplan & Norton (2014); Olayinka & Adebisi 
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(2020); Ojo & Osibanjo (2021). 

2.1.3 PATCH MANAGEMENT 

Patch management refers to the systematic process of acquiring, testing, and applying 

updates commonly referred to as patches to software applications, operating systems, and 

technology infrastructure in order to address vulnerabilities, fix bugs, and enhance 

performance. It plays a critical role in cybersecurity by protecting organizations against 

exploitation by cybercriminals who often target unpatched systems (Arora et al., 2019). 

 

In the banking sector, patch management is particularly critical because financial 

institutions are prime targets for cyberattacks. Nigerian banks, like their global 

counterparts, face constant threats ranging from ransomware to phishing attacks. A single 

unpatched vulnerability can expose an entire organization to significant financial and 

reputational losses. The WannaCry ransomware attack of 2017 serves as a global 

reminder of the devastating consequences of poor patch management, where institutions 

that failed to update their systems suffered massive disruptions (Symantec, 2018). 

 

Effective patch management involves several key steps: identifying vulnerabilities, 

prioritizing them based on severity, testing patches to ensure they do not disrupt existing 

operations, and deploying them across all systems. Continuous monitoring is also 

essential to ensure that patches are properly installed and that no critical vulnerabilities 

remain unaddressed (Kaur & Kaur, 2021). 
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In Nigerian banks, the significance of patch management is amplified by the increasing 

reliance on digital platforms and mobile banking applications. According to Adepoju and 

Akinboade (2020), over 70% of Nigerian banking transactions are now conducted 

electronically, exposing financial institutions to new risks that must be managed through 

timely patching. Moreover, regulatory frameworks such as the CBN’s Risk-Based 

Cybersecurity Framework (2018) mandate that banks adopt robust patch management 

practices as part of their IT governance policies. 

Despite its importance, patch management in Nigerian banking institutions faces several 

challenges. These include inadequate IT infrastructure, shortage of skilled cybersecurity 

professionals, budgetary constraints, and resistance to change within organizations 

(Ogunleye & Abiola, 2021). Delays in applying patches can leave banks vulnerable to 

zero-day attacks and other cyber threats. Additionally, the complexity of banking IT 

systems, which often integrate legacy systems with modern applications, makes patching 

a risky and time-consuming process (Eze & Ibe, 2023). 

 

Nevertheless, scholars emphasize that patch management should not be treated as a 

purely technical function but as a strategic component of organizational performance. By 

reducing downtime, enhancing compliance, and building customer trust, patch 

management directly contributes to the sustainability and competitiveness of Nigerian 

banks (Ogundele & Ojo, 2022). 
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In conclusion, patch management is a vital aspect of cybersecurity and IT governance in 

Nigerian banking institutions. It serves as a frontline defense against cyberattacks and 

ensures operational resilience. Given the increasing digitalization of the banking sector, 

Nigerian banks must prioritize patch management as part of their broader organizational 

strategy to enhance performance and competitiveness. Arora et al. (2019); Symantec 

(2018); Adepoju & Akinboade (2020); CBN (2018); Kaur & Kaur (2021); Ogunleye & 

Abiola (2021); Ogundele & Ojo (2022); Eze & Ibe (2023). 

2.1.4 MEASURES OF PATCH MANAGEMENT 

Patch management, while recognized as a critical cybersecurity strategy, is not effective 

unless it is structured through well-defined measures and processes. These measures 

ensure that patching activities are carried out systematically and consistently across an 

organization’s IT infrastructure. In the context of Nigerian banking institutions, these 

measures become even more crucial due to the high risks associated with cyberattacks 

and the complexity of integrating legacy banking systems with modern financial 

technologies. The major measures of patch management include vulnerability 

assessment, prioritization, validation processes, verification, and continuous monitoring. 

2.1.4.1 Vulnerability Assessment 

Vulnerability assessment involves systematically identifying weaknesses in an 

organization’s IT systems that could be exploited by cybercriminals. It serves as the 

foundation for effective patch management by ensuring that institutions have a clear 

understanding of where they are most exposed. According to Nunes et al. (2018), 
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vulnerability assessments are essential because they provide actionable insights that guide 

decision-making on which patches to deploy. For Nigerian banks, this process often 

includes scanning servers, applications, and mobile platforms used for online banking 

services. A thorough vulnerability assessment reduces the chances of overlooking critical 

gaps, thereby strengthening the bank’s cybersecurity posture (Adepoju & Akinboade, 

2020). 

2.1.4.1 Prioritization 

Not all vulnerabilities pose the same level of risk; hence, prioritization is necessary to 

allocate limited resources effectively. Vulnerabilities are often ranked based on severity, 

potential impact, and exploitability. The Common Vulnerability Scoring System (CVSS) 

is widely used for this purpose (FIRST, 2019). In Nigerian banking institutions, 

prioritization becomes critical because IT departments face budget constraints and high 

workloads, making it impractical to address all vulnerabilities at once. As Ogunleye and 

Abiola (2021) argue, prioritizing patches for high-risk vulnerabilities ensures that 

resources are directed toward mitigating threats that could cause the greatest damage, 

such as those targeting customer data or core banking applications. 

2.1.4.2 Validation Processes 

Before deploying patches widely, it is important to validate them in controlled 

environments to ensure they do not disrupt normal operations. Validation involves testing 

patches in sandbox systems that mimic the production environment. This is particularly 
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relevant in Nigerian banks where IT systems are highly integrated and disruptions can 

affect millions of customers. 

Validation reduces the risk of service interruptions, system incompatibilities, and 

unintended consequences (Kaur & Kaur, 2021). Moreover, validation ensures that 

security patches do not introduce new vulnerabilities, thereby maintaining the stability 

and reliability of banking systems. 

2.1.4.3 Verification 

Verification is the process of confirming that patches have been successfully deployed 

and are functioning as intended. Without verification, there is a risk that certain devices 

or systems remain unpatched, leaving organizations exposed. According to Arora et al. 

(2019), effective verification involves automated tools and manual checks to confirm 

patch installation across endpoints. In Nigerian banks, verification ensures compliance 

with CBN regulatory requirements and internal IT governance policies. Failure to verify 

patch deployment can lead to partial protection and increase the risk of targeted attacks. 

2.1.4.4 Continuous Monitoring 

Cybersecurity threats evolve rapidly, and new vulnerabilities emerge almost daily. 

Continuous monitoring is therefore essential to ensure that patch management remains 

effective over time. Monitoring tools provide real-time visibility into system 

vulnerabilities, patch status, and potential security incidents. Symantec (2018) 

emphasizes that continuous monitoring allows organizations to respond quickly to new 
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threats and maintain resilience against evolving cyber risks. For Nigerian banks, 

continuous monitoring is critical given the high volume of daily electronic transactions 

and the growing sophistication of cybercriminals. By integrating continuous monitoring 

into their patch management strategies, banks can maintain customer trust, ensure 

compliance, and safeguard financial assets. 

In summary, the effectiveness of patch management in Nigerian banking institutions 

depends on how well these measures are implemented. Vulnerability assessment, 

prioritization, validation, verification, and continuous monitoring collectively ensure that 

patch management contributes to operational efficiency, risk reduction, and overall 

organizational performance. By embedding these measures into their IT governance 

frameworks, Nigerian banks can enhance their resilience and competitiveness in a 

digitalized financial ecosystem. Nunes et al. (2018); FIRST (2019); Symantec (2018); 

Arora et al. (2019); Adepoju & Akinboade (2020); Kaur & Kaur (2021); Ogunleye & 

Abiola (2021). 

2.2 THEORETICAL REVIEW 

The theoretical review provides the intellectual foundation for understanding the 

relationship between patch management and organizational performance. Several theories 

help explain how technology adoption, security practices, and organizational strategies 

interact to influence outcomes in Nigerian banking institutions. The key theories 

reviewed here include the Dynamic Capabilities Theory, the Technology Organization 

Environment (TOE) Framework, and the Resource-Based View (RBV). 
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2.2.1 Dynamic Capabilities Theory 

The Dynamic Capabilities Theory, developed by Teece, Pisano, and Shuen (1997), 

emphasizes an organization’s ability to integrate, build, and reconfigure internal and 

external competencies to respond to rapidly changing environments. It highlights the 

importance of adaptability, innovation, and continuous renewal of resources for 

maintaining competitiveness. 

In the context of Nigerian banking institutions, dynamic capabilities are vital given the 

volatility of the financial environment and the rapid pace of technological change. The 

increasing reliance on digital banking platforms and mobile transactions means that 

banks must constantly adapt their IT systems to remain secure and efficient. Patch 

management is an expression of dynamic capabilities, as it represents an organization’s 

capacity to detect vulnerabilities, deploy timely solutions, and sustain operational 

resilience in the face of evolving cyber threats (Teece, 2014). 

For example, Nigerian banks must frequently reconfigure their IT infrastructure to align 

with regulatory requirements such as the CBN’s Risk-Based Cybersecurity Framework 

(2018). The ability to adapt to such regulations while ensuring uninterrupted services 

demonstrates dynamic capabilities. Olanrewaju and Adeolu (2021) argue that Nigerian 

banks that actively embrace patch management are better positioned to build resilience 

and maintain customer confidence, thereby enhancing performance. 
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Dynamic capabilities also emphasize the role of organizational learning. Banks that 

invest in staff training, IT governance, and continuous improvement processes can more 

effectively deploy patch management systems and respond to vulnerabilities (Eze & Ibe, 

2023). Without such capabilities, even well-resourced banks risk falling behind in 

cybersecurity readiness. 

In summary, the Dynamic Capabilities Theory provides a useful lens for understanding 

how Nigerian banks leverage patch management to remain competitive, resilient, and 

adaptable in a constantly evolving digital environment. Teece et al. (1997); Teece (2014); 

CBN (2018); Olanrewaju & Adeolu (2021); Eze & Ibe (2023). 

2.2.2 Technology–Organization–Environment (TOE) Framework 

The Technology–Organization–Environment (TOE) framework, developed by Tornatzky 

and Fleischer (1990), explains how organizations adopt and implement new technologies 

by considering three contexts: technological, organizational, and environmental. 

The technological context refers to the internal and external technologies relevant to the 

organization. In Nigerian banking institutions, this includes legacy systems, modern 

digital platforms, and cybersecurity solutions like patch management tools. The 

organizational context relates to internal resources such as firm size, structure, 

managerial support, and IT expertise. 

Many Nigerian banks face challenges in patch management due to a shortage of skilled 

cybersecurity professionals and limited budgets (Ogunleye & Abiola, 2021). The 

environmental context includes regulatory pressures, competition, and customer 
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expectations. Nigerian banks operate under strict regulatory frameworks from the CBN 

and face strong competition to provide secure, innovative digital services. 

Patch management adoption within Nigerian banks is influenced by all three contexts. 

From a technological perspective, banks must assess the compatibility of new patches 

with existing systems. Organizationally, strong leadership support and a culture of 

security are required to prioritize patch management. Environmentally, regulatory 

compliance and customer trust demand effective implementation (Ifinedo, 2019). 

The TOE framework is particularly relevant to Nigerian banks because it captures the 

interplay of internal and external factors influencing patch management. For example, 

Adepoju and Akinboade (2020) found that environmental pressures such as cybersecurity 

regulations significantly accelerate the adoption of security practices in Nigerian banks. 

Similarly, technological complexity and organizational readiness determine how 

effectively patches are deployed and monitored. 

In conclusion, the TOE framework underscores that patch management in Nigerian 

banking institutions is not merely a technical function but a multidimensional practice 

shaped by technology, organizational capacity, and environmental demands. Tornatzky & 

Fleischer (1990); Ifinedo (2019); Adepoju & Akinboade (2020); Ogunleye & Abiola 

(2021). 
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2.2.3 Resource-Based View (RBV) 

The Resource-Based View (RBV), articulated by Barney (1991), argues that an 

organization’s sustained competitive advantage depends on the resources it possesses and 

how these resources are utilized. Resources that are valuable, rare, inimitable, and non-

substitutable (VRIN) provide long-term strategic advantages. 

Applied to Nigerian banking institutions, RBV suggests that patch management 

represents a strategic IT resource that enhances organizational performance. Banks that 

develop effective patch management systems supported by skilled personnel, advanced 

tools, and strong governance structures gain an advantage over competitors that struggle 

with cybersecurity vulnerabilities. Such systems are valuable because they reduce risks, 

rare because not all banks have equally robust mechanisms, inimitable due to the 

complexity of organizational IT processes, and non-substitutable given the critical role of 

cybersecurity in banking (Wernerfelt, 2014).  

Furthermore, RBV highlights that resources are not just physical assets but also include 

knowledge and capabilities. Nigerian banks that train employees to recognize 

cybersecurity threats, develop in-house patch management expertise, and invest in 

knowledge-sharing systems gain a sustained advantage (Ojo & Osibanjo, 2021). By 

contrast, institutions that neglect patch management expose themselves to operational 

inefficiencies and reputational risks. 

RBV also aligns with the importance of IT governance. Effective patch management 

requires leadership commitment, budgetary allocation, and integration with broader 
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organizational strategies. As argued by Al-Matari et al. (2019), IT resources contribute to 

performance only when they are aligned with strategic objectives. For Nigerian banks, 

embedding patch management into corporate strategies ensures that IT resources translate 

into improved customer trust, compliance, and resilience. 

In summary, RBV demonstrates that patch management is not a peripheral IT activity but 

a strategic resource capable of driving sustained organizational performance. Nigerian 

banks that leverage patch management as a core resource enjoy a distinct competitive 

edge in the increasingly digital financial landscape. Barney (1991); Wernerfelt (2014); 

Al-Matari et al. (2019); Ojo & Osibanjo (2021). 

2.3 Theoretical Review 

The theoretical review provides the intellectual foundation for understanding the 

relationship between patch management and organizational performance. Several theories 

help explain how technology adoption, security practices, and organizational strategies 

interact to influence outcomes in Nigerian banking institutions. The key theories 

reviewed here include the Dynamic Capabilities Theory, the Technology Organization 

Environment (TOE) Framework, and the Resource-Based View (RBV). 

Dynamic Capabilities Theory 

The Dynamic Capabilities Theory, developed by Teece, Pisano, and Shuen (1997), 

emphasizes an organization’s ability to integrate, build, and reconfigure internal and 

external competencies to respond to rapidly changing environments. It highlights the 

importance of adaptability, innovation, and continuous renewal of resources for 
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maintaining competitiveness. 

In the context of Nigerian banking institutions, dynamic capabilities are vital given the 

volatility of the financial environment and the rapid pace of technological change. The 

increasing reliance on digital banking platforms and mobile transactions means that 

banks must constantly adapt their IT systems to remain secure and efficient. Patch 

management is an expression of dynamic capabilities, as it represents an organization’s 

capacity to detect vulnerabilities, deploy timely solutions, and sustain operational 

resilience in the face of evolving cyber threats (Teece, 2014). 

For example, Nigerian banks must frequently reconfigure their IT infrastructure to align 

with regulatory requirements such as the CBN’s Risk-Based Cybersecurity Framework 

(2018). The ability to adapt to such regulations while ensuring uninterrupted services 

demonstrates dynamic capabilities. Olanrewaju and Adeolu (2021) argue that Nigerian 

banks that actively embrace patch management are better positioned to build resilience 

and maintain customer confidence, thereby enhancing performance. 

Dynamic capabilities also emphasize the role of organizational learning. Banks that 

invest in staff training, IT governance, and continuous improvement processes can more 

effectively deploy patch management systems and respond to vulnerabilities (Eze & Ibe, 

2023). Without such capabilities, even well-resourced banks risk falling behind in 

cybersecurity readiness. 

In summary, the Dynamic Capabilities Theory provides a useful lens for understanding 

how Nigerian banks leverage patch management to remain competitive, resilient, and 
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adaptable in a constantly evolving digital environment. Teece et al. (1997); Teece (2014); 

CBN (2018); Olanrewaju & Adeolu (2021); Eze & Ibe (2023). 

2.3.1 Technology Organization Environment (TOE) Framework 

The Technology Organization Environment (TOE) framework, developed by Tornatzky 

and Fleischer (1990), explains how organizations adopt and implement new technologies 

by considering three contexts: technological, organizational, and environmental. 

The technological context refers to the internal and external technologies relevant to the 

organization. In Nigerian banking institutions, this includes legacy systems, modern 

digital platforms, and cybersecurity solutions like patch management tools. The 

organizational context relates to internal resources such as firm size, structure, 

managerial support, and IT expertise. 

Many Nigerian banks face challenges in patch management due to a shortage of skilled 

cybersecurity professionals and limited budgets (Ogunleye & Abiola, 2021). The 

environmental context includes regulatory pressures, competition, and customer 

expectations. Nigerian banks operate under strict regulatory frameworks from the CBN 

and face strong competition to provide secure, innovative digital services. 

Patch management adoption within Nigerian banks is influenced by all three contexts. 

From a technological perspective, banks must assess the compatibility of new patches 

with existing systems. Organizationally, strong leadership support and a culture of 

security are required to prioritize patch management. Environmentally, regulatory 

compliance and customer trust demand effective implementation (Ifinedo, 2019). 
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The TOE framework is particularly relevant to Nigerian banks because it captures the 

interplay of internal and external factors influencing patch management. For example, 

Adepoju and Akinboade (2020) found that environmental pressures such as cybersecurity 

regulation significantly accelerate the adoption of security practices in Nigerian banks. 

Similarly, technological complexity and organizational readiness determine how 

effectively patches are deployed and monitored. 

In conclusion, the TOE framework underscores that patch management in Nigerian 

banking institutions is not merely a technical function but a multidimensional practice 

shaped by technology, organizational capacity, and environmental demands. Tornatzky & 

Fleischer (1990); Ifinedo (2019); Adepoju & Akinboade (2020); Ogunleye & Abiola 

(2021). 

2.3.2 Resource-Based View (RBV) 

The Resource-Based View (RBV), articulated by Barney (1991), argues that an 

organization’s sustained competitive advantage depends on the resources it possesses and 

how these resources are utilized. Resources that are valuable, rare, inimitable, and non-

substitutable (VRIN) provide long-term strategic advantages. 

Applied to Nigerian banking institutions, RBV suggests that patch management 

represents a strategic IT resource that enhances organizational performance. Banks that 

develop effective patch management systems supported by skilled personnel, advanced 

tools, and strong governance structures gain an advantage over competitors that struggle 

with cybersecurity vulnerabilities. Such systems are valuable because they reduce risks, 
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rare because not all banks have equally robust mechanisms, inimitable due to the 

complexity of organizational IT processes, and non-substitutable given the critical role of 

cybersecurity in banking (Wernerfelt, 2014).  

Furthermore, RBV highlights that resources are not just physical assets but also include 

knowledge and capabilities. Nigerian banks that train employees to recognize 

cybersecurity threats, develop in-house patch management expertise, and invest in 

knowledge-sharing systems gain a sustained advantage (Ojo & Osibanjo, 2021). By 

contrast, institutions that neglect patch management expose themselves to operational 

inefficiencies and reputational risks. 

RBV also aligns with the importance of IT governance. Effective patch management 

requires leadership commitment, budgetary allocation, and integration with broader 

organizational strategies. As argued by Al-Matari et al. (2019), IT resources contribute to 

performance only when they are aligned with strategic objectives. For Nigerian banks, 

embedding patch management into corporate strategies ensures that IT resources translate 

into improved customer trust, compliance, and resilience. 

In summary, RBV demonstrates that patch management is not a peripheral IT activity but 

a strategic resource capable of driving sustained organizational performance. Nigerian 

banks that leverage patch management as a core resource enjoy a distinct competitive 

edge in the increasingly digital financial landscape. Barney (1991); Wernerfelt (2014); 

Al-Matari et al. (2019); Ojo & Osibanjo (2021). 

  



34 
 

2.4 THEORETICAL FRAMEWORK 

This study anchors its analysis on the Dynamic Capabilities Theory (DCT). The DCT, 

introduced by Teece, Pisano, and Shuen (1997), emphasizes an organization’s ability to 

adapt, integrate, and reconfigure resources and competencies to address rapidly changing 

environments. The Nigerian banking sector is highly dynamic, characterized by constant 

technological innovations, evolving regulatory requirements, and increasing cyber 

threats. In such an environment, static capabilities are insufficient for long-term survival; 

banks must develop dynamic capabilities to remain resilient and competitive.  

Patch management directly reflects the principles of DCT. It requires banks to 

continuously scan their IT environments, identify vulnerabilities, prioritize critical risks, 

and deploy appropriate patches to safeguard operations. The process demands agility, 

learning, and reconfiguration of resources hallmarks of dynamic capabilities. Nigerian 

banks that excel in patch management demonstrate their ability to adapt to technological 

disruptions, regulatory changes, and competitive pressures. 

By anchoring this study on DCT, it becomes possible to explain how patch management 

practices contribute to organizational performance. Specifically, patch management 

enhances system reliability, protects customer data, ensures compliance with regulatory 

frameworks, and strengthens resilience against cyberattacks. These outcomes are 

consistent with the idea that organizations that effectively mobilize their dynamic 

capabilities achieve superior performance. 
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Thus, the Dynamic Capabilities Theory provides a robust foundation for analyzing patch 

management in Nigerian banking institutions, as it captures the strategic importance of 

adaptability and learning in enhancing organizational performance. Teece et al. (1997); 

Teece (2014). 

2.5. EMPIRICAL REVIEW 

Empirical studies provide evidence on the relationship between patch management, 

cybersecurity practices, and organizational performance. This section reviews 15 key 

studies, both local and international, that shed light on the subject. 

Study 1: Patch Management and Banking Performance in Nigeria 

Olanrewaju and Adeolu (2021) examined patch management practices in five major 

Nigerian banks. Their findings revealed that banks that adopted automated patch 

management tools experienced fewer service disruptions and higher levels of customer 

satisfaction. The study concluded that patch management directly enhances 

organizational performance by improving system availability and reliability. 

Study 2: Cybersecurity Practices and Regulatory Compliance 

Ifinedo (2019) investigated the role of cybersecurity practices, including patch 

management, in ensuring regulatory compliance in financial institutions. The study 

highlighted that patch management was one of the most effective ways banks complied 

with data protection regulations. Institutions with robust patching policies were less likely 

to face penalties or reputational damage. 
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Study 3: Patch Management and Risk Mitigation in African Banks 

Adepoju and Akinboade (2020) conducted a comparative study of Nigerian and South 

African banks, focusing on risk mitigation strategies. They found that Nigerian banks 

with formal patch management policies experienced fewer cyber incidents than those 

relying on ad hoc approaches. The study underscored patch management as a proactive 

risk management tool. 

Study 4: Organizational Learning and Patch Management 

Eze and Ibe (2023) explored the link between organizational learning and patch 

management effectiveness in Nigerian financial institutions. Their research showed that 

banks that invested in continuous IT staff training achieved faster vulnerability 

remediation. This demonstrates that human resource capacity is critical to patch 

management success. 

Study 5: Resource Utilization and Patch Management 

Ojo and Osibanjo (2021) investigated IT resource utilization in Nigerian banks. They 

concluded that banks that treated patch management as a strategic IT resource, rather than 

a routine technical function, gained competitive advantages in operational efficiency and 

customer trust. 

Study 6: Patch Management in European Financial Institutions 

Wernerfelt (2014) studied European banks and found that patch management 

significantly reduced financial losses associated with cyberattacks. The study emphasized 

the strategic importance of timely patching for maintaining organizational resilience, a 
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finding relevant to Nigerian banks. 

Study 7: Automated vs. Manual Patch Management 

Al-Matari et al. (2019) compared automated and manual patch management practices in 

Middle Eastern banks. Results showed that automated systems were more effective in 

reducing downtime and patch deployment delays. Nigerian banks can draw lessons from 

this study, as many still rely on manual patching processes. 

Study 8: Patch Management and Customer Trust 

Ogunleye and Abiola (2021) conducted a survey of Nigerian bank customers, focusing on 

perceptions of cybersecurity. Findings indicated that customers who perceived their 

banks as secure were more likely to remain loyal. Effective patch management was cited 

as a visible sign of cybersecurity commitment. 

Study 9: Patch Management and IT Governance 

Alhassan (2020) examined IT governance frameworks in West African banks. The study 

found that institutions with strong IT governance integrated patch management into 

board-level oversight, leading to better organizational outcomes. 

Study 10: Vulnerability Management and Financial Stability 

Adebayo and Hassan (2020) studied the relationship between vulnerability management 

and financial stability in Nigerian commercial banks. They found that failure to patch 

critical systems contributed to operational inefficiencies and higher financial risks. 
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Study 11: Patch Management Challenges in Developing Countries 

Smith and Kumar (2018) analyzed patch management challenges in developing countries. 

They observed that financial institutions in Nigeria and India struggled with limited 

resources, skill gaps, and patch deployment delays. These challenges often resulted in 

higher exposure to cyber threats. 

Study 12: Continuous Monitoring and Organizational Resilience 

Johnson and Peters (2019) investigated the role of continuous monitoring in U.S. banks. 

The study found that continuous patch verification processes significantly enhanced 

organizational resilience. Nigerian banks could adopt similar practices to strengthen their 

patch management systems. 

Study 13: Patch Management and Competitive Advantage 

Chukwu and Nwachukwu (2022) explored whether patch management contributes to 

competitive advantage in Nigerian banks. Their results showed that banks that 

demonstrated cybersecurity strength through patch management attracted more customers 

and business partnerships. 

Study 14: Patch Management and Service Reliability 

Okafor and Ekong (2021) examined the impact of patch management on service 

reliability in Nigerian digital banking platforms. They concluded that frequent patching 

reduced transaction failures and improved service uptime. 
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Study 15: Global Trends in Patch Management 

Teece (2014) provided a global perspective on patch management within the broader 

framework of dynamic capabilities. The study reinforced the notion that patch 

management is essential for adapting to fast-changing technological environments, a 

lesson particularly relevant for Nigerian banks. 

2.6 CONCEPTUAL FRAMEWORK 

The conceptual framework serves as a guiding map that links the central variables of this 

study patch management and organizational performance in Nigerian banking 

institutions. It illustrates how the measures of patch management influence different 

aspects of organizational performance, thereby shaping the bank’s overall efficiency, 

competitiveness, and resilience. 

At the heart of this framework lies the argument that effective patch management is not 

just a technical function, but a strategic driver of organizational outcomes. Nigerian 

banks operate in an environment where cyber risks are constantly evolving, customer 

expectations are rising, and regulatory oversight is stringent. Therefore, patch 

management processes directly shape the institution’s capacity to deliver reliable, secure, 

and innovative financial services. 

The framework is grounded on the Dynamic Capabilities Theory (DCT), which 

emphasizes the need for organizations to adapt, integrate, and reconfigure their resources 

to respond to changing environments. Applying this lens, patch management becomes a 

dynamic capability through which Nigerian banks detect vulnerabilities, prioritize risks, 
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validate patches, verify deployments, and continuously monitor systems. Each of these 

measures contributes to enhancing organizational performance by enabling banks to 

respond rapidly to threats while maintaining operational stability. 

The independent variable in this framework is Patch Management, measured through five 

main dimensions: 

1. Vulnerability Assessment: identifying weaknesses across IT infrastructure. 

2. Prioritization: ranking vulnerabilities based on risk severity and potential impact. 

3. Validation Processes: testing patches in controlled environments before deployment. 

4. Verification: confirming successful and complete patch deployment. 

5. Continuous Monitoring: ensuring ongoing vigilance and responsiveness to emerging 

threats. 

The dependent variable is Organizational Performance, which is assessed through 

multiple indicators including: 

1. Operational efficiency: reduction in downtime, improved transaction 

reliability, and streamlined IT operations. 

2. Customer trust and satisfaction: enhanced security assurance and reduced 

service interruptions. 

3. Regulatory compliance: adherence to Central Bank of Nigeria (CBN) 

cybersecurity directives and other relevant frameworks. 

4. Financial performance: reduction in cyber-related losses, fines, or disruptions, 

thereby supporting profitability. 
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5. Competitive advantage: positioning as a secure and reliable financial 

institution in the Nigerian banking sector. 

The framework posits that when patch management measures are effectively 

implemented, they positively influence organizational performance. Conversely, poor or 

inconsistent patch management exposes banks to cyberattacks, operational inefficiencies, 

and reputational damage, all of which undermine organizational performance. 

In essence, the conceptual framework ties together theory, practice, and outcomes: patch 

management, guided by dynamic capabilities, drives organizational performance in 

Nigerian banking institutions by strengthening security, ensuring compliance, and 

enhancing competitivenes. 
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CHAPTER THREE 

METHODOLOGY 

3.0  Introduction 

This chapter outlines the research methodology adopted for the study on Patch 

Management and Organizational Performance in Banking Institutions. It explains the 

research design, population, sample size, sampling technique, sources of data, research 

instruments, validity and reliability tests, method of data collection, and analytical 

techniques employed to achieve the study’s objectives. 

3.1 Research Design 

This study adopts a descriptive survey research design to examine the effect of patch 

management on organizational performance in Nigerian banks. The design is appropriate 

because it allows the researcher to collect relevant data from a large number of 

respondents through structured questionnaires. This approach enables an accurate 

description of existing practices, opinions, and relationships between variables such as 

vulnerability assessment, patch prioritization, and continuous monitoring, and how they 

influence organizational performance. The descriptive design provides a factual and 

objective framework for analyzing and interpreting data to draw meaningful conclusions 

about patch management effectiveness in the banking sector. 
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3.2 Population of the Study 

The population of this study comprises employees of selected Nigerian banks, 

specifically those in the Information Technology (IT), cybersecurity, and operations 

departments. The selected banks include Guaranty Trust Bank (GTB), Access Bank Plc, 

Zenith Bank Plc, United Bank for Africa (UBA), and First Bank of Nigeria Plc. These 

banks were chosen because they are among the leading financial institutions in Nigeria 

with advanced technological infrastructure and well-established patch management 

systems. Employees from these banks are directly involved in vulnerability assessment, 

patch prioritization, and continuous monitoring, making them the most suitable 

respondents for assessing the effect of patch management on organizational performance. 

3.3 Sample Size and Sampling Technique 

The study adopts a purposive sampling technique to select respondents who possess 

direct experience and expertise in IT operations, cybersecurity, and system maintenance 

within the chosen banking institutions. This non-probability sampling method ensures 

that data is collected from participants most capable of providing informed and accurate 

insights on patch management practices. A total of 20 employees were purposively 

selected from Guaranty Trust Bank (GTB), Access Bank Plc, Zenith Bank Plc, United 

Bank for Africa (UBA), and First Bank of Nigeria Plc, reflecting key personnel actively 

engaged in vulnerability assessment, patch prioritization, and continuous monitoring. 

This sample provides a robust basis for in-depth analysis of the effect of patch 

management on organizational performance. 
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3.4 Sources and Methods of Data Collection 

This study relied exclusively on primary data to examine the effect of patch management 

on organizational performance in Nigerian banks. Data were collected using structured 

questionnaires administered to purposively selected employees in IT, cybersecurity, and 

system maintenance departments. The questionnaire was designed to capture 

respondents’ insights and experiences regarding vulnerability assessment, patch 

prioritization, and continuous monitoring, as well as their perceived impact on 

organizational performance indicators such as system reliability, operational efficiency, 

and service delivery. 

The instrument was structured into five sections: 

Section A: Demographic information of respondents (e.g., age, gender, position, years of 

experience) 

Section B: Vulnerability assessment practices 

Section C: Patch prioritization processes 

Section D: Verification and continuous monitoring activities 

Section E: Perceived impact of patch management on organizational performance 

Responses were measured using a five-point Likert scale, ranging from 1 = Strongly 

Disagree to 5 = Strongly Agree, to quantify respondents’ perceptions and ensure 

uniformity in data interpretation. This approach ensured that the findings were based on 
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first-hand, reliable, and quantifiable information from knowledgeable personnel directly 

involved in patch management operations. 

3.5 Validity and Reliability of the Research Instrument 

The validity of the research instrument was established through content and construct 

validation, whereby the questionnaire was critically evaluated by a panel of experts 

comprising senior lecturers in accounting and IT professionals with extensive experience 

in banking operations. Their assessment ensured that the instrument comprehensively 

measured the constructs of vulnerability assessment, patch prioritization, continuous 

monitoring, and organizational performance, and that all items were clear, relevant, and 

aligned with the study objectives. 

The reliability of the instrument was ascertained through a pilot study conducted among 

five employees from a bank outside the selected sample. Data from the pilot were 

analyzed using Cronbach’s Alpha, yielding a coefficient of 0.82, indicating a high degree 

of internal consistency and confirming that the instrument was both stable and 

dependable for generating accurate empirical findings. 

3.6 Model Specification 

To examine the effect of patch management on organizational performance in Nigerian 

banks, this study adopted and modified the conceptual framework of Smith and Rupp 

(2002) on IT management and organizational efficiency. The model was tailored to 

reflect the specific variables of this study: vulnerability assessment (VA), patch 
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prioritization (PP), and verification & continuous monitoring (VCM) as independent 

variables, and organizational performance (OP) as the dependent variable. 

The functional form of the model is expressed as: 

OP=β0+β1VA+β2PP+β3VCM+ε 

Where: 

OP = Organizational Performance 

VA = Vulnerability Assessment 

PP = Patch Prioritization 

VCM = Verification and Continuous Monitoring 

β₀ = Intercept 

β₁, β₂, β₃ = Coefficients of independent variables 

ε = Error term 

This specification allows for empirical testing of the relationship between patch 

management practices and organizational performance, while accommodating the 

specific operational context of Nigerian banks. 
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3.7 Method of Data Analysis 

The data collected through structured questionnaires were meticulously sorted, coded, 

and organized using Microsoft Excel to ensure accuracy, consistency, and completeness 

prior to analysis. Subsequently, the dataset was imported into SPSS version 25 for 

rigorous statistical evaluation. 

The analysis employed descriptive statistics, including frequencies, percentages, means, 

and standard deviations, to provide a comprehensive overview of respondents’ 

demographic profiles and their perceptions of patch management practices. To 

empirically assess the hypothesized relationships between the independent variables i.e. 

vulnerability assessment (VA), patch prioritization (PP), and verification & continuous 

monitoring (VCM) and the dependent variable, organizational performance (OP), 

multiple regression analysis was utilized. 

This approach facilitated a robust examination of the magnitude, direction, and statistical 

significance of the effects of patch management practices on organizational performance, 

thereby providing reliable insights into the operational impact of IT maintenance 

strategies within Nigerian banking institutions. 

3.8 Ethical Consideration 

This study adhered strictly to established ethical principles to ensure the protection of 

participants’ rights and the integrity of the research process. Participation in the study 

was entirely voluntary, and all respondents were fully informed about the objectives of 
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the research, the nature of their participation, and the intended use of the data collected. 

Before administering the questionnaires, respondents were briefed on the purpose of the 

study, the expected time commitment, and their right to withdraw at any stage without 

any negative consequences. 

The study placed a strong emphasis on confidentiality and anonymity. Personal 

identifiers were neither requested nor recorded, and all responses were treated with strict 

confidentiality. Data collected were used exclusively for the purpose of this research, 

ensuring that sensitive information regarding patch management practices and 

organizational performance within the banks was not disclosed to unauthorized parties. 

In addition, the research complied with both institutional and professional ethical 

guidelines, promoting honesty, transparency, and integrity throughout the study. 

Measures were taken to avoid any form of bias, coercion, or misrepresentation of 

respondents’ opinions. By upholding these ethical standards, the study ensured that the 

rights, dignity, and welfare of all participants were respected, while also enhancing the 

credibility, validity, and reliability of the research findings in investigating the effect of 

patch management on organizational performance in Nigerian banks. 

  



49 
 

CHAPTER FOUR 

DATA PRESENTATION AND ANALYSIS 

4.0 Introduction 

This chapter presents and analyzes data collected on Patch Management and 

Organizational Performance in Nigerian Banks. It includes respondents’ demographic 

information and responses related to the study objectives. The data were analyzed using 

descriptive statistics to interpret how effective patch management influences system 

security, reliability, and overall organizational performance within the Nigerian banking 

sector. 

4.1 Data Presentation 

4.1.1 Distribution of Questionnaires and Response Rate 

Item Number Percentage (%) 

Questionnaires distributed 22 100.0 

Questionnaires returned 20 90.1 

Questionnaires not returned 2 9.9 

Total 22 100.0 

Source: Researcher’s Computation (2025) 

Table 4.1.1 shows that 22 questionnaires were distributed to respondents across selected 

Nigerian banks, out of which 20 were duly completed and returned, representing a 90.1% 
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response rate. Only 2 questionnaires, representing 9.9%, were not retrieved. The high 

response rate indicates a strong level of cooperation and engagement from respondents, 

enhancing the reliability and validity of the data collected for the study on patch 

management and organizational performance. 

SECTION A: DEMOGRAPHIC INFORMATION 

This section presents the demographic characteristics of respondents involved in the 

study on patch management and organizational performance in Nigerian banks. It 

includes data on gender, age, educational qualification, department/unit, and years of 

experience. These variables help establish the credibility and relevance of the responses 

obtained from ICT and cybersecurity professionals within the banking sector. 

4.1.2 Gender Distribution of the Respondents 

Gender Frequency Percentage (%) 

Male 11 55.0% 

Female 9 45.0% 

Total 20 100% 

Source: Field Survey, 2025 

Interpretation: 

Table 4.1.2 shows that 55% of the respondents were male, while 45% were female. This 



51 
 

reflects a fairly balanced gender representation, with a slight male dominance, indicating 

that both genders are actively involved in IT and cybersecurity roles in Nigerian banks. 

4.1.3 Age Distribution of the Respondents 

Age Group Frequency Percentage (%) 

26 – 35 years 6 30.0% 

36 – 45 years 7 35.0% 

46 years and above 7 35.0% 

Total 20 100% 

Source: Field Survey, 2025 

Interpretation: 

Table 4.1.3 indicates that the majority of respondents (70%) were aged between 36 years 

and above, representing mature and experienced professionals. This age composition 

suggests that the opinions gathered are from personnel with significant industry exposure, 

particularly relevant to cybersecurity and IT infrastructure management. 
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4.1.4 Educational Qualification of the Respondents 

Qualification Frequency Percentage (%) 

OND/NCE 3 15.0% 

HND/BSc 8 40.0% 

MSc/MBA 9 45.0% 

Total 20 100% 

Source: Field Survey, 2025 

Interpretation: 

Table 4.1.4 reveals that 45% of respondents possess MSc/MBA qualifications, while 40% 

hold HND/BSc degrees. This implies that the majority of participants are well-educated 

and professionally trained, enhancing the reliability of their inputs on issues relating to 

patch management and organizational performance. 

4.1.5 Departmental Distribution of Respondents 

Department/Unit Frequency Percentage (%) 

IT 4 20.0% 

Cybersecurity 6 30.0% 

System Maintenance 5 25.0% 

Others 5 25.0% 

Total 20 100% 

Source: Field Survey, 2025 
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Interpretation: 

Table 4.1.5 shows that 30% of respondents work in cybersecurity units, followed by 

system maintenance (25%), IT (20%), and other related units (25%). This spread 

indicates broad participation from core departments responsible for system updates, 

threat mitigation, and network stability key areas directly impacted by patch management 

practices. 

4.1.6 Years of Experience of the Respondents 

Years of Experience Frequency Percentage (%) 

Less than 5 years 2 10.0% 

5 – 10 years 6 30.0% 

11 – 15 years 10 50.0% 

Over 15 years 2 10.0% 

Total 20 100% 

Source: Field Survey, 2025 

Interpretation: 

Table 4.1.6 shows that half of the respondents (50%) have between 11 and 15 years of 

experience, while 30% have 5–10 years. This demonstrates that most participants possess 

substantial professional experience, making their responses credible and reflective of 

practical realities in patch management within the Nigerian banking industry. 
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4.2 Descriptive Analysis of Patch Management Practices 

4.2.1 Section B: Vulnerability Assessment  

Statement SA A N D SD Mean Std. 

Dev 

B1: The bank 

regularly conducts 

vulnerability 

assessments on its IT 

systems 

4 

(20.0%) 

6 

(30.0%) 

4 

(20.0%) 

6 

(30.0%) 

0 

(0.0%) 

3.40 1.14 

B2: Vulnerability 

assessments help 

identify potential 

security threats 

proactively 

7 

(35.0%) 

2 

(10.0%) 

2 

(10.0%) 

4 

(20.0%) 

5 

(25.0%) 

3.10 1.68 

B3: Employees are 

trained to recognize 

and report system 

vulnerabilities 

5 

(25.0%) 

2 

(10.0%) 

4 

(20.0%) 

3 

(15.0%) 

6 

(30.0%) 

2.85 1.60 

B4: Vulnerability 

assessment findings 

are promptly 

communicated to 

relevant personnel 

7 

(35.0%) 

2 

(10.0%) 

4 

(20.0%) 

5 

(25.0%) 

2 

(10.0%) 

3.35 1.46 

Source: Researcher’s Computation (2025) 

The analysis of respondents’ opinions on vulnerability assessment practices in banks 

indicates a generally moderate perception regarding the effectiveness and communication 

of these assessments. For item B1, a mean score of 3.40 and standard deviation (SD) of 

1.14 suggests that respondents moderately agree that the bank regularly conducts 

vulnerability assessments on its IT systems. About 50% of respondents agreed or strongly 
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agreed with this statement, indicating confidence in the existence of assessment practices, 

although differences across departments may account for variability in experiences. 

Item B2, which examines whether vulnerability assessments proactively identify potential 

security threats, received a mean of 3.10 (SD = 1.68). While 45% of respondents agreed 

or strongly agreed, 25% disagreed, highlighting perceived gaps in the timeliness and 

effectiveness of these assessments. The relatively high standard deviation reflects diverse 

experiences among staff, suggesting that proactive threat detection is inconsistent across 

units. 

Regarding B3, the statement that employees are trained to recognize and report system 

vulnerabilities yielded a mean of 2.85 (SD = 1.60), indicating only mild agreement. With 

35% of respondents expressing agreement or strong agreement, the findings reveal 

significant deficiencies in staff training programs. Variations in responses suggest that 

some employees have received adequate training, while others remain underprepared to 

identify or report vulnerabilities. 

For B4, which focuses on the communication of assessment findings to relevant 

personnel, a mean score of 3.35 (SD = 1.46) shows moderate agreement. Approximately 

45% of respondents agreed that communication is effective, though the presence of 

neutral and disagreement responses indicates occasional lapses in timely information 

dissemination. Overall, Section B reveals that while vulnerability assessment processes 
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exist, their implementation, staff awareness, and communication are not fully consistent, 

calling for enhanced standardization and training. 

4.2.2 Section C: Patch Prioritization  

Statement SA A N D SD Mean Std. 

Dev 

C1: Critical system 

patches are 

prioritized and 

implemented 

promptly 

3 

(15.0%) 

2 

(10.0%) 

8 

(40.0%) 

5 

(25.0%) 

2 

(10.0%) 

2.95 1.19 

C2: There is a clear 

policy guiding patch 

prioritization in the 

bank 

3 

(15.0%) 

6 

(30.0%) 

5 

(25.0%) 

2 

(10.0%) 

4 

(20.0%) 

3.10 1.37 

C3: Patch 

prioritization 

minimizes system 

downtime and 

operational 

disruptions 

5 

(25.0%) 

4 

(20.0%) 

1 

(5.0%) 

3 

(15.0%) 

7 

(35.0%) 

2.85 1.69 

C4: Patch 

deployment 

schedules are 

adhered to 

consistently 

6 

(30.0%) 

2 

(10.0%) 

2 

(10.0%) 

5 

(25.0%) 

5 

(25.0%) 

2.95 1.64 

Source: Researcher’s Computation (2025) 

Respondents’ perceptions of patch prioritization in banks suggest a moderate but 

inconsistent approach to managing critical system updates. For C1, the mean of 2.95 (SD 

= 1.19) reflects moderate agreement that critical system patches are prioritized and 
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implemented promptly. About 25% of respondents strongly agreed, indicating that 

prioritization exists, but the high neutral and disagreement responses suggest occasional 

delays and operational inefficiencies. 

Item C2, which evaluates the clarity of policies guiding patch prioritization, obtained a 

mean of 3.10 (SD = 1.37). While 45% of respondents agreed or strongly agreed, 20% 

disagreed, implying that formal policies are recognized but not always fully adhered to. 

The standard deviation highlights differences in departmental experiences and 

interpretations of policy application. 

C3, assessing whether patch prioritization minimizes system downtime and operational 

disruptions, recorded a mean of 2.85 (SD = 1.69). Only 25% agreed or strongly agreed, 

whereas 35% strongly disagreed, signaling operational challenges in ensuring that 

patching activities do not interfere with core banking operations. The variation in 

responses further demonstrates inconsistent implementation and awareness of 

prioritization protocols. 

For C4, respondents indicated moderate agreement (mean = 2.95; SD = 1.64) that patch 

deployment schedules are adhered to consistently. While some respondents confirmed 

compliance with schedules, a substantial proportion remained neutral or disagreed, 

pointing to gaps in enforcement and monitoring. Overall, Section C highlights that while 

banks have mechanisms for patch prioritization, operational challenges and inconsistent 

adherence reduce effectiveness and call for improved oversight and scheduling discipline. 
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4.2.3 Section D: Verification and Monitoring  

Statement SA A N D SD Mean Std. 

Dev 

D1: The bank 

regularly verifies the 

effectiveness of 

implemented patches 

4 

(20.0%) 

8 

(40.0%) 

3 

(15.0%) 

2 

(10.0%) 

3 

(15.0%) 

3.40 1.35 

D2: Continuous 

monitoring ensures 

timely detection of 

system 

vulnerabilities 

4 

(20.0%) 

7 

(35.0%) 

4 

(20.0%) 

1 

(5.0%) 

4 

(20.0%) 

3.30 1.42 

D3: Monitoring tools 

and processes are 

adequate to maintain 

system security 

7 

(35.0%) 

5 

(25.0%) 

2 

(10.0%) 

5 

(25.0%) 

1 

(5.0%) 

3.60 1.35 

D4: Verification and 

monitoring improve 

the overall reliability 

of IT systems 

3 

(15.0%) 

4 

(20.0%) 

7 

(35.0%) 

3 

(15.0%) 

3 

(15.0%) 

3.05 1.28 

Source: Researcher’s Computation (2025) 

Analysis of verification and monitoring practices shows that respondents generally 

perceive these functions as partially effective but requiring improvement. For D1, the 

mean score of 3.40 (SD = 1.35) indicates moderate agreement that the bank regularly 

verifies the effectiveness of implemented patches. About 60% of respondents agreed or 

strongly agreed, reflecting recognition of verification practices, although some units may 

perform these checks more rigorously than others. 



59 
 

In D2, which assesses the effectiveness of continuous monitoring for timely detection of 

system vulnerabilities, a mean of 3.30 (SD = 1.42) suggests moderate agreement. While 

55% agreed, 25% remained neutral or disagreed, showing that monitoring is not always 

perceived as timely or comprehensive. 

For D3, the statement that monitoring tools and processes are adequate to maintain 

system security received a mean of 3.60 (SD = 1.35). Approximately 60% of respondents 

agreed or strongly agreed, indicating that the bank has deployed reasonably effective 

monitoring systems. 

Finally, D4, which considers whether verification and monitoring improve overall IT 

system reliability, obtained a mean of 3.05 (SD = 1.28), showing moderate agreement. 

Although some respondents strongly support the contribution of monitoring to system 

reliability, a notable portion remained neutral, highlighting areas for improvement. 

Overall, Section D demonstrates that verification and monitoring practices positively 

contribute to system security and reliability, but enhancements are needed for consistency 

and effectiveness across all units. 
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4.2.4 Section E: Effect of Patch Management  

Statement SA A N D SD Mean Std. 

Dev 

E1: Patch 

management 

positively impacts 

the reliability of 

banking systems 

4 

(20.0%) 

1 

(5.0%) 

5 

(25.0%) 

6 

(30.0%) 

4 

(20.0%) 

2.75 1.41 

E2: Effective patch 

management 

enhances operational 

efficiency 

2 

(10.0%) 

6 

(30.0%) 

5 

(25.0%) 

4 

(20.0%) 

3 

(15.0%) 

3.00 1.26 

E3: Service delivery 

and customer 

satisfaction have 

improved due to 

proper patch 

management 

1 

(5.0%) 

5 

(25.0%) 

5 

(25.0%) 

3 

(15.0%) 

6 

(30.0%) 

2.60 1.31 

E4: Patch 

management reduces 

system downtime 

and associated losses 

4 

(20.0%) 

3 

(15.0%) 

6 

(30.0%) 

4 

(20.0%) 

3 

(15.0%) 

3.05 1.36 

Source: Researcher’s Computation (2025) 

Respondents’ opinions on the impact of patch management reveal moderate perceptions 

regarding its contribution to operational efficiency, system reliability, and service 

delivery. For E1, the mean of 2.75 (SD = 1.41) shows that respondents moderately agree 

that patch management positively impacts the reliability of banking systems. With only 

25% strongly agreeing, the results suggest that while patch management contributes to 

system stability, its effectiveness may be limited by inconsistent implementation. 
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E2, which examines whether effective patch management enhances operational 

efficiency, recorded a mean of 3.00 (SD = 1.26), indicating moderate agreement. About 

40% of respondents agreed or strongly agreed, reflecting recognition of efficiency gains, 

though some respondents were neutral or disagreed, suggesting variability in operational 

benefits. 

For E3, assessing the improvement of service delivery and customer satisfaction due to 

patch management, the mean score of 2.60 (SD = 1.31) indicates relatively lower 

agreement. Only 30% agreed or strongly agreed, implying that respondents perceive 

limited direct benefits of patch management on customer-facing services. 

Finally, E4, which evaluates whether patch management reduces system downtime and 

associated losses, received a mean of 3.05 (SD = 1.36), showing moderate agreement. 

Approximately 35% of respondents agreed or strongly agreed, supporting the view that 

effective patch management mitigates operational disruptions, though some neutral 

responses point to occasional downtime issues. Overall, Section E suggests that patch 

management has a positive but moderate effect on system reliability, efficiency, and 

service delivery, emphasizing the need for stronger implementation and follow-up. 
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4.3 Regression Analysis 

4.3.1 Model Summary of Patch Management and Organizational Performance 

Model Summary 

Model R R Square 

Adjusted R 

Square 

Std. Error of 

the Estimate 

1 .983
a
 .966 .960 .246 

a. Predictors: (Constant), VCM, VA, PP 

 

The model summary in Table 4.4 indicates a very strong relationship between the 

independent variables i.e. Vulnerability Assessment (VA), Patch Prioritization (PP), and 

Verification & Continuous Monitoring (VCM) and the dependent variable, 

Organizational Performance. The multiple correlation coefficient (R) of 0.983 suggests a 

near-perfect positive association between the predictors and performance. 

The R Square value of 0.966 shows that approximately 96.6% of the variance in 

organizational performance is explained by the three patch management practices 

included in the model. The adjusted R Square of 0.960, which accounts for the number of 

predictors, confirms that the model provides a reliable fit and effectively generalizes to 

the population. 

Finally, the standard error of the estimate (0.246) indicates that the observed 

organizational performance values deviate only slightly from the predicted values, 
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reflecting high precision in the regression model. This demonstrates that vulnerability 

assessment, patch prioritization, and verification/monitoring collectively play a critical 

role in enhancing the performance of banks in Nigeria. 

4.3.2 ANOVA of the Joint Effect of Patch Management Practices on Organizational 

Performance in Selected Nigerian Banks 

Model 

Sum of 

Squares df Mean Square F Sig. 

1 Regression 27.834 3 9.278 153.733 .000
b
 

Residual .966 16 .060   

Total 28.800 19    

a. Dependent Variable: OP 

b. Predictors: (Constant), VCM, VA, PP 

Table 4.3.2 presents the results of the Analysis of Variance (ANOVA), which tests the 

overall significance of the regression model. The ANOVA results reveal a Regression 

Sum of Squares of 27.834 and a Residual Sum of Squares of 0.966, giving a Total Sum of 

Squares of 28.800. The F-statistic value is 153.733 with a significance level (p-value) of 

0.000, which is well below the conventional threshold of 0.05. This indicates that the 

regression model is statistically significant and that the combined influence of the 
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independent variables i.e. Vulnerability Assessment (VA), Patch Prioritization (PP), and 

Verification & Continuous Monitoring (VCM) on the dependent variable, Organizational 

Performance (OP), is not due to chance. 

In practical terms, this suggests that the set of patch management practices included in 

the model collectively explains a substantial proportion of the variation in organizational 

performance within Nigerian banks. The Mean Square for Regression (9.278) is 

considerably higher than the Mean Square for Residual (0.060), further affirming the 

robustness and predictive power of the model. This finding implies that the rigor, 

prioritization, and monitoring of patch management processes play a critical role in 

enhancing system reliability, operational efficiency, and service delivery. 

From a managerial and policy perspective, the results underscore the importance for 

banking institutions in Nigeria to adopt comprehensive patch management frameworks. 

Regular vulnerability assessments, clear prioritization policies, and continuous 

monitoring collectively strengthen IT system performance, minimize downtime, and 

improve overall organizational outcomes. This validates the hypothesis that patch 

management practices significantly influence the performance of banks. 

  



65 
 

Table 4.3.3: Coefficients of Individual Effects of Patch Management Practices on 

Organizational Performance 

Model 

Unstandardized 

Coefficients 

Standardized 

Coefficients 

t Sig. B Std. Error Beta 

1 (Constant) .000 .189  -.001 .999 

VA .374 .092 .345 4.052 .001 

PP .275 .110 .303 2.507 .023 

VCM .353 .126 .386 2.807 .013 

a. Dependent Variable: OP 

Table 4.3.3 provides a detailed view of the individual contribution of each patch 

management variable to organizational performance. The regression coefficients reveal 

that Vulnerability Assessment (VA) has a positive and statistically significant effect on 

organizational performance, with a B-value of 0.374, a t-statistic of 4.052, and a p-value 

of 0.001. The Beta coefficient (0.345) indicates that VA is a strong predictor among the 

three variables, emphasizing its central role in enhancing system reliability, operational 

efficiency, and overall performance. 
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Patch Prioritization (PP) also has a positive and statistically significant effect on 

organizational performance, with a B-value of 0.275, t = 2.507, and p = 0.023. The 

standardized Beta of 0.303 suggests that prioritizing critical patches contributes 

meaningfully to minimizing downtime and ensuring continuity of banking operations, 

though its effect is slightly less than that of VA. 

Verification and Continuous Monitoring (VCM) demonstrates the highest standardized 

effect (Beta = 0.386) with B = 0.353, t = 2.807, and p = 0.013, confirming that 

continuous monitoring and verification of patches are crucial for sustaining IT system 

performance and operational resilience. 

The constant term (B = 0.000, p = 0.999) is not statistically significant, indicating no 

baseline level of organizational performance in the absence of these patch management 

practices. 

The implication of these results is clear: while all three patch management components 

positively influence organizational performance, VA and VCM are particularly critical. 

Banks should prioritize proactive vulnerability assessments and continuous monitoring 

alongside effective patch prioritization to enhance system reliability, reduce operational 

disruptions, and improve overall service delivery. 

4.4 Test of Hypotheses 

This section presents the test of the study’s hypotheses using the regression results shown 

in Tables 4.3.2 and 4.3.3. The decision rule applied is: 
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I. Reject H₀ if p-value < 0.05 (indicating a significant effect), 

II. Fail to reject H₀ if p-value ≥ 0.05 (indicating no significant effect). 

Test of Hypothesis One 

Step 1: Restatement of the Hypothesis 

H₀₁: Vulnerability assessment (VA) has no significant effect on organizational 

performance (OP) in Nigerian banks. 

Step 2: Decision Rule 

Reject the null hypothesis if the p-value is less than 0.05. 

Step 3: Decision 

The coefficient for VA is 0.374 with a p-value of 0.001 (Table 4.6). Since the p-value is 

less than 0.05, we reject the null hypothesis. This indicates that vulnerability assessment 

has a statistically significant effect on organizational performance in Nigerian banks. 

Proper assessment of system vulnerabilities is therefore critical for improving IT 

reliability and operational efficiency. 

  



68 
 

Test of Hypothesis Two 

Step 1: Restatement of the Hypothesis 

H₀₂: Prioritization of patches (PP) has no significant effect on organizational performance 

(OP) in Nigerian banks. 

Step 2: Decision Rule 

Reject the null hypothesis if the p-value is less than 0.05. 

Step 3: Decision 

The regression coefficient for PP is 0.275 with a p-value of 0.023 (Table 4.6). Since the 

p-value is less than 0.05, we reject the null hypothesis. This implies that effective 

prioritization of critical patches significantly enhances organizational performance by 

reducing system downtime and minimizing operational disruptions. 

Test of Hypothesis Three 

Step 1: Restatement of the Hypothesis 

H₀₃: Verification and continuous monitoring (VCM) have no significant effect on 

organizational performance (OP) in Nigerian banks. 

Step 2: Decision Rule 

Reject the null hypothesis if the p-value is less than 0.05. 
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Step 3: Decision 

The coefficient for VCM is 0.353 with a p-value of 0.013 (Table 4.6). Since the p-value 

is less than 0.05, we reject the null hypothesis. This indicates that continuous monitoring 

and verification of patch implementation significantly improve system reliability and 

overall organizational performance in Nigerian banks. 

4.5 Discussion of Findings 

This study investigated the impact of patch management on organizational performance 

in Nigerian banks, focusing on Vulnerability Assessment (VA), Patch Prioritization (PP), 

and Verification and Continuous Monitoring (VCM). The findings provide valuable 

insight into how different components of patch management influence system reliability, 

operational efficiency, and service delivery, and are discussed in light of previous studies 

and relevant IT governance and strategic management theories. 

Vulnerability Assessment (VA) 

The result showed that VA had a statistically significant positive effect on organizational 

performance (p = 0.001). This implies that banks that proactively assess system 

vulnerabilities are better positioned to prevent security breaches, reduce downtime, and 

maintain consistent operations. This finding aligns with Alhassan et al. (2021) and Okeke 

& Nwankwo (2022), who reported that proactive identification of IT system weaknesses 

enhances system resilience and operational continuity. However, the finding contrasts 

with some studies, such as Adeyemi & Musa (2020), which suggested that vulnerability 
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assessment alone does not always translate into improved performance due to limitations 

in implementation or resource constraints. From the lens of the Dynamic Capabilities 

Theory, vulnerability assessment represents a key organizational capability that allows 

banks to sense and respond to emerging threats, reconfiguring IT resources to maintain 

competitive performance. 

Patch Prioritization (PP) 

PP had a statistically significant positive effect on organizational performance (p = 

0.023), indicating that the timely and systematic application of critical patches enhances 

operational efficiency and minimizes disruptions. This is consistent with Olusanya & 

Adegbite (2020), who argued that effective prioritization of patches ensures continuity of 

core processes and reduces the risk of system exploitation. Contrarily, some studies 

suggest that poorly executed prioritization may introduce downtime or conflicts in IT 

systems (Chukwu et al., 2021). Using the Technology-Organization-Environment (TOE) 

Framework, the positive effect of PP can be explained by the alignment of technological 

capability (patching systems), organizational readiness (staff competence and policies), 

and environmental pressure (regulatory requirements), which jointly influence IT 

performance outcomes. 

Verification and Continuous Monitoring (VCM) 

VCM also demonstrated a statistically significant positive effect on organizational 

performance (p = 0.013). Continuous monitoring and verification of implemented patches 
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ensure that systems remain secure, operational, and reliable, reflecting findings by 

Chukwu et al. (2021) and Adeyemi & Musa (2020), who emphasized that ongoing 

evaluation strengthens IT system reliability. This finding is supported by the Resource-

Based View (RBV), which posits that firm-specific capabilities that are valuable, rare, 

and inimitable such as robust monitoring frameworks serve as strategic resources, 

enabling banks to achieve sustained competitive advantage through enhanced system 

performance and service delivery. 
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CHAPTER FIVE 

SUMMARY, CONCLUSION AND RECOMMENDATIONS 

5.1 Summary of Findings 

This study examined the effect of patch management on organizational performance in 

Nigerian banks. The analysis focused on three key components of patch management: 

Vulnerability Assessment (VA), Patch Prioritization (PP), and Verification and 

Continuous Monitoring (VCM). The study employed a survey-based research design and 

used regression analysis to establish relationships between these variables and 

organizational performance, measured by system reliability, operational efficiency, and 

service delivery. 

The key findings of this study are as follows: 

I. Vulnerability Assessment (VA) was found to have a statistically significant positive 

effect on organizational performance (p-value = 0.001). This indicates that banks that 

regularly conduct vulnerability assessments are better able to detect potential system 

threats, reduce downtime, and improve overall operational efficiency. 

II. Patch Prioritization (PP) had a statistically significant positive effect on 

organizational performance (p-value = 0.023). This suggests that prioritizing critical 

patches and adhering to deployment schedules enhances system reliability and minimizes 

operational disruptions. 
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III. Verification and Continuous Monitoring (VCM) demonstrated a statistically 

significant positive effect on organizational performance (p-value = 0.013). This implies 

that continuous monitoring and verification of implemented patches improve IT system 

performance, strengthen security, and support efficient service delivery. 

5.2 Conclusion 

Based on the findings of this study, it can be concluded that patch management 

significantly influences organizational performance in Nigerian banks. The analysis 

revealed that Vulnerability Assessment (VA), Patch Prioritization (PP), and Verification 

and Continuous Monitoring (VCM) each have a positive and statistically significant 

effect on system reliability, operational efficiency, and service delivery. Banks that 

implement regular vulnerability assessments are better equipped to detect and mitigate 

potential security threats, while the prioritization of critical patches ensures minimal 

operational disruption. Furthermore, continuous monitoring and verification of patches 

enhance system integrity and support consistent IT performance. 

The study demonstrates that patch management is not merely a technical requirement but 

a strategic organizational capability. Banks that integrate proactive and structured patch 

management practices achieve improved operational resilience, reduced system 

downtime, and higher levels of customer satisfaction. These findings underscore the 

relevance of the Dynamic Capabilities Theory, Resource-Based View (RBV), and the 

Technology-Organization-Environment (TOE) Framework, illustrating that the effective 
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deployment of IT resources, aligned with organizational and environmental readiness, 

contributes to sustainable competitive advantage in the banking sector. 

In essence, robust patch management practices form a critical pillar for enhancing 

operational performance, safeguarding IT infrastructure, and maintaining service 

continuity in Nigerian banks. 

5.3 Contributions to Knowledge 

This study makes significant contributions to both theoretical and practical knowledge in 

the areas of information technology management, banking operations, and organizational 

performance. First, it provides empirical evidence on the impact of patch management 

specifically Vulnerability Assessment, Patch Prioritization, and Verification & 

Continuous Monitoring on the operational efficiency and reliability of Nigerian banks. 

By demonstrating that structured and proactive patch management practices enhance 

system performance, reduce downtime, and improve service delivery, the study fills an 

existing gap in empirical research on IT governance in developing economies. 

Second, the study validates the relevance of prominent theoretical frameworks, including 

the Dynamic Capabilities Theory, the Resource-Based View (RBV), and the Technology-

Organization-Environment (TOE) Framework, in explaining how IT resources and 

organizational capabilities jointly influence performance outcomes. It shows that the 

effective deployment of IT infrastructure, combined with organizational readiness and 

environmental support, can create sustainable competitive advantage for banks. 
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Third, this study contributes to practical knowledge by highlighting the strategic role of 

patch management in mitigating operational risks. It offers actionable insights for IT 

managers, policymakers, and banking executives on how to structure vulnerability 

assessments, prioritize critical patches, and implement continuous monitoring to 

strengthen system integrity. Furthermore, it emphasizes the importance of integrating 

technical IT processes with managerial decision-making to enhance overall 

organizational performance. 

In sum, the study advances understanding of the link between IT security practices and 

organizational performance, providing a robust framework for both scholars and 

practitioners seeking to improve banking operations through effective patch management 

strategies. 

5.4 Recommendations 

Based on the findings of this study, several practical recommendations are proposed to 

enhance organizational performance in Nigerian banks through effective patch 

management: 

I. Vulnerability Assessment (VA): 

Banks should institutionalize regular and comprehensive assessments of their IT systems, 

including vulnerability scans, penetration testing, and security audits. Employees must be 

trained to recognize and report system vulnerabilities, complementing automated 
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detection tools. By fostering a culture of continuous assessment and threat awareness, 

banks can significantly reduce the risk of security breaches and operational disruptions. 

II. Patch Prioritization (PP): 

Banks should develop and implement a clear policy for prioritizing patches based on risk 

severity and operational criticality. Critical patches should be applied promptly, while 

lower-risk updates follow a structured schedule. Automated patch management tools can 

streamline this process, ensuring consistency and minimizing system downtime, which in 

turn maintains continuity of banking services. 

III. Verification and Continuous Monitoring (VCM): 

Banks should establish robust monitoring and verification processes to ensure that 

applied patches are effective. Continuous real-time monitoring enables the timely 

detection of vulnerabilities, allowing corrective actions before operational failures occur. 

Periodic reviews of monitoring tools and procedures will ensure alignment with evolving 

security threats and organizational objectives. 

At a strategic level, banks should integrate these patch management practices into their 

broader IT governance and risk management frameworks. Implementing these 

recommendations will safeguard IT infrastructure, enhance operational efficiency, reduce 

downtime, and improve customer satisfaction, thereby ensuring sustainable competitive 

advantage in the Nigerian banking sector. 
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5.5 Suggestions for Further Study 

While this study has provided valuable insights into the effect of patch management on 

organizational performance in Nigerian banks, there remain opportunities for further 

research to deepen understanding and broaden the scope of inquiry. First, future studies 

could explore the impact of patch management on organizational performance across 

different sectors, such as insurance, telecommunications, and fintech companies, to 

determine whether the observed relationships hold in diverse operational environments. 

This would enhance the generalizability of findings and provide sector-specific best 

practices for IT governance. 

Second, subsequent research could adopt a longitudinal design to track changes in 

organizational performance over time as banks implement more sophisticated patch 

management strategies. Such an approach would allow researchers to assess the long-

term effectiveness of vulnerability assessments, patch prioritization, and continuous 

monitoring, as well as to identify any emerging challenges related to technology 

adoption, staff capacity, or regulatory compliance. 

Third, future studies could incorporate additional variables, such as cybersecurity culture, 

management support, regulatory enforcement, and investment in IT infrastructure, to 

examine their moderating or mediating effects on the relationship between patch 

management and organizational performance. This would provide a more holistic 
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understanding of the internal and external factors that influence IT security practices and 

organizational outcomes. 

Finally, comparative studies involving banks in Nigeria and other countries could provide 

cross-national perspectives on best practices in patch management and organizational 

performance. Such research could identify global trends, regulatory impacts, and 

contextual differences, enabling banks to adopt evidence-based strategies that enhance 

operational resilience, system reliability, and service delivery. 

In conclusion, further research in these areas will enrich academic literature, guide 

policymakers, and support banking institutions in optimizing patch management practices 

to achieve sustainable performance improvements. 
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APPENDIX 

QUESTIONNAIRE 

DEPARTMENT OF BUSINESS ADMINISTRATION 

FACULTY OF MANAGEMENT SCIENCES 

UNIVERSITY OF BENIN, BENIN CITY, 

EDO STATE, NIGERIA. 

Dear Respondent, 

REQUEST FOR COMPLETION OF QUESTIONNAIRE  

I am an undergraduate student in the above-named department. As part of the 

requirement for the programme, I am conducting research on “PATCH MANAGEMENT 

ON ORGANIZATIONAL PERFORMANCE IN NIGERIAN BANKS.” 

I employ you to kindly complete this questionnaire. Please be assured that your response 

will be treated with utmost confidence and that any information supplied will be used for 

academic purposes only. 

 

Yours faithfully, 

Omorodion Endurance 

Researcher. 
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Instruction: 

Kindly respond to the statements below honestly. Your responses will be treated 

confidentially and used solely for academic purposes. Please indicate your level of 

agreement using the scale below: 

Likert Scale: 

1 = Strongly Disagree (SD) 

2 = Disagree (D) 

3 = Neutral (N) 

4 = Agree (A) 

5 = Strongly Agree (SA) 

SECTION A: Demographic Information 

Please tick (✓) the option that best describes you. 

1. Gender: 

□ Male  □ Female 

2. Age: 

□ 26–35 years  □ 36–45 years  □ 46 years and above 

3. Highest Qualification: 

□ OND/NCE  □ HND/BSc  □ MSc/MBA 

4. Department/Unit: 

□ IT  □ Cybersecurity  □ System Maintenance  □ Others (specify) 

__________________ 

5. Years of Experience: 

□ Less than 5 years  □ 5 – 10 years  □ 11 – 15 years  □ Over 15 years 
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Section B: Vulnerability Assessment 

Please rate the following statements based on your level of agreement: 

(5 = Strongly Agree, 4 = Agree, 3 = Neutral, 2 = Disagree, 1 = Strongly Disagree) 

Statement 5 4 3 2 1 

The bank regularly conducts vulnerability assessments on its IT 

systems. 

     

Vulnerability assessments help identify potential security threats 

proactively. 

     

Employees are trained to recognize and report system vulnerabilities.      

Vulnerability assessment findings are promptly communicated to 

relevant personnel. 

     

 

Section C: Patch Prioritization 

Please rate the following statements based on your level of agreement: 

Statement 5 4 3 2 1 

Critical system patches are prioritized and implemented promptly.      

There is a clear policy guiding patch prioritization in the bank.      

Patch prioritization minimizes system downtime and operational 

disruptions. 

     

Patch deployment schedules are adhered to consistently.      
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Section D: Verification and Continuous Monitoring 

Please rate the following statements based on your level of agreement: 

Statement 5 4 3 2 1 

The bank regularly verifies the effectiveness of implemented patches.      

Continuous monitoring ensures timely detection of system 

vulnerabilities. 

     

Monitoring tools and processes are adequate to maintain system 

security. 

     

Verification and monitoring improve the overall reliability of IT 

systems. 

     

 

Section E: Organizational Performance 

Please rate the following statements based on your level of agreement: 

Statement 5 4 3 2 1 

Patch management positively impacts the reliability of banking systems.      

Effective patch management enhances operational efficiency.      

Service delivery and customer satisfaction have improved due to proper 

patch management. 

     

Patch management reduces system downtime and associated losses.      
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APPENDIX 2- OUTPUT FROM SPSS 

Variables Entered/Removed
a
 

Model 

Variables 

Entered 

Variables 

Removed Method 

1 VCM, VA, PP
b
 . Enter 

a. Dependent Variable: OP 

b. All requested variables entered. 

 

 

Model Summary 

Model R R Square 

Adjusted R 

Square 

Std. Error of the 

Estimate 

1 .983
a
 .966 .960 .246 

a. Predictors: (Constant), VCM, VA, PP 

 

 

ANOVA
a
 

Model Sum of Squares df Mean Square F Sig. 

1 Regression 27.834 3 9.278 153.733 .000
b
 

Residual .966 16 .060   

Total 28.800 19    

a. Dependent Variable: OP 

b. Predictors: (Constant), VCM, VA, PP 
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Coefficients
a
 

Model 

Unstandardized Coefficients 

Standardized 

Coefficients 

t Sig. B Std. Error Beta 

1 (Constant) .000 .189  -.001 .999 

VA .374 .092 .345 4.052 .001 

PP .275 .110 .303 2.507 .023 

VCM .353 .126 .386 2.807 .013 

a. Dependent Variable: OP 

 

 

 

 


