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ABSTRACT

This research develops an Al-powered Web Application Firewall (WAF) to detect SQL injection
(SQL1) attacks, addressing the limitations of traditional signature-based systems. Using the
Kaggle SQLi dataset (30,905 queries), the study applied TF-IDF character-level n-grams and
three machine learning models: XGBoost, Random Forest, and SVM, with hyperparameter

tuning using grid search and cross-validation.

The SVM model performed best, achieving 99.48% accuracy, 99.59% F1-score, 99.90% AUC-
ROC, very low false positives and false negatives, and real-time detection with 1.52 ms latency
and throughput of 658 queries/second per CPU core. Character n-grams successfully captured

common SQLi patterns such as UNION SELECT, OR operators, comments, and tautologies.

A Flask-based web application and REST API demonstrated that the system is production-ready,
highly scalable, and far cheaper than commercial WAFs. The research confirms that traditional
machine learning with good feature engineering can match deep learning performance while

remaining simpler and more efficient.

Limitations include reliance on one dataset, binary classification, and reduced effectiveness
against highly obfuscated or second-order attacks. Future work should involve multi-dataset
testing, adversarial robustness, attack subtype classification, and exploring contextual

embeddings.

Overall, the study shows that ensemble machine learning provides an accurate, fast, and cost-

effective alternative for real-time SQL injection detection.
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CHAPTER ONE
INTRODUCTION

1.1 Background of the Study

The increasing adoption of web-based technologies has made web applications indispensable in
various sectors such as finance, healthcare, education, government, and e-commerce. However,
the reliance on web technologies has also made them prime targets for cyberattacks. Among the
most prevalent threats is Structured Query Language Injection, a type of injection attack where
malicious Structured Query Language queries are inserted into input fields to manipulate back-
end databases. SQLi vulnerabilities allow attackers to manipulate backend databases by injecting
malicious queries, often leading to unauthorized data access, data corruption, or complete system

compromise (Naik et al., 2023).

Despite decades of research, SQLi remains among the Open Web Application Security Project
(OWASP) Top 10 web application threats, with severe consequences including data theft,
unauthorized access, identity fraud, and complete system compromise largely due to evolving

attack strategies and insufficient protection mechanisms. (Naik et al., 2019; Zulu et al., 2024).

Traditional Web Application Firewalls (WAFs) rely on static signatures and rule-based filtering,
which are often ineffective against zero-day exploits, obfuscated queries, and adversarial attack
variants (Zulu et al., 2024). To address these limitations, the cybersecurity community has
increasingly turned toward Artificial Intelligence (Al) and Machine Learning (ML) techniques to
build intelligent, adaptive, and proactive defense mechanisms. Specifically, ensemble machine
learning algorithms such as Extreme Gradient Boosting (XGBoost), Random Forest, and Support
Vector Machines (SVM) have demonstrated remarkable performance in detecting SQLi with

high accuracies exceeding 99% (Naik et al., 2023; Arasteh et al., 2024).

XGBoost, in particular, has emerged as a highly effective algorithm for classification tasks due
to its ability to handle complex feature interactions, prevent overfitting through regularization,
and deliver real-time predictions with minimal latency. Naik et al. (2023) demonstrated that
XGBoost achieved 99.95% accuracy with 99.78% Fl-score and detection latency under 2.3
milliseconds per query, making it highly suitable for real-time Web Application Firewall



deployment. Furthermore, ensemble methods combining multiple classifiers through voting or
stacking strategies have shown superior robustness and generalization capabilities compared to

single-model approaches.

Recent research has also highlighted the importance of comprehensive data preprocessing and
feature engineering. Techniques such as Term Frequency-Inverse Document Frequency (TF-IDF)
vectorization enable transformation of textual SQL queries into numerical feature representations
suitable for machine learning algorithms. Additionally, careful dataset curation combining
benchmark datasets (CSIC 2010, CSE-CIC-IDS2018, Kaggle) with tool-generated samples
(SQLmap, DVWA, WebGoat) ensures model training on diverse attack patterns, enhancing

detection robustness (Sun et al., 2023).

Integrating these machine learning approaches into an Al-driven WAF offers the potential for
superior accuracy, computational efficiency, and real-time threat detection capabilities in

production environments.

1.2 Statement of the problem

Despite the availability of traditional WAFs and intrusion detection systems, organizations
continue to suffer significant losses from SQLi attacks due to the static, reactive, and brittle

nature of existing defenses. Current systems are plagued by four key limitations:

1. Limited Generalization: Rule-based and static signature-based approaches fail to detect
novel SQLi variants and adversarial crafted payloads that employ obfuscation, encoding,
or polymorphic techniques.

2. High False Positives/Negatives: Signature-based systems often misclassify benign
queries as malicious (false positives) or miss obfuscated malicious inputs (false
negatives), undermining trust in WAFs and disrupting legitimate user operations
(Alghtani et al., 2024).

3. Lack of Adaptability: Existing WAFs detect known attacks but rarely adapt or learn from
new threat patterns, leaving systems vulnerable to repeated exploitation using novel

attack vectors.



4. Performance Constraints: Many advanced detection systems require substantial
computational resources, making real-time deployment challenging in production

environments where response latency must remain minimal.

There is therefore a critical need for an efficient, accurate, and adaptive Web Application
Firewall framework that leverages ensemble machine learning techniques specifically XGBoost
combined with effective feature engineering to classify threats with high precision (>99%

accuracy) while maintaining real-time detection capabilities suitable for production deployment.

1.3 Aim and Objectives of the Study

To deelop and implement a hybrid deep learning model for a proactive Web Application Firewall

(WAF) that detects and classifies SQL injection attacks with high accuracy and adaptability.
The specific objectives are to:

1. Preprocess and prepare SQLi datasets.

2. Design and implement an ensemble machine learning detection model

3. Evaluate the performance of the model using standard metrics such as accuracy, precision,
recall, F1-score, and Area Under the Curve (AUC).

4. Use Kaggle SQLi dataset as a use case

1.4 Scope of the Study

This project focuses on the detection and classification of SQL injection attacks in web
applications using ensemble machine learning methods. The primary emphasis is on SQLi threat
detection using XGBoost, Random Forest, and Support Vector Machine classifiers. The datasets
include public benchmark SQLi datasets (Kaggle SQLi dataset) and simulated Web Application

Firewall traffic logs.

Feature extraction will primarily utilize Term Frequency-Inverse Document Frequency (TF-IDF)
vectorization to transform SQL query strings into numerical representations suitable for machine
learning algorithms. The implementation focuses on binary classification (benign vs. malicious)
with optional multi-class classification to distinguish SQL1 attack subtypes (error-based, blind,

time-based, union-based) if time and resources permit.

3



The study is limited to classification and evaluation of detection models, not full-scale
deployment in production WAF appliances. However, a functional prototype demonstrating real-
time detection capabilities will be developed using Python web frameworks (Flask) to simulate

practical deployment scenarios.

1.5 Expected Contribution to Knowledge

The proposed framework contributes both academically and practically:

1. Demonstrating the effectiveness of ensemble machine learning (specifically XGBoost)
for real-time SQL injection detection, achieving >99% accuracy with sub-3ms detection
latency suitable for production deployment.

2. Comprehensive preprocessing and feature engineering methodology that transforms
textual SQL queries into discriminative numerical features using TF-IDF vectorization,
providing a replicable approach for similar text-based security classification tasks.

3. Comparative evaluation of multiple machine learning algorithms (XGBoost, Random
Forest, SVM) on standardized benchmark datasets, providing empirical evidence of
performance trade-offs between accuracy, computational efficiency, and interpretability.

4. Development of a practical, deployable Web Application Firewall prototype
demonstrating real-time SQLi detection capabilities in simulated e-commerce or financial
application environments, bridging the gap between academic research and industry
deployment requirements.

5. Contribution to the body of knowledge in cybersecurity by demonstrating how ensemble
machine learning can provide an effective, efficient, and adaptive alternative to
traditional signature-based Web Application Firewall systems, with practical implications
for organizations seeking cost-effective security solutions.

6. Comprehensive evaluation and benchmarking against existing research (Naik et al., 2023;
Zulu et al., 2024; Sun et al., 2023), showing the practical applicability and competitive
performance of ensemble machine learning approaches in real-world SQL injection

detection scenarios.



CHAPTER TWO
LITERATURE REVIEW

2.1 Introduction

This chapter explores the literature related to web application security and SQL injection
detection, focusing on the transition from traditional protection mechanisms to modern Al-driven
approaches. It begins with an overview of web application vulnerabilities and the growing
sophistication of SQL injection attacks that exploit weaknesses in input validation and query
handling. The chapter further examines how traditional Web Application Firewalls (WAFs),
which rely mainly on rule-based and signature-based detection, have proven inadequate in

addressing evolving and obfuscated attack patterns.

To overcome these limitations, researchers have increasingly adopted machine learning and deep
learning techniques for intelligent threat detection and classification. These models learn from
patterns in SQL queries to identify malicious behavior with higher accuracy and adaptability.
The chapter also discusses ensemble methods, contextual embeddings, and generative models as
emerging solutions for improving detection performance and addressing data scarcity issues.
Overall, this chapter provides a comprehensive foundation for understanding how artificial
intelligence enhances SQL injection detection and informs the development of a more robust,

adaptive WAF framework.

2.1.1 Importance of Web Application Security

Web application security refers to the comprehensive set of protective measures, technologies,
and practices designed to safeguard web-based applications, their users, and associated data from
unauthorized access, manipulation, theft, and system compromise (Naik et al., 2023). In the
contemporary digital landscape, web applications have become fundamental infrastructure across
multiple critical sectors including financial services, healthcare, e-commerce, government

administration, and educational institutions. The ubiquitous nature of web applications,



combined with their accessibility from diverse geographic locations and networks, has made

them attractive targets for cybercriminals, state-sponsored threat actors, and malicious insiders.

The importance of web application security extends far beyond technical considerations.
Organizations must implement robust security controls to protect sensitive customer data,
maintain regulatory compliance with frameworks such as the General Data Protection Regulation
(GDPR) and the Payment Card Industry Data Security Standard (PCI-DSS), preserve business
continuity, and maintain stakeholder confidence. Security breaches result in immediate financial
losses through incident response and remediation costs, litigation expenses, regulatory fines, and
longer-term losses through diminished customer trust and reduced market value. Furthermore,
failed security can result in legal liability for executives and organizations, particularly in

regulated industries where data protection obligations carry statutory requirements.

2.1.2 Common Web Application Threats

Web applications face a diverse array of security threats exploiting vulnerabilities in design,
implementation, or configuration. The Open Web Application Security Project (OWASP)
identifies and ranks the most prevalent web application security risks through regular community

assessment. Among the most critical threats are:

A. SQL Injection (SQLi) remains consistently among the top web application threats. SQLi
attacks enable attackers to manipulate backend database queries, potentially leading to
unauthorized data access, data corruption, authentication bypass, and complete system
compromise. A typical SQLi attack might inject malicious SQL into a login form
username field, such as ' OR '1'="l'--, which transforms the authentication query to
always evaluate true.

B. Cross-Site Scripting (XSS) involves injection of malicious scripts into web pages
viewed by other users. When executed in users' browsers, these scripts can steal session
tokens, perform unauthorized actions, or redirect users to malicious websites.

C. Cross-Site Request Forgery (CSRF) exploits user trust relationships, tricking
authenticated users into performing unwanted actions such as unauthorized fund transfers

or data modifications.



D. Authentication and Authorization Flaws occur when applications fail to properly
verify identity or enforce appropriate access controls, enabling attackers to assume
legitimate user identities or access restricted resources.

E. Insecure Deserialization permits manipulation of serialized objects, leading to arbitrary

code execution or privilege escalation.

2.1.3 Impact of Security Breaches on Organizations

Security breaches impose multifaceted impacts extending across financial, operational, legal, and
reputational dimensions. Financial impacts include direct incident response costs, forensic
investigation expenses, mandatory customer notifications, litigation expenses, and regulatory
fines that can reach millions of dollars. Operational impacts include system downtime, business
interruption, and reduced productivity. Regulatory impacts include mandatory breach reporting,
compliance investigations, and substantial penalties. Reputational impacts include customer

attrition, loss of market confidence, and long-term brand damage (Naik et al., 2023).

2.2 SQL Injection Attacks

2.2.1 Definition and Classification of SQL Injection

SQL Injection (SQL1) is a code injection vulnerability that enables attackers to interfere with the
queries that web applications issue to backend databases. By exploiting inadequate input
validation and sanitization mechanisms, attackers can insert malicious SQL statements into data
entry fields, thereby manipulating database query logic and gaining unauthorized access to

sensitive information, modifying records, or compromising system integrity (Zulu et al., 2024).

The fundamental mechanism of SQLi involves manipulation of SQL query syntax through
untrusted user input. In typical vulnerable scenarios, web applications construct SQL queries
dynamically by concatenating user-supplied input directly into query strings without proper
parameterization, validation, or encoding. When an attacker provides specially crafted input

containing SQL metacharacters and syntax, the application inadvertently executes unintended



database operations, often with elevated privileges inherited from the database user account

under which the application operates.

2.2.2 Types of SQL Injection Attacks

a. Error-Based SQL Injection exploits inadequate error handling to generate database
error messages that reveal structural information. Attackers deliberately craft malformed
SQL statements causing database errors, which are then displayed to users. These error
messages often contain valuable information including database type, version information,
table names, column names, and other structural details facilitating further exploitation.
For example, injecting ' UNION SELECT NULL-- might generate an error revealing the
number of columns in the queried table (Ye et al., 2024).

b. Blind SQL Injection operates in scenarios where the application provides no direct
feedback about query execution. Attackers infer information through application behavior
variations. Boolean-based blind SQLi uses conditional logic to construct true/false
queries, extracting database information through observable behavior differences. For
instance, injecting AND 1=1 produces different application behavior than AND 1=2,
enabling attackers to systematically extract information through binary search techniques.

c. Time-Based Blind SQL Injection uses database delay functions (SLEEP,
BENCHMARK) that pause query execution conditionally. An attacker might inject OR
IF(1=1, SLEEP(5), 0), causing the database to pause for 5 seconds if the condition is true.
By measuring response times, attackers extract information without other feedback
mechanisms (Arasteh et al., 2024).

d. Union-Based SQL Injection exploits the SQL UNION operator to combine attacker-
injected queries with legitimate application queries. This technique is effective when
applications display query results to users, enabling direct observation of extracted data.
For example, if an attacker determines the original query selects three columns, they
might inject UNION SELECT user(), version(), database()-- to extract database user,

version, and database name (Sun et al., 2023).



2.2.3 Attack Vectors and Exploitation Techniques

SQLi attack vectors include URL parameters in query strings, HTML form fields, HTTP headers
(User-Agent, Referer, custom headers), cookies containing application state or preferences, and
file upload mechanisms where filenames or metadata are processed. Modern attacks employ
automation tools such as SQLmap, which systematically probes vulnerable parameters,
determines underlying database systems, and automatically extracts sensitive information

through iterative testing.

2.2.4 Consequences and Real-World Impacts

Successful SQLi attacks result in severe consequences including unauthorized data access and
theft of personal information, financial records, and authentication credentials; data corruption
and integrity violations; authentication bypass enabling unauthorized system access; business
disruption through extended downtime; and substantial regulatory penalties. Real-world breaches
involving major retailers and financial institutions have compromised millions of customer
records, resulting in class-action litigation, regulatory investigations, and extensive remediation

efforts.

2.3 Traditional Web Application Firewall (WAF) Approaches

2.3.1 Rule-Based and Signature-Based Detection

Traditional Web Application Firewalls function as intermediary security layers positioned
between end users and web application servers, monitoring and filtering HTTP/HTTPS traffic.
Rule-based WAFs operate by comparing incoming traffic against predefined security rules
constructed from known attack signatures and established security standards. Signature-based
detection targets specific attack patterns such as common SQLi payloads including ' OR 'I'='1",

UNION SELECT, and DROP TABLE.

Advantages of signature-based WAFs include simplicity, computational efficiency suitable for

real-time deployment, and benefit from centralized threat intelligence. WAF vendors maintain
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regularly updated signature databases informed by security research and threat intelligence,

enabling relatively rapid response to newly discovered attack patterns.

2.3.2 Limitations of Traditional WAFs

1. Zero-Day Exploits and Unknown Threats: By definition, signature-based systems
cannot detect attacks without existing signatures. Novel SQLi variants and emerging
exploitation techniques represent significant blind spots, as attackers actively research
and develop new attack methods specifically designed to evade existing defenses (Naik et
al., 2023).

2. Attack Obfuscation and Encoding: Sophisticated attackers employ multiple obfuscation
techniques including URL encoding, double encoding, Unicode encoding, case variation,
and SQL comment manipulation. An attacker might inject URL-encoded payloads
like %27%20%41%52%20%271%27%3d%271 (encoded form of ' OR '1'='1) that evade
simple pattern matching (Zulu et al., 2024).

3. False Positives and False Negatives: Rule-based systems struggle to distinguish
legitimate input resembling attack patterns from actual malicious requests. Overly
aggressive rules block legitimate traffic (false positives), frustrating users and disrupting
business operations. Insufficient rules allow malicious traffic through (false negatives),
representing security failures (Alghtani et al., 2024).

4. Encrypted Traffic Challenges: HTTPS encryption prevents WAFs from inspecting
traffic content without decryption capabilities, creating security gaps precisely where
encrypted traffic carries most sensitive operations.

5. Advanced Evasion Techniques: Polymorphic payloads modify themselves across
attempts; metamorphic payloads rewrite logical structure while maintaining functionality.

These approaches specifically target signature-based detection's reliance on static patterns.
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2.4 Machine Learning and Deep Learning for Threat Detection

2.4.1 Supervised Learning Approaches

Machine learning represents a fundamental paradigm shift toward adaptive systems that learn

attack patterns from data and generalize to novel variants. Supervised learning trains models on

labeled datasets where examples are explicitly categorized as malicious or benign.

a.

Support Vector Machine (SVM) identifies optimal hyperplanes separating classes in
high-dimensional feature spaces. SVM demonstrates robustness to high-dimensional data
and achieved 99.9% accuracy on SQLi datasets through feature vectors representing
queries using Bag-of-Words or TF-IDF techniques (Naik et al., 2023).

Random Forest constructs multiple decision trees during training, aggregating
predictions through majority voting. This ensemble approach captures complex non-
linear relationships without requiring explicit feature engineering and provides feature
importance rankings enabling security analysts to understand classification logic.

Naive Bayes applies Bayes' theorem with conditional independence assumptions. Despite
simplistic assumptions, it performs surprisingly well in text classification tasks, offering

computational efficiency and probabilistic confidence scores.

2.4.2 Deep Learning Architectures for Text Classification

a.

Convolutional Neural Networks (TextCNN) apply convolutional filters to text
sequences, identifying local patterns within SQL queries. TextCNN efficiently captures
suspicious keyword combinations such as "UNION SELECT" or "DROP TABLE"
through learned filters, achieving 99.57% accuracy on SQLi detection tasks (Sun et al.,
2023).

Recurrent Neural Networks (LSTM and Bi-LSTM) process sequential data while
maintaining internal memory capturing long-range dependencies. LSTM networks
address vanishing gradient problems through gating mechanisms regulating information
flow. Bidirectional LSTM (Bi-LSTM) processes sequences in both directions

simultaneously, capturing context from preceding and subsequent elements. Krishna et al.
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(2025) demonstrated that Bi-LSTM combined with ensemble methods achieved 99.89%
accuracy on SQLi detection.

c. Attention Mechanisms enable neural networks to focus on task-relevant query
components while de-emphasizing irrelevant information. Attention mechanisms
compute importance weights for each input element and create weighted combinations
emphasizing relevant components. For SQL injection detection, attention mechanisms
identify which query elements most indicate malicious behavior, improving both
accuracy and interpretability. Sun et al. (2023) demonstrated that attention mechanisms

improved accuracy to 99.8% when integrated with deep learning architectures.

2.4.3 Transfer Learning and Pretrained Embeddings

BERT and RoBERTa represent pretrained language models generating context-dependent token
embeddings. Unlike static embeddings (Word2Vec) where each word has a single representation,
contextualized embeddings depend on surrounding context, enabling nuanced distinction

between legitimate and malicious patterns based on query context.

RoBERTa-based detection achieved >99% accuracy across multiple classifiers while requiring
31x less training time compared to Bag-of-Words approaches, demonstrating superior data

efficiency and potentially better generalization to novel attacks (Zulu et al., 2024).

2.4.4 Performance Metrics and Evaluation

ML/DL models are evaluated using: Accuracy (percentage of correct predictions), Precision
(proportion of predicted malicious queries that are actually malicious), Recall (proportion of
actual malicious queries correctly identified), F1-Score (harmonic mean of precision and recall),
and AUC-ROC (model's ability to distinguish between classes across varying thresholds).

Research consistently reports >99% accuracy for well-designed systems.
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2.5 AI-Driven Detection and Classification Techniques

2.5.1 Ensemble Learning Methods

Ensemble methods combine multiple individual models to produce predictions superior to any
single model. Voting-based ensembles aggregate predictions from multiple classifiers through
majority voting (hard voting) or probability averaging (soft voting). Stacking trains a meta-

learner on base learner predictions, learning optimal combination strategies.

XGBoost (Extreme Gradient Boosting) achieved 99.95% accuracy with 99.78% F1-score,
suggesting boosting ensembles excel at SQLi detection by sequentially training learners to
correct previous errors (Naik et al., 2023). Stacked ensembles combining Naive Bayes, LSTM,
and Random Forest meta-learner achieved 99.89% accuracy, outperforming individual

components (Krishna et al., 2025).

2.5.2 Feature Extraction and Representation

i.  Bag-of-Words (BoW) represents queries as token frequency vectors. While simple and
computationally efficient, BoW discards sequential information and creates high-
dimensional sparse representations (Zulu et al., 2024).

ii.  TF-IDF weights terms by informativeness, prioritizing distinctive terms. This addresses
BoW's limitation of treating common keywords equally.

iii.  Word2Vec Embeddings learn dense vector representations capturing semantic
relationships. Related keywords receive similar embeddings, enabling models to

understand semantic similarity.

Contextualized Embeddings (RoBERTa) generate context-dependent representations where
token embeddings vary based on surrounding context. ROBERTa substantially outperforms static

embeddings, achieving >99% accuracy while requiring 31x faster training (Zulu et al., 2024).
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2.5.3 Multi-Class Classification for SQLi Subtypes

Beyond binary classification, sophisticated systems classify malicious queries into subtypes:
error-based, blind, time-based, and union-based SQLi. Multi-class classification provides

enhanced situational awareness and enables tailored response strategies.

2.6 Generative Models for Synthetic Data Generation

2.6.1 Generative Adversarial Networks (GANs)

GANSs address data scarcity through adversarial training between generator and discriminator
networks. The generator creates synthetic data from random noise; the discriminator
distinguishes real from generated data. Through iterative refinement, generators produce

increasingly realistic synthetic data.

a. Conditional Wasserstein GAN with Gradient Penalty (CWGAN-GP) generates
conditional, structured data with stable training. CWGAN-GP generates malicious
queries conditioned on specific attack types, augmenting training datasets with rare
variants. Models trained on hybrid datasets (70% CWGAN-GP synthetic, 30% real)
achieved 99.984% accuracy (Dasari et al., 2025).

b. Variational Autoencoders (VAE) provide alternative generative modeling with more
stable training than GANs, though typically producing lower-quality synthetic data for

complex structured sequences.
2.6.2 U-Net Architectures for Sequence Generation

U-Net's encoder-decoder architecture with skip connections preserves structural information
during sequence generation. U-Net effectively generates realistic SQL query sequences while
maintaining syntactic correctness. Models trained on datasets with 80% U-Net-generated

synthetic data maintained competitive performance while improving generalization (Dasari et al.,

2025).
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2.6.3 Applications in Data Scarcity and Generalization

Generative models address fundamental challenges: Public datasets contain 30,000-64,000
examples, underrepresenting novel attacks. Synthetic data augmentation increases dataset
diversity without human-intensive collection. Models trained on hybrid datasets demonstrate
improved robustness to novel attack variants. Selective generation of rare attack classes produces

balanced training datasets.

2.7 Empirical Review of Related Studies

2.7.1 Review of Related Studies (2018-2025)

Recent research synthesizing 16 key studies spanning 2018-2025 demonstrates significant
advances in SQL injection detection using machine learning and deep learning approaches. This
section synthesizes findings from these studies, identifying common trends, methodological

approaches, and performance achievements.

1. Supervised Learning and Ensemble Approaches: Naik et al. (2023) developed a real-
time SQLi detection system using XGBoost, Linear SVM, and Logistic Regression
classifiers trained on a Kaggle dataset of 30,926 SQL queries (63% benign, 37%
malicious). Using unigram Bag-of-Words feature engineering, they achieved 99.95%
accuracy and 99.78% F1-score, with detection latency under 2.3 milliseconds per query.
The study additionally integrated honeypot mechanisms that reduced overall attack
surface by 83%. Arasteh et al. (2024) employed binary Gray Wolf Optimizer for feature
selection, reducing the feature space from 13 features to 2-3 optimal features. Their
ANN-based classifier combined with bGWO feature selection achieved 99.68% accuracy,
99.40% precision, and 98.72% sensitivity on a custom dataset of 1,027 SQL queries,
demonstrating that sophisticated feature selection can substantially improve efficiency.

2. Deep Learning Integration: Sun et al. (2023) developed a hybrid deep learning
architecture combining TextCNN, Bi-LSTM, and attention mechanisms with integrated
BERT embeddings. Using custom datasets of 30,919 SQL queries (11,382 malicious,

19,537 benign) preprocessed with TF-IDF and Word2Vec, their model achieved 99.57%
15



accuracy and F1-score up to 99.8%, substantially outperforming traditional ML baselines.
Krishna et al. (2025) implemented a hybrid approach fusing Naive Bayes and LSTM
predictions through a Random Forest meta-learner. On approximately 30,000
preprocessed SQL queries, their ensemble achieved 99.89% accuracy, demonstrating that
carefully designed ensemble architectures combining diverse base learners exceed
individual model performance.
Contextualized Embeddings and Transfer Learning: Zulu et al. (2024) conducted
comprehensive evaluation comparing contextualized embeddings (RoBERTa) against
traditional Bag-of-Words representations on a Kaggle SQL1 dataset of 64,335 samples.
RoBERTa-based models achieved >99% accuracy across multiple classifiers (Logistic
Regression, Random Forest, KNN, MLP), substantially outperforming BoW baselines
which achieved lower accuracy. Notably, RoOBERTa models required 31x less training
time, suggesting superior computational efficiency and data efficiency. This work
demonstrates that transfer learning from pretrained language models provides substantial
advantages for SQLi detection despite requiring additional computational resources
during inference.
Generative Model Applications: Dasari et al. (2025) applied Conditional Wasserstein
GAN with Gradient Penalty (CWGAN-GP) and U-Net architectures to generate synthetic
SQL queries, augmenting the Kaggle SQLi dataset with advanced attack types. Training
XGBoost classifiers on hybrid datasets mixing synthetic and real data (80% U-Net, 70%
CWGAN-GP, 30% real), they achieved 99.984% accuracy, representing substantial
improvement over models trained on real data alone. U-Net synthesis proved particularly
effective at preserving SQL query structure while producing realistic syntactic variations.
However, CWGAN-GP struggled with rare SQLi variants and required substantial
computational resources.
. Advanced Detection Approaches: Gui et al. (2024) applied large language models
(GPT-3.5, GPT-4, Claude-3) to automated black-box SQLi detection, developing
SqliGPT with Retrieval-Augmented Generation capabilities. Benchmarked against 6
commercial scanners on 45 targets (SqliMicroBenchmark), SqliGPT detected all 45
targets (100% success rate), substantially outperforming traditional scanners including
SqlMap. The approach reduced HTTP requests by up to 92% compared to traditional
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tools, though it faced limitations with stacked queries and required careful management

of LLM hallucination risks.

Alghtani et al. (2024) investigated adversarial robustness through CTGAN-based generation of
adversarial SQLi samples. Using the Kaggle dataset, they trained CTGAN to generate
adversarial queries and tested them against CNN-based detectors. CTGAN-generated samples
achieved up to 6% evasion rate against CNN detectors, suggesting that ML-based detection
systems remain vulnerable to carefully crafted adversarial examples. Statistical similarity
measures (KL divergence, Wasserstein distance) confirmed that synthetic adversarial samples

closely matched real SQLi distributions.

Erdodi (2021) employed reinforcement learning (tabular Q-Learning and Deep Q-Network) to
formalize and automate SQLi exploitation. Modeling exploitation as a Capture-the-Flag game
represented as a Markov Decision Process, RL agents successfully learned exploitation strategies
under simplified conditions. While proving proof-of-concept that RL agents can autonomously
learn exploitation policies, the approach faced limitations due to simplified environments lacking

real-world complexity.

Ye et al. (2024) developed an automated crawler-based tool for SQLi vulnerability detection,
incorporating anti-crawling features (proxy rotation, User-Agent randomization) and error-based
SQLi detection. Testing on custom and public websites, the tool successfully identified
vulnerabilities while improving crawling efficiency and reducing false positives. However, the

approach focused exclusively on error-based SQLi without WAF bypass capabilities.

2.7.2 Summary of Empirical Findings

Across the reviewed studies, several consistent patterns emerge. First, ensemble methods and
well-designed hybrid architectures consistently achieve >99% accuracy on benchmark datasets.
Second, deep learning approaches substantially outperform traditional machine learning,
particularly when combining multiple architecture types (CNN, RNN, attention). Third, transfer
learning and contextualized embeddings (RoBERTa, BERT) demonstrate superior data

efficiency and training speed compared to traditional feature engineering. Fourth, synthetic data
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generation through generative models substantially improves model robustness and

generalization to unseen attack variants.

Performance levels reported across studies demonstrate remarkable consistency, with most
systems achieving 99% or higher accuracy on their respective datasets. However, this
consistency across diverse studies and datasets suggests potential concerns about benchmark
saturation; models may be overfitting to specific dataset characteristics or benchmark datasets
may not adequately represent real-world attack diversity. Additional research evaluating models
on production systems with genuine attack traffic patterns would strengthen confidence in real-

world effectiveness.

Table 2.1 illustrates some selected literature based of theeir authors, objectives, methodologies,

result-obtained and limitatio
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Table 2.1: Some Selected Reviewed Literature

No. | Author(s) Objectives Methodology Results Limitations
1 Naik etal., | Develop a real-time | Used a Kaggle dataset of 30,926 SQL | XGBoost achieved 99.95% Limited honeypot sophistication;
2023 SQL injection queries (63% benign, 37% malicious). | accuracy and 99.78% F1- focused only on SQLi (not NoSQL
detection system Applied XGBoost, Linear SVM, and score. Detection latency was | or other injection types);
using machine Logistic Regression. Preprocessing under 2.3ms/query. interpretability not prioritized in
learning and included unigram Bag-of-Words and Honeypot integration current implementation
honeypot feature engineering. Honeypot reduced attack surface by
integration mechanism added for IP blocking and | 83%.
threat intelligence.
2 Batista et Build a fuzzy Used KDD Cup 1999 dataset (13,869 UNI-RNN achieved 98.44% | Longer test times; limited
al., 2018 neural network- SQL statements: 12,881 malicious, 988 | accuracy; AND-RNN scalability; dataset imbalance
based expert system | legitimate). Applied fuzzy neural 98.46%. High interpretability | (only 7.2% legitimate queries);
to detect SQL networks (UNI-RNN and AND-RNN), | through fuzzy rules. model complexity may hinder
injection attacks compared with SVM, MLP, NB, and Outperformed traditional deployment
with high C4.5. Feature selection via Bolasso and | models in sensitivity and
interpretability LARS. AUC.
3 Erdodi, Formalize and Modeled SQL injection exploitation as | Agents successfully learned | Simplified environment (only one
2021 automate SQL a Capture-the-Flag (CTF) game framed | to exploit SQL injection vulnerable parameter, no input

injection

as a Markov Decision Process.

vulnerabilities under

validation, no adversarial




exploitation using
reinforcement

learning agents

Implemented reinforcement learning
agents (tabular Q-learning and Deep Q-
learning) to learn exploitation
strategies. Simulated environments
with simplified assumptions and
evaluated convergence and

effectiveness.

simplified conditions. Q-
learning converged reliably;
DQN handled larger
action/state spaces but with
convergence challenges.
Demonstrated proof-of-
concept that RL agents can
autonomously learn

exploitation policies.

defenses). Real-world complexity
and robustness not fully addressed.
Scalability to dynamic, obfuscated,
or multi-step SQLi remains

unexplored

Dasari et al.,

2025

Improve SQLi
detection accuracy
and adaptability
using synthetic data
generation via

generative models

Used Kaggle SQLIi datasets enriched
with advanced attack types. Applied
VAE, CWGAN-GP, and U-Net to
generate synthetic SQL queries.
Embedded queries using FastText and
trained models including XGBoost,
SVM, RF, and MLP. Pseudo-labeled
synthetic data via PCA and KMeans

clustering.

XGBoost trained on hybrid
data (80% U-Net, 70%
CWGAN-GP) achieved
99.984% accuracy. Synthetic
data improved generalization
and reduced false negatives.
CWGAN-GP enhanced
diversity; U-Net preserved

structure.

CWGAN-GP struggled with rare
SQLi variants; high computational
cost; real-time deployment
challenges due to model size and

training overhead

Krishna et
al., 2025

Combine Naive
Bayes, LSTM, and

Random Forest to

Used a dataset of ~30,000 SQL queries
(benign and malicious). Preprocessed

with TF-IDF. Trained Naive Bayes and

Combined model achieved
99.89% accuracy,

outperforming individual

Requires careful feature
engineering; TF-IDF may miss

semantic nuances; ensemble
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improve SQLi

detection accuracy

LSTM separately, then fused outputs to
train Random Forest. Evaluated using

accuracy, precision, recall, and F1-

models. LSTM improved
sequential pattern

recognition; Naive Bayes

complexity increases deployment

overhead

score. added probabilistic context.
Zulu et al., | Evaluate Used Kaggle SQLi dataset (64,335 RoBERTa-based models RoBERTa requires more memory
2024 contextualized vs. samples). Compared Bag-of-Words achieved >99% accuracy and compute; pretraining cost not
non-contextualized | (BoW) vs. ROBERTa embeddings. across classifiers. Training included; BoW models struggled
embeddings for Trained models: Logistic Regression, time reduced by 31x. Better | with high-dimensional sparse
SQLi detection Random Forest, KNN, and MLP. calibration and reliability vectors
Assessed accuracy, F1, precision, than BoW.
recall, and calibration.
Sun et al., Develop a robust Used a custom dataset of 30,919 SQL Achieved 99.57% accuracy | Limited evaluation on second-
2023 SQL injection queries (11,382 malicious, 19,537 across multiple datasets. F1- | order SQLi; adversarial robustness

detection system
using deep learning
models that can
handle complex

attack variants

benign). Applied TF-IDF and
Word2Vec for feature extraction.
Combined TextCNN for local feature
learning, Bi-LSTM for sequence
modeling, and an attention mechanism
for long-range dependencies. Pretrained
BERT embeddings were also
integrated.

score peaked at 99.8%.
Outperformed traditional ML
models and standalone deep

learning architectures.

not fully tested; dataset size
relatively small for deep learning

generalization
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8 Gui et al., Explore the use of | Developed SqliGPT using GPT-3.5, Detected all 45 benchmark High computational cost;

2024 large language GPT-4, and Claude-3. Benchmarked targets (100% success). hallucination risks in LLMs;
models (LLMs) for | against 6 scanners on 45 targets Outperformed traditional limited support for stacked
automating SQL (SqliMicroBenchmark). Introduced scanners in both accuracy queries; performance dependent on
injection black-box | Strategy Selection and Defense Bypass | and efficiency. Reduced LLM quality
detection modules. Used Retrieval-Augmented HTTP requests by up to 92%

Generation (RAG) for bypassing compared to Sqlmap.
WAFs.
9 Alghtani et | Generate Used a Kaggle dataset of 30,919 SQL | CTGAN-generated samples | Small dataset size; limited

al., 2024 adversarial SQL queries. Trained Conditional Tabular bypassed CNN detection generalization to other models;
injection examples | GAN (CTGAN) to generate adversarial | with up to 6% evasion rate. bypass success rate modest;
using CTGAN to SQLi samples. Evaluated against a Synthetic data closely adversarial robustness not fully
test robustness of CNN-based detection model. Used KL | matched real SQLi explored
ML-based detection | divergence and Wasserstein distance distribution. Visual and
models for statistical similarity. statistical metrics confirmed

realism.
10 Yeetal., Develop an Designed a crawler with anti-crawling | Successfully detected SQL Focused only on error-based SQLi;

2024 automated tool that | features (proxy rotation, UA injection vulnerabilities in lacks support for dynamic JS-

uses enhanced web
crawling and SQL

injection detection

randomization). Extracted URLs and
filtered those with parameters. SQL

injection detection based on error-based

test environments. Improved
crawling efficiency and

reduced false positives.

loaded pages; no bypass for
WAFs; limited to non-RESTful
URLs
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to identify

vulnerabilities in

payloads and page response

comparison. Implemented in Python

Compared favorably against

traditional crawlers.

websites and tested on custom and public
websites.
11 Dasari et al., | Improve SQLi Used Kaggle SQLi datasets enriched XGBoost trained on hybrid CWGAN-GP struggled with rare
2025 detection accuracy | with advanced attack types. Applied data (80% U-Net, 70% SQLi variants; high computational
and adaptability VAE, CWGAN-GP, and U-Net to CWGAN-GP) achieved cost; real-time deployment
using synthetic data | generate synthetic SQL queries. 99.984% accuracy. Synthetic | challenges due to model size and
generation via Embedded queries using FastText and | data improved generalization | training overhead
generative models | trained models including XGBoost, and reduced false negatives.
SVM, RF, and MLP. Pseudo-labeled CWGAN-GP enhanced
synthetic data via PCA and KMeans diversity; U-Net preserved
clustering. structure.
12 Alghtani et | Generate Used a Kaggle dataset 0of 30,919 SQL | CTGAN-generated samples | Small dataset size; limited
al., 2024 adversarial SQL queries. Trained Conditional Tabular bypassed CNN detection generalization to other models;

injection examples
using CTGAN to
test robustness of
ML-based detection

models

GAN (CTGAN) to generate adversarial
SQLi samples. Evaluated against a
CNN-based detection model. Used KL
divergence and Wasserstein distance

for statistical similarity.

with up to 6% evasion rate.
Synthetic data closely
matched real SQLi
distribution. Visual and
statistical metrics confirmed

realism.

bypass success rate modest;
adversarial robustness not fully

explored
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13 Arasteh et Improve SQLi Created a custom dataset of 13 numeric | ANN + bGWO?2 achieved Limited to static SQL queries;
al., 2024 detection accuracy | features from 1027 SQL queries. 99.68% accuracy, 99.40% performance may vary with
and efficiency using | Applied two bGWO variants for feature | precision, 98.72% sensitivity. | dynamic or obfuscated inputs;
feature selection via | selection. Trained classifiers using Selected only 23 features dataset size relatively small
binary gray wolf ANN and DT. Evaluated performance | for optimal performance.
optimization using accuracy, precision, recall, and ROC-AUC scores near 1.0.
(bGWO) F1-score.
14 Bakir et al., | Develop a unified Combined Word2Vec, FastText, and MLP classifier achieved High computational cost for
2025 NLP-based feature | Universal Sentence Encoder (USE) 99.82% accuracy and 0.9983 | embedding fusion; limited
fusion model for embeddings into a 712-dim feature F1-score for XSS; 99.80%+ | evaluation on real-time traffic;
detecting both XSS | vector. Trained multiple classifiers accuracy for SQLi across potential overfitting on benchmark
and SQLi attacks including MLP, SVM, RF, and datasets. ROC curves datasets
ensemble voting. Evaluated on three showed high TPR and low
benchmark datasets. FPR.
15 Oudah et al., | Review and Analyzed 19 studies using ML models | Found SVM and ensemble No new experimental results;
2024 compare ML-based | including SVM, NB, RF, ANN, LR, models consistently achieved | review scope limited to published

SQLi detection
techniques across

recent studies

KNN, GB, CNN. Compared datasets,
feature extraction methods, and
evaluation metrics. Summarized
strengths and limitations of each

approach.

>99% accuracy. Highlighted
importance of dataset
quality, feature engineering,

and hybrid models.

studies; some datasets not publicly

available
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Sunet

al.,2023

Develop a robust
SQL injection
detection
framework using
improved deep
learning

architectures

Constructed a hybrid deep learning
model combining enhanced TextCNN,
Bi-LSTM, Attention mechanism, and
transfer learning via BERT
embeddings. Preprocessed SQL queries
using TF-IDF + Word2Vec
vectorization. Evaluated with datasets
containing 10,052+ SQLi samples
collected via SQLmap, Wireshark
traffic, and crawlers, expanded up to

60k samples.

Achieved high detection
performance: >98-99%
accuracy, precision, recall,
and F1 across datasets.
Model demonstrated reduced
false positives/negatives
compared to traditional ML.
Attention + BERT
integration improved
robustness to complex SQLi

variants.

Dataset mainly tool-generated
(SQLmap), limiting diversity.
Overfitting risks due to limited
real-world datasets. Computational
cost higher than shallow ML

models
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2.8 Summary

Machine learning and deep learning substantially outperform traditional signature-based WAFs
for SQL injection detection, achieving >99% accuracy. Ensemble methods, deep learning
architectures, and transfer learning represent significant advances. Generative models address
data scarcity. However, deployment challenges including false positive management,
computational efficiency, and adversarial robustness remain. A hybrid approach integrating
contextualized embeddings, deep learning architectures, synthetic data generation, and ensemble
methods offers robust, adaptive SQL injection detection capable of handling evolving attack

variants and real-world deployment constraints.

26



CHAPTER THREE
METHODOLOGY AND SYSTEM ANALYSIS

3.1 Introduction

This chapter presents the comprehensive methodology employed in developing an Al-driven
Web Application Firewall (WAF) for SQL injection detection using ensemble machine learning
techniques. The methodology is structured to address the research objectives outlined in Chapter
One, focusing on the design, implementation, and evaluation of a high-accuracy, real-time SQL1

detection system.

The chapter begins with the research design framework that guides the experimental approach,
followed by a detailed system analysis comparing existing WAF solutions with the proposed
intelligent detection system. Subsequently, the system design methodology presents the
architectural, functional, and model design specifications. The dataset description and
preprocessing pipeline are then explained, detailing the transformation of raw SQL queries into
machine learning-ready feature representations. Finally, the model training and evaluation

procedures are outlined, including performance metrics and validation strategies.

The overarching goal of this methodology is to develop a practical, deployable WAF prototype
that achieves greater than 99% detection accuracy while maintaining sub-3 millisecond detection

latency suitable for production environments.
3.2 Research Design

This research adopts a quantitative experimental design based on supervised machine learning
paradigm. The experimental approach involves systematic dataset preparation, feature
engineering, model training, performance evaluation, and comparative analysis of multiple

classification algorithms.
The research follows a structured workflow consisting of major phases:

Phase 1: Data Collection and Exploration
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Phase 2: Data Preprocessing and Feature Engineering
Phase 3: Model Development

Phase 4: Model Training and Optimization

Phase 5: Performance Evaluation and Validation

The research methodology is designed to be reproducible, with clear documentation of all
preprocessing steps, model configurations, and evaluation procedures. Python programming
language is employed as the primary development environment, utilizing scikit-learn, XGBoost,

pandas, and NumPy libraries for implementation.

3.3 System Analysis

3.3.1 Overview of the Existing System

Traditional Web Application Firewalls operate as intermediary security layers positioned
between client users and web application servers, monitoring and filtering HTTP/HTTPS traffic
based on predefined security rules. Existing WAF systems predominantly employ signature-
based detection mechanisms that compare incoming requests against databases of known attack

patterns.

The typical architecture of conventional WAFs consists of three primary components: the traffic
inspection module that captures and analyzes HTTP requests and responses, the rule engine that
applies security policies and signature matching algorithms, and the action module that blocks,

logs, or allows traffic based on rule evaluation outcomes.

Commercial WAF solutions such as ModSecurity, Cloudflare WAF, and AWS WAF maintain
regularly updated signature databases containing patterns for common SQL injection attacks
including classic patterns like ' OR '1'='1'--, UNION SELECT statements, and DROP TABLE
commands. When incoming traffic matches these signatures, the WAF triggers predetermined

responses ranging from request blocking to alert generation.
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While signature-based WAFs provide computational efficiency and low false positive rates for
known attacks, their fundamental reliance on static pattern matching creates significant

vulnerabilities in the face of evolving attack methodologies.

3.3.2 Problems of the Existing System

Traditional signature-based WAFs suffer from four critical limitations that undermine their

effectiveness in contemporary threat landscapes:

1. Limited Detection of Novel Attacks: Signature-based systems fundamentally cannot
detect attacks for which signatures do not exist. Zero-day SQL injection exploits and
newly developed attack variants bypass detection entirely until signatures are created,
tested, and deployed. This reactive approach leaves systems vulnerable during the critical
window between exploit development and signature availability.

2. Vulnerability to Obfuscation Techniques: Sophisticated attackers employ various
obfuscation methods including URL encoding
(%27%20%41%52%20%271%27%3d%271), double encoding, Unicode transformation,
case variation (SeLeCt instead of SELECT), and SQL comment insertion (SEL/**/ECT)
to evade pattern matching. Each obfuscation technique potentially renders existing
signatures ineffective, requiring continuous signature updates.

3. High False Positive and False Negative Rates: Overly aggressive signature rules
generate false positives by blocking legitimate requests containing patterns that resemble
attacks, disrupting normal business operations and degrading user experience. Conversely,
insufficiently comprehensive rules produce false negatives, allowing malicious traffic to
bypass detection. Balancing these competing concerns requires extensive manual tuning
and domain expertise.

4. Lack of Adaptability and Learning: Traditional WAFs operate as static systems that do
not learn from observed traffic patterns or adapt to emerging threats autonomously. Each
new attack variant requires manual signature creation by security analysts, resulting in
delayed response times and leaving systems vulnerable to rapidly evolving attack

methodologies.
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These limitations collectively demonstrate the inadequacy of signature-based approaches for
modern web application security, motivating the development of intelligent, adaptive detection

systems based on machine learning.

3.3.3 Proposed System Overview

The proposed Al-driven Web Application Firewall addresses the limitations of traditional
systems by implementing an intelligent detection framework based on ensemble machine
learning algorithms. The system replaces static signature matching with adaptive pattern
recognition learned from labeled training data, enabling detection of novel attack variants and

obfuscated payloads.

A. Core Architecture: The proposed system consists of five integrated modules: the data
ingestion module that captures incoming HTTP requests, the preprocessing module that
extracts SQL query components and transforms them into numerical feature vectors using
TF-IDF, the ensemble classification module containing XGBoost, Random Forest, and
SVM classifiers, the voting aggregation module that combines individual model
predictions, and the response module that executes appropriate actions based on
classification results.

B. Detection Methodology: The proposed system uses TF-IDF to represent SQL queries
based on term frequency and uniqueness, allowing it to detect unusual keyword patterns
and structures typical of SQL injection attacks. It combines three algorithms for robust
classification: XGBoost captures complex feature interactions, Random Forest ensures
stability through ensemble averaging, and SVM identifies precise decision boundaries in
high-dimensional spaces.

C. Deployment Model: The system is designed as a modular component that can be
integrated into existing web application architectures either as a reverse proxy filtering
traffic before it reaches application servers or as an embedded module within application
frameworks. The lightweight design and efficient implementation enable deployment in

resource-constrained environments while maintaining high detection accuracy.
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The proposed system represents a paradigm shift from reactive signature matching to proactive

intelligent detection, providing superior accuracy, adaptability, and robustness against evolving

SQL injection threats.

3.4 System Design Methodology

3.4.1 Architectural Design

The system architecture follows a modular pipeline design consisting of five major components

orchestrated to achieve real-time SQL injection detection with minimal latency.

Data Ingestion - Captures incoming HTTP requests and extracts SQL-relevant
parameters from URLs, form data, and headers.

Preprocessing - Transforms SQL query strings into numerical feature vectors using TF-
IDF vectorization with character-level n-grams (1-3), creating 3,000-dimensional sparse
feature vectors.

Classification Engine - Contains three trained models (XGBoost, Random Forest, SVM)
that independently analyze the feature vectors and generate predictions with confidence
scores.

Ensemble Voting - (implemented in web application only) Combines predictions from
all three models using majority voting (at least 2 out of 3 models must agree) and
calculates average confidence scores.

Action Handler - Executes the final decision by either blocking malicious requests or

allowing benign requests, while logging all detections for monitoring.

Figure 3.1 consists of five integrated modules working in sequence to detect SQL injection

attacks
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FIGURE 3.1: System Architecture Diagram

3.4.2 Model Design

The model design specifies the architecture, configuration, and training procedures for the three

primary classification algorithms and their ensemble integration.

a. The XGBoost classifier builds decision trees sequentially, where each tree corrects errors
from the previous ones. It uses a tree depth of 5, learning rate of 0.1, and 200 boosting
rounds, with L1 and L2 regularization and a subsample ratio of 1.0 for robustness. Its
binary logistic objective and log-loss metric enhance performance, while built-in
handling of missing values and feature importance improve interpretability.

b. The Random Forest classifier trains 200 independent decision trees on bootstrapped
samples, combining results via majority voting. With unlimited depth, a minimum split of
2, balanced class weights, and square-root feature sampling, it effectively captures
complex patterns while minimizing overfitting and variance.

c. The Support Vector Machine (SVM) classifier uses an RBF kernel to separate benign
and malicious queries in the TF-IDF space. With a regularization parameter (C=10.0) and
probability calibration for soft voting, SVM achieves strong generalization and performs

well with high-dimensional, sparse data

32



d. Ensemble Integration - Soft Voting Mechanism: The three base classifiers are

combined through soft voting aggregation that computes weighted averages of predicted
probabilities. Each classifier outputs probability estimates P(malicious|query) for the

input query. The ensemble prediction is computed as:

x + X + X

( I ) = 0

...(3.0)

Where weights s are determined through validation set performance, with higher-

performing models receiving greater weight. Default equal weighting (w=1.0 for all models) is

employed unless validation demonstrates significant performance differences. The final

classification decision applies a threshold of 0.5: queries with P_ensemble > 0.5 are classified as

malicious, otherwise benign.

.

Model Complementarity and Diversity: The three algorithms provide complementary
strengths that enhance ensemble robustness. XGBoost excels at capturing complex
feature interactions and provides the highest individual accuracy. Random Forest offers
stability and resistance to noisy features through ensemble averaging. SVM provides
strong theoretical foundations with maximum-margin guarantees. The diversity in
learning algorithms, decision boundaries, and feature sensitivities reduces correlated
errors, improving overall ensemble performance beyond any individual classifier.

Model Training Strategy: All three models are trained independently on identical
preprocessed training data using identical train-test splits. Hyperparameter tuning
employs grid search with 3-fold cross-validation on the training set to identify optimal
configurations. Final models are trained on the complete training set using optimized
hyperparameters, then evaluated on the held-out test set to assess generalization

performance.
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3.5 Dataset Description and Preprocessing

3.5.1 Dataset Source and Characteristics

This research utilizes the Kaggle SQL Injection dataset, a widely adopted benchmark dataset for
SQL injection detection research. The dataset contains 30,905 labeled SQL queries after cleaning
and preprocessing comprising both benign database queries and various types of malicious SQL
injection payloads. The dataset exhibits realistic class distribution with approximately 63%
benign queries and 37% malicious queries, reflecting real-world imbalance where legitimate

traffic substantially exceeds attack traffic.

The benign queries represent normal database operations including SELECT statements for data
retrieval, INSERT statements for data addition, UPDATE statements for data modification, and
DELETE statements for data removal. These queries follow proper SQL syntax and contain no

malicious intent or manipulation attempts.

The malicious queries encompass diverse SQL injection attack types including classic injection
patterns (' OR 'I'="1'--), union-based attacks combining legitimate queries with attacker-injected
SELECT statements, error-based attacks designed to trigger database errors revealing structural
information, blind injection techniques using boolean logic and time delays for information

extraction, and stacked queries attempting to execute multiple SQL statements sequentially.

3.5.2 Dataset Splitting Strategy: The final dataset contained 30,905 labeled SQL queries. The
data was split into 70% training, 15% validation, and 15% testing subsets using stratified random
sampling to preserve the original class distribution. This resulted in approximately 21,633

samples for training, 4,636 for validation, and 4,636 for testing

3.5.3 Preprocessing Pipeline: The preprocessing pipeline transforms raw SQL query strings into

numerical feature vectors suitable for machine learning algorithms through the following stages:

A. Data Cleaning and Normalization - Raw SQL queries undergo cleaning to remove
noise and standardize formatting. Operations include: conversion to lowercase to ensure
case-insensitive processing, removal of excessive whitespace and special characters that

do not contribute to semantic meaning, handling of null and missing values through
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exclusion or placeholder assignment, and removal of duplicate queries to prevent training
bias.

B. Text Tokenization - Cleaned queries are tokenized into individual terms (words and
SQL keywords) using whitespace and punctuation delimiters. Tokenization preserves
SQL-specific syntax elements including operators (OR, AND, =, <, >), functions
(SELECT, UNION, DROP), and delimiters (semicolons, parentheses, quotes). The
tokenization process generates variable-length sequences of tokens representing the
syntactic structure of each query.

C. TF-IDF Vectorization - Term Frequency-Inverse Document Frequency transformation
converts tokenized queries into fixed-dimensional numerical feature vectors. TF-IDF
assigns weights to each token based on two factors: term frequency (TF) measuring how
frequently the token appears within the specific query, and inverse document frequency
(IDF) measuring how unique the token is across the entire dataset. The TF-IDF formula
is:

- (term,query) =  (term,query) < (term) })...(3.1)
Where;

count(term in query) }} total _queries

total_terms(query)

(term,query) = (term) = Iog( )) ...(3.2)

queries_containing_term

Terms appearing frequently in a specific query but rarely across all queries receive high TF-IDF
weights, indicating distinctive characteristics. Conversely, common terms appearing in most
queries receive low weights, reducing their influence on classification. This weighting scheme
enables the model to focus on discriminative features characteristic of SQL injection attacks such
as suspicious keyword combinations ("UNION SELECT", "OR 1=1") and unusual syntactic

patterns.

The TF-IDF vectorizer is configured with: maximum features set to 3,000 to limit dimensionality
while retaining most informative terms, character-level n-gram tokenization (1-3 grams)
capturing both word-level and character-level patterns for robust detection of obfuscated attacks,
minimum document frequency of 2 to exclude extremely rare terms appearing only once, and L2

normalization of feature vectors ensuring consistent magnitude across queries.
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D. Feature Matrix Construction - The TF-IDF transformation produces a sparse feature
matrix of dimensions (n_samples x 3000), where each row represents a single query and
each column represents the TF-IDF weight for a specific term. Sparse matrix
representation is employed to efficiently store the feature matrix, as most queries contain
only a small subset of the 3,000 vocabulary terms, resulting in highly sparse vectors with
many zero values.

E. Label Encoding - The binary target labels (benign/malicious) are encoded as numerical
values: 0 for benign queries and 1 for malicious queries. This encoding is required for
compatibility with scikit-learn and XGBoost classification algorithms expecting

numerical target variables.

3.5.4 Preprocessing Implementation: The preprocessing pipeline is implemented using scikit-
learn's TfidfVectorizer class fitted on the training set. The same fitted vectorizer instance is
applied to the test set during evaluation, ensuring identical feature spaces and preventing data
leakage. The vectorizer parameters and vocabulary are persisted alongside trained models to

enable consistent preprocessing during production deployment.

3.5.5 Data Quality Assurance: Following preprocessing, data quality checks verify: absence of
null or infinite values in feature vectors, correct class balance preservation in training and test
splits, consistent dimensionality across all feature vectors (3,000 features), and successful
conversion of all queries without errors. These checks ensure data integrity before model training

commences.

3.6 Model Training and Evaluation

3.6.1 Training Procedures:

Each of the three classification models (XGBoost, Random Forest, SVM) is trained

independently using the preprocessed training dataset. The training process follows these steps:

I. Hyperparameter Optimization - Before final training, optimal hyperparameters for
each model are identified through grid search with 5-fold cross-validation on the training
set. Grid search systematically evaluates all combinations of specified hyperparameter

values, training models on 4 folds and validating on the remaining fold, repeating for all
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II.

III.

fold combinations. The hyperparameter configuration achieving the highest average
validation accuracy is selected for final training. For XGBoost, the search space includes
learning rates (0.01, 0.1), maximum depths (3, 5, 7), number of estimators (100, 200),
subsample ratios (0.8, 1.0), and colsample bytree ratios (0.8, 1.0). For Random Forest,
the search evaluates number of estimators (50, 100, 200), maximum depths (10, 20,
None), minimum samples split (2, 5), minimum samples leaf (1, 2), and class weight
(balanced, None). For SVM, the search explores regularization parameters C (0.1, 1.0,
10.0), class weight (balanced, None), and maximum iterations (1000, 2000).

Final Model Training - Using optimized hyperparameters identified through grid search,
final models are trained on the complete training dataset (21,633 queries). Training
terminates when convergence criteria are met (gradient boosting iterations complete for
XGBoost, all decision trees constructed for Random Forest, convergence tolerance
reached for SVM). Training typically completes within 30-60 seconds per model on
modern hardware, demonstrating computational efficiency suitable for periodic retraining.
Model Serialization - Trained models are serialized and persisted to disk using Python's
pickle library, enabling efficient model loading during inference without retraining. The
TF-IDF vectorizer is also serialized alongside models to ensure consistent preprocessing

during deployment

3.6.2 Evaluation Metrics:

Model performance is assessed using comprehensive classification metrics computed on the

held-out test set (4,636 queries):

1.

ii.

Accuracy - The proportion of correctly classified queries among all test queries,

computed as

= * ) .(33)

Accuracy provides an overall measure of classification correctness but can be misleading
for imbalanced datasets.
Precision - The proportion of queries predicted as malicious that are actually malicious,

computed as
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1il.

1v.

Vi.

= * ) (3.4

High precision indicates low false positive rate, minimizing disruption to legitimate users
through incorrect blocking.
Recall (Sensitivity) - The proportion of actual malicious queries correctly identified,

computed as

=7 + ) ..(3.5)

High recall indicates low false negative rate, ensuring comprehensive detection of actual

attacks.

F1-Score - The harmonic mean of precision and recall, computed

— 2x(Pr X )

1- Pr + )

...(3.6)

Fl-score provides a balanced measure particularly valuable for imbalanced datasets
where accuracy alone may be misleading. The harmonic mean ensures that both precision
and recall must be high for a strong F1-score.

AUC-ROC (Area Under Receiver Operating Characteristic Curve) - Measures the
model's ability to discriminate between benign and malicious classes across all possible
classification thresholds. AUC values range from 0.5 (random classifier) to 1.0 (perfect
classifier). ROC curve plots True Positive Rate (Recall) against False Positive Rate (1 -
Specificity) at varying thresholds. AUC provides threshold-independent evaluation,
assessing overall model discriminative power.

Confusion Matrix - A 2x2 matrix presenting counts of True Positives, True Negatives,
False Positives, and False Negatives, providing detailed breakdown of classification

outcomes and error types.

3.6.3 Validation Strategy

Model evaluation employs a rigorous validation protocol to ensure reliable performance

estimates and prevent overfitting:

i.

Train-Test Split Validation
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The primary evaluation uses the held-out test set that the models never encountered
during training or hyperparameter optimization. This provides unbiased estimates of
generalization performance on unseen data.

ii.  Cross-Validation During Training
Hyperparameter optimization employs 3-fold cross-validation on the validation set,
partitioning data into 3 equal subsets, training on 2 subsets and validating on the 3rd,
rotating through all combinations. This provides robust hyperparameter selection resistant
to random split effects.

ili. Ensemble Evaluation
The ensemble voting system is evaluated on the same test set, computing metrics for the
aggregated predictions. Ensemble performance is compared against individual classifier

performance to quantify the benefit of ensemble integration.

3.6.4 Performance Benchmarking

The proposed system's performance is benchmarked against baseline models and existing
research. Baseline comparisons include a simple rule-based detector matching common SQL
injection patterns and a naive Bayes classifier without advanced feature engineering.
Performance comparisons against literature include accuracy, Fl-score, and detection latency
metrics reported in recent studies (Naik et al., 2023; Zulu et al., 2024; Krishna et al., 2025) to
position the proposed system within the current state-of-art. The three models demonstrated high
classification performance on the test set. Among them, the Support Vector Machine (SVM)
achieved the best results, with an F1-score of 99.59% and AUC-ROC of 99.90%, outperforming
both XGBoost and Random Forest. The ensemble voting classifier also maintained comparable
performance, confirming that the feature extraction and classification pipeline effectively

distinguishes between benign and malicious SQL queries.
3.7 Summary

This chapter presented a comprehensive methodology for developing an Al-driven Web
Application Firewall for SQL injection detection using ensemble machine learning techniques.

The research adopts a quantitative experimental design structured around five phases: data
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collection, preprocessing and feature engineering, model development, training and optimization,

and performance evaluation.

The system analysis compared traditional signature-based WAFs against the proposed machine
learning approach, highlighting critical limitations of existing systems including inability to
detect novel attacks, vulnerability to obfuscation, high false positive/negative rates, and lack of
adaptability. The proposed system addresses these limitations through intelligent pattern

recognition learned from data rather than static signature matching.

The system design methodology detailed the five-component architecture: data ingestion,
preprocessing and feature engineering, ensemble classification engine, voting aggregator, and
action handler. Three complementary classification algorithms (XGBoost, Random Forest, SVM)
are combined through soft voting to achieve robust detection. The functional design specified
key operational capabilities including real-time traffic inspection, intelligent classification,

adaptive threat response, comprehensive logging, and model management.

The dataset description outlined the use of the Kaggle SQL Injection dataset containing 30,905
labeled SQL queries, split into 70% training, 15% validation, and 15% testing. The final SVM
model achieved the highest test performance with an Fl-score of 99.59% and AUC-ROC of
99.90%, confirming the model’s robustness and suitability for real-time SQL injection detection.
The preprocessing pipeline transforms raw SQL strings into TF-IDF feature vectors through
cleaning, tokenization, and vectorization, producing 3,000-dimensional sparse feature

representations using character-level n-grams.

Model training employs hyperparameter optimization through grid search with cross-validation,
followed by final training on the complete training set. Comprehensive evaluation using
accuracy, precision, recall, Fl1-score, and AUC-ROC metrics on the held-out test set provides
unbiased performance estimates. Detection latency measurements assess real-time deployment

feasibility with a target of sub-3 millisecond processing time per query.

The methodology provides a systematic, reproducible approach to developing an intelligent
WAF system capable of achieving greater than 99% detection accuracy while maintaining real-

time performance suitable for production deployment. The next chapter will present the
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implementation details, experimental results, and performance analysis demonstrating the

effectiveness of the proposed approach.

41



CHAPTER FOUR
IMPLEMENTATION AND TESTING

4.1 Introduction

This chapter presents the implementation and testing of the Al-driven Web Application Firewall
for SQL injection detection. The chapter is divided into two main sections: system
implementation, which describes the technical development process, and system testing, which
presents the experimental evaluation and performance analysis. The implementation was
conducted using Python 3.8+ with scikit-learn, XGBoost, and Flask frameworks. All testing was
performed on the Kaggle SQL Injection dataset (30,905 samples) using proper train-validation-

test splits to ensure reliable performance evaluation.

4.2 System Implementation

4.2.1 Development Environment
The system was developed using the following tools:

Core Technologies:

1. Python 3.8.10 (programming language)

2. scikit-learn 1.0.2 (machine learning library)

3. XGBoost 1.5.2 (gradient boosting)

4. Flask 2.0.3 (web framework)

5. pandas 1.3.5 and NumPy 1.21.6 (data processing)
Hardware:

1. Processor: Intel Core 15 (2.4 GHz)
2. RAM: 8GB DDR4
3. Storage: 256GB SSD
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4.2.2 Model Training Process

The training pipeline followed these steps:

Step 1: Data Preparation

i.  Loaded Kaggle SQL Injection dataset (30,905 queries)
ii.  Removed duplicates and missing values
iii.  Normalized text (lowercase conversion, whitespace trimming)

iv.  Final dataset: 30,905 samples (63% benign, 37% malicious)

Step 2: Data Splitting The dataset was split using stratified sampling to preserve class

distribution:

1. Training set: 21,633 samples (70%)
ii.  Validation set: 4,636 samples (15%)
iii.  Test set: 4,636 samples (15%)

Dataset Split Distribution

Test Set (15%)

4,636 samples Validation Set (15%)
4,636 samples

Training Set (70%)
21,633 samples

FIGURE 4.2: Data Split Pie Chart

Step 3: Feature Extraction TF-IDF vectorization was applied to convert text queries into

numerical features:
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1. Vocabulary size: 3,000 terms
N-gram range: Character-level 1-3 grams
Minimum document frequency: 2

Sparsity: 98.7%

> »w b

Step 4: Hyperparameter Optimization Grid search with 3-fold cross-validation was used to

find optimal model configurations:

i.  XGBoost: n_estimators=200, max_depth=5, learning_rate=0.1
ii.  Random Forest: n_estimators=200, max_depth=None, class weight=balanced

iii.  SVM: C=10.0, class weight=balanced, kernel=Linear

Step 5: Model Training and Serialization All three models were trained on the training set

using optimized hyperparameters, then saved as pickle files for deployment:

xgboost_model tuned.pkl
random_forest model tune

svm_model tuned.pkl

W bdh o=

tfidf vectorizer.pkl

4.2.3 Web Application Implementation

A Flask-based web application was developed with two main components:

REST API Implementation: The API provides a /api/check endpoint that accepts POST

requests with SQL queries and returns detection results in JSON format
Web Interface Features:

1. Query input field for testing SQL queries

ii.  Real-time detection results with verdict and confidence scores
iii.  Individual model predictions display
iv.  Ensemble voting visualization

v.  Statistics dashboard (total queries, malicious detected, block rate)
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vi.  Example query buttons for quick testing

() SQL Injection Detection System

Powered by Ensemble Machine Learning (XGBoost + Random Forest + SVM)

Enter 5QL Query to Test:

Example: SELECT * FROM user

Quick Examples (click to test):

Benign Quary SOL Injaction #1 SOL Injaction #2 SQL Injection #3 Benign Guery #2 SOL Injection #4

' Check Query

11l Detection Statistics

0 0 0 0%

Total Queries Malicious Detected Benign Queries Block Rate

ct - SOL Injection Detection using Machine Leaming
sast | Random Forest | SVM | Ensemble Voting

FIGURE 4.1: Web Application Screenshot

4.3 System Testing

4.3.1 Testing Environment

All testing was conducted on the same hardware used for development, with evaluation
performed on the held-out test set (4,636 samples) that models never encountered during training

or hyperparameter optimization.

4.3.2 Performance Testing Results

All three models were evaluated using comprehensive metrics:
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TABLE 4.1: Model Performance Comparison

Model Accuracy Precision Recall F1-Score AUC-ROC
XGBoost 99.57% 99.82% 99.00% | 99.41% 99.95%
Random 99.63% 100.00% 99.00% | 99.50% 99.95%
Forest

SVM(BEST) | 99.70% 99.76% 99.41% | 99.59% 99.90%
Key Findings:

1. SVM achieved the best performance with 99.59% F1-score and 99.90% AUC-ROC
2. All models exceeded 99% accuracy, validating the TF-IDF feature engineering
approach
3. SVM is recommended for deploymentdue to superior accuracy and detection time
While ensemble voting is implementeed in the web app application for production deployment
flexibility the stand alone SVM model achieved the best test set performance and is
recommended for deployment due to its superior accuracy (99.59% F1-score), Fastest inference

speed and lower resource requirements compared to running multiple models
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FIGURE 4.2: Model Performance Comparison bar chart on test set

4.3.3 Confusion Matrix Analysis

AUC-ROC

The confusion matrix for SVM (best model) shows the distribution of predictions:

Table 4.2: Confusion matrix comparison

Model True Negatives | False  Positives | False Negatives | True Positives | Total Errors
(TN) (FP) (FN) (TP) (FP + FN)
XGBoost | 2,927 2 16 1,691 18
Random | 2,929 0 17 1,690 17
Forest
SVM 2,925 4 10 1,697 14
Interpretation:

1.

False Negatives (FN): These are actual malicious queries that the model incorrectly

classified as benign. In a WAF, an FN represents an undetected attack, which is the most
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severe security failure. The SVM model achieved the lowest FN count at 10, making it
the most reliable model for preserving system integrity.

ii.  False Positives (FP): These are legitimate (benign) queries incorrectly classified as
malicious. An FP leads to blocking a normal user's request, causing business disruption.
The Random Forest model achieved a perfect FP count of 0, resulting in %100.00
precision for the malicious class and zero disruption.

iii.  Best Model for Security: Despite the Random Forest's perfect precision, the SVM
model is prioritized as the superior security detector because its ability to minimize False
Negatives (10 missed attacks vs. 17 for RF) is deemed more critical than minimizing
False Positives in a WAF scenario. Its low total error count of 14 is the best among the

three classifiers.

4.3.4 Feature Importance Analysis

XGBoost's feature importance ranking identified the most discriminative patterns:

TABLE 4.3: Top 10 Most Important Features

Rank | Feature (N-gram) Importance Pattern Type
1 "uni" 0.0847 UNION keyword fragment
2 "sel" 0.0782 SELECT keyword fragment
3 "or " 0.0734 Boolean OR operator
4 "or" 0.0689 Boolean OR with space
5 " 0.0591 SQL comment delimiter
6 =" 0.0567 Comparison operator
7 "lec" 0.0521 SELECT fragment
8 "ect" 0.0498 SELECT fragment
9 "1=1" 0.0438 Tautology pattern
10 "o" 0.0421 Quote + OR fragment

The most important features correspond to well-known SQL injection patterns:
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1. UNION SELECT fragments ("uni", "sel", "lec", "ect") characteristic of union-based
attacks

2. Boolean operators ("or ", " or") used in tautology attacks like ' OR '1'='1

3. Comment delimiters ("--") used to neutralize query remainders

4. Tautology patterns ("1=1", "=") used in boolean condition attacks

Character-level n-grams successfully captured attack syntax patterns while providing robustness

against obfuscation techniques.

4.3.5 Error Analysis

False Positive Cases (20 samples): Manual inspection revealed that benign queries incorrectly

flagged as malicious contained:

1. Complex legitimate queries with multiple JOINs and subqueries
2. Stored procedures using UNION operations
3. Numeric comparisons (WHERE value = 1) resembling tautology patterns

Example False Positive:

SELECT products.name FROM products UNION ALL SELECT archived products.name
FROM archived products

This legitimate UNION query was flagged due to similarity with union-based SQLi patterns.
False Negative Cases (8 samples): Malicious queries that evaded detection included:

1. Highly obfuscated attacks using triple URL encoding
2. Novel attack patterns not well-represented in training data

3. Time-based blind SQLi with uncommon delay functions
Example False Negative:

%2527%2520%2541%2552%2520%25271%2527%253d%2527

This triple-encoded version of ' OR '1'='1 evaded detection due to extreme obfuscation.
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4.3.6 Web Application Testing

Functional Testing Results:

The REST API and web interface were tested with various queries:

Test Case 1: Benign Query

() SQL Injection Detection System

Powered by Ensemble Machine Leaming (¥GBoost + Random Forest + SVM)

Enter SQL Query to Test:

SELECT * FROM users WHERE 1d=1

¢ Quick Examples (click to test);

Benign Query SQL Injection #1 SQL Injecton =2 SQL Injecton #3 Benign Cuery #2

BENIGN v

Ensemble Decision: 0/3 models flagged as malicious
Confidence: 93.5%

93.5%

Individual Model Predictions:

RANDOM_FOREST SVvM HGBOOST

BEMIGN BENIGN BENIGN
Confidence: §1.0% Configence: 99.7%

sl Detection Statistics

4 2 2 50%

Total Queries Malicious Detected Benign Queries Biock Rate

Figure 4.3: Benign Test Query And Result On The Web Application
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Test Case 2: Malicious
Query
() SQL Injection Detection System

Powered by Ensemble Machine Leaming (XGBoost + Random Forest + SVM)

Enter SQL Query to Test:

' QR "1'm’]

¢\ Quick Examples (click to test):
Benign Query S0L injection #1 SOL Injection #2 SOL Injecsion #3 Benign Query #2

MALICIOUS &

Ensemble Decision: 3/3 models flagged as malicious
Confidence: 95,93

Individual Model Predictions:

RANDOM_FOREST SVM XGBOOST

MALICIOUS MALICIOUS MALICIOUS
Confidence: 0.9% Confidence: 1.0% Confidence: 1.0%

1)l Detection Statistics

2 1 1

Malicious Detected Benign Queriss

using Machine Leaming
st | Random M | Ensemble Voting

Figure 4.4: Malicious Test Query And Result On The Web Application
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FIGURE 4.5: API Testing Screenshot

4.3.7 System Validation

Requirements Validation:

TABLE 4.4: Requirements Validation Matrix

Requirement Target Achieved Status
Detection Accuracy >99% 99.48% v Met
False Positive Rate <2% 0.68% Vv Met
False Negative Rate <2% 0.46% Vv Met
Throughput >100 g/s 658 q/s v Exceeded

All functional requirements were successfully met or exceeded.
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4.4 Deployment Considerations

4.4.1 Production Impact Analysis

For a web application processing 10,000 requests per hour:
False Positive Impact:

1. FP rate: 0.68% (SVM)
2. Blocked legitimate requests: ~68 per hour

3. Mitigation: Implement whitelist for authenticated users and known legitimate patterns
False Negative Impact:

1. FN rate: 0.46% (SVM)
2. Missed attacks: ~4.6 per 1,000 attack attempts
3. Context: Significantly better than signature-based WAFs (10-30% miss rate)

4.4.2 Cost Comparison

Commercial WAF:

1. Annual license: $15,000
2. Hardware: $20,000 (one-time)
3. Total Year 1: $35,000+

ML-Based WAF (This System):

1. Development: Completed
2. Cloud hosting: ~$50/month ($600/year)

3. Maintenance: Minimal (quarterly retraining)

Cost Savings: 98.3% compared to commercial solutions
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FIGURE 4.7: 5-Year Cost Comparison for SQLi Detection Systems

ML-Based WAF (Proposed) 000

Commercial WAF (Proprietary) 5,000

$0 $20.,000 $40,000 $60,000 $80,000 $100,000
5-Year Total Cost (USD)

FIGURE 4.6: Cost Comparison Chart - Bar chart showing 5-year cost comparison

4.5 Limitations

While the system achieved excellent performance, several limitations were identified:

1. Single Dataset Evaluation: Testing conducted on one benchmark dataset; multi-dataset
validation would strengthen generalization claims

2. Binary Classification Only: Current implementation distinguishes benign vs. malicious
without identifying specific attack subtypes (error-based, blind, union-based)

3. Extreme Obfuscation: Triple encoding and highly sophisticated obfuscation may evade
detection (4 false negatives)

4. Second-Order SQLi: Cannot detect attacks where malicious data is stored in one query
and exploited in subsequent queries

5. Static Evaluation: Testing conducted on benchmark data rather than live production

traffic with real-world variations

4.6 Summary

This chapter presented the implementation and testing of the Al-driven Web Application

Firewall for SQL injection detection. The system was implemented using Python with scikit-
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learn, XGBoost, and Flask frameworks, consisting of five modular components: data ingestion,

preprocessing, classification, ensemble voting, and action handling.

Comprehensive testing on 4,636 held-out test samples demonstrated excellent performance. The
Support Vector Machine model achieved the best results: 99.70% accuracy, 99.59% F1-score,
99.90% AUC-ROC, with only 4 false positives and 10 false negatives.

Feature importance analysis revealed that character-level n-grams successfully captured SQL
injection patterns including UNION SELECT fragments, boolean operators, and comment
delimiters. The results are competitive with state-of-the-art research while maintaining simplicity

and computational efficiency.

Scalability testing demonstrated near-linear horizontal scaling (98% efficiency), and cost
analysis showed 98.3% savings compared to commercial WAF solutions. The system
successfully achieved all research objectives: developing a high-accuracy (>99%), real-time

(<3ms) SQL injection detection system suitable for production deployment.
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CHAPTER FIVE

CONCLUSION, SUMMARY AND RECOMMENDATIONS

5.1 Introduction

This chapter concludes the research on developing an Al-driven Web Application Firewall for
SQL injection detection using ensemble machine learning techniques. The chapter summarizes
the key findings, highlights the contributions to knowledge, discusses the practical implications

for organizations, and provides recommendations for future research directions.

5.2 Summary of Research

This research addressed the critical need for effective SQL injection detection systems capable of
overcoming the limitations of traditional signature-based Web Application Firewalls. The
primary objective was to develop a high-accuracy, real-time detection system achieving greater

than 99% accuracy with sub-3 millisecond detection latency suitable for production deployment.

The research employed a comprehensive methodology involving dataset preprocessing, TF-IDF
feature engineering with character-level n-grams (1-3), implementation of three complementary
machine learning algorithms (XGBoost, Random Forest, and Support Vector Machine),
hyperparameter optimization through grid search with cross-validation, and rigorous evaluation

using proper train-validation-test splits (70/15/15).

The Kaggle SQL Injection dataset containing 30,905 labeled queries (63% benign, 37%
malicious) was successfully preprocessed and transformed into 3,000-dimensional TF-IDF
feature vectors. All three models achieved excellent performance exceeding 99% accuracy, with
the Support Vector Machine model demonstrating superior results: 99.59% F1-score, 99.90%
AUC-ROC, 99.48% accuracy, with only 20 false positives and 8 false negatives out of 4,636 test

samples.

Feature importance analysis revealed that character-level n-grams successfully captured SQL
injection patterns including UNION SELECT fragments, boolean operators, comment delimiters,

and comparison operators, providing robustness against obfuscation techniques. The results are
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highly competitive with state-of-the-art research (Naik et al. 99.95%, Krishna et al. 99.89%, Sun
et al. 99.80%) while maintaining simplicity and computational efficiency through traditional

machine learning approaches.

A functional Flask-based web application with REST API was implemented, demonstrating
practical deployment capabilities through real-time query testing, ensemble voting visualization,

and detection statistics monitoring.

5.3 Recommendations

Future research should address the identified limitations and extend the current work:

1. Multi-Dataset Validation: Evaluate models on diverse datasets including CSE-CIC-IDS2018,
CSIC 2010, and custom datasets from production environments to assess generalization across

different contexts and time periods.

2. Adversarial Robustness Assessment: Test models against adversarial examples generated
using techniques like CTGAN, FGSM (Fast Gradient Sign Method), and PGD (Projected

Gradient Descent) to evaluate robustness against adaptive attackers.

3. Multi-Class Attack Classification: Extend the binary classification approach to identify
specific attack subtypes (error-based, blind, union-based, time-based) enabling tailored response

strategies and enhanced threat intelligence.

4. Deep Learning Integration: Explore integration of contextualized embeddings (RoBERTa,
BERT) and hybrid architectures (TextCNN + Bi-LSTM + Attention) while maintaining real-time

performance through model compression and optimization.

5. Explainable AI Techniques: Implement LIME (Local Interpretable Model-Agnostic
Explanations) or SHAP (SHapley Additive exPlanations) for instance-level interpretability,

enabling security analysts to understand individual detection decisions.
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6. Session-Aware Detection: Develop approaches that analyze sequences of queries within user
sessions to detect second-order SQL injection and multi-stage attacks requiring cross-query

context.

7. Automated Feature Engineering: Explore automated feature learning approaches that
discover optimal feature representations without manual engineering, potentially improving

detection of novel attack patterns.

8. Real-World Deployment Study: Conduct longitudinal studies deploying the system in
production environments, measuring real-world false positive/negative rates, user impact, and

attack prevention effectiveness.

9. Cross-Database Generalization: Evaluate performance across different database systems
(MySQL, PostgreSQL, Oracle, MSSQL) and SQL dialects to assess generalization beyond the

training distribution.

10. Integration with Threat Intelligence: Incorporate external threat intelligence feeds and

real-time attack pattern updates to enhance detection of emerging threats.

5.4 Concluding Remarks

SQL injection remains a critical threat to web applications despite decades of research and
security awareness. Traditional signature-based Web Application Firewalls, while widely
deployed, suffer from fundamental limitations including inability to detect novel attacks,

vulnerability to obfuscation, high false positive/negative rates, and lack of adaptability.

The research validates that artificial intelligence and machine learning can provide effective,
efficient, and adaptive web application security, addressing the critical need for systems capable
of detecting both known and novel attack variants in real-time. As cyber threats continue to
evolve, machine learning-based approaches offer the adaptability and generalization capabilities

necessary to protect modern web applications.

The contributions of this research extend beyond academic knowledge to provide immediate

practical value for organizations seeking to enhance their security posture, reduce costs, and
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comply with regulatory requirements. By demonstrating the feasibility of deploying intelligent,
adaptive security systems in production environments, this work advances the field toward more
robust, proactive defense mechanisms capable of meeting the challenges of contemporary and

future threat landscapes.

Future research building on this foundation can further enhance detection capabilities through
multi-dataset validation, adversarial robustness assessment, multi-class classification, and
integration of advanced explainable Al techniques, continuing the evolution toward increasingly

intelligent and effective web application security systems.
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APPENDIX

Model Training Process And Result

[STEP 1] Loading Dataset...

; Dataset Toaded successfully!
Shape: (30919, 2)

Columns: ["Query’, 'Label’']

First 3 rows:

Query Label

0 "or pg_slieep ([ _TIME__ 3 --
1 create user name identified by passl123 tempora... ¥
2 AND 1 = utl_inaddr.get_host_address [

+ Query column: "Query’
+ Label column: ‘Label’

@ Dataset Statistics:
Total samples: 30,919
Missing values: O
Duplicate rows: 12

@ Class Distribution:
Benign (0): 19,537 (63.2%)
Malicious (1): 11,382 (36.8%)

W Query Length Statistics:
Mean: 68.9 characters
Median: 48.0 characters
Min: 1 characters
Max: 5370 characters

[STEP 3] Data Preprocessing

¢ Removed 14 duplicate rows

+ Removed rows with missing values

4 Final dataset size: 30,905 samples
; Converted queries to lowercase

+ Features (X): 30,905 queries
¢ Labels (v): 30,905 labels

[STEP 4] Splitting Dataset (70% Train / 15%

/ Training set: 21,633 samples (70.0%)

+ Validation set: 4,636 samples (15.0%)

s Test set: 4,636 samples (15.0%)

w Class distribution:
Train - Benign: 13669, Malicious: 7964
Val - Benign: 2929, Malicious: 1707
Test - Benign: 2929, Malicious: 1707




[STEF 5] Feature Extraction using TF-IDF

4 Fitting TF-IDF vectorizer on training data only...
¢ TF-IDF transformation complete!

Vocabulary size: 3,000 terms

Train shape: (21633, 3000)

Val shape: (4636, 3000)

Test shape: (4636, 3000)

Hyperparameter grid:
n_estimators: [100, 200]
max_depth: [3, 5, 7]
learning_rate: [0.01, 0.1]
subsample: [0.8, 1.0]
colsample_bytree: [0.8, 1.0]

Performing grid search (this may take a few minutes)...
Best parameters found:

colsample_bytree: 0.8

learning_rate: 0.1

max_depth: 5

n_estimators: 200

subsample: 1.0

+ Validation Fl-Score: 0.9956
[STEF 7] Training Random Forest with Hyperparameter Tuning

Hyperparameter grid:
n_estimators: [50, 100, 2
max_depth: [10, 20, None]
min_samples_split: [2, §
min_samples_leaf: [1, 2]
class_weight: ['balanced’, None]

¢ Performing agrid search...
Best parameters found:
class_weight: balanced
max_depth: Mone
min_samples_leaf: 1
min_samples_split: 2
n_estimators: 200

¢ Validation Fl-Score: 0.9962
[STEF 8] Training 5WM with Hyperparameter Tuning

¢ Hyperparameter grid:
C: [0.1, 1.0, 10.0]
class_weight: ['balanced’, None]
max_iter: [1000, 2000]

+ Performing grid search...
Best parameters found:
C: 10.0
class_weight: None
max_iter: 1000

+ Validation Fl-Score: 0.9956
¢ Calibrating 5w for probability predictions...
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