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ABSTRACT

The growing incidence of zoonotic diseases and other health risks underscores
the pressing necessity for integrated surveillance systems that connect the
sectors of human, animal, and environmental health. This initiative centers on
the creation and deployment of a Stakeholder Portal for a Digital One Health
Surveillance System, which aims to improve real-time data exchange,
collaboration across sectors, and informed decision-making. The portal is built
using React for the frontend and Python for its backend functionalities, and it
features an Al-driven chatbot powered by the Gemini API to enable automatic
responses and stakeholder interaction. Notable attributes include secure user
authentication with role-based access, engaging data visualization dashboards,
and management of real-time surveillance data. Health personnel have unique
access to enhanced dashboard features, while general users can interact with
publicly available information. The system guarantees data privacy and security
by adhering to global standards, offering a scalable, user-friendly platform that
can be customized to fit various healthcare settings. This effort plays a crucial
role in bolstering public health resilience by promoting effective communication
and proactive measures against emerging health threats within the One Health

approach.
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CHAPTER ONE

INTRODUCTION

1.1  Background of the Study

The One Health approach emphasizes the interconnectedness of human, animal,
and environmental health, advocating for a collaborative, multi-sectoral
framework to address global health threats. This approach has become
increasingly significant due to the rise of zoonotic diseases, antimicrobial
resistance, and environmental challenges that transcend national and sectoral
boundaries. The COVID-19 pandemic, for instance, exposed the vulnerabilities
in global health surveillance systems, underlining the urgent need for integrated,
real-time data-sharing mechanisms that facilitate coordinated responses across

sectors.

In sub-Saharan Africa, health surveillance systems face unique challenges,
including fragmented data flows, limited stakeholder engagement, and
inadequate interoperability between human, animal, and environmental health
sectors. This fragmentation often results in delayed detection of health threats,
inefficient resource allocation, and poor coordination during public health
emergencies. Digital One Health surveillance systems, particularly those
supported by stakeholder portals, offer a transformative solution by enabling
real-time data integration, multi-sectoral collaboration, and evidence-based

decision-making.



Stakeholder portals serve as centralized platforms for data collection, analysis,
and dissemination, fostering collaboration among diverse groups such as
healthcare professionals, veterinarians, environmental scientists, policymakers,
and community stakeholders. By enhancing data visibility and promoting cross-
sectoral communication, these portals play a critical role in strengthening health
systems' resilience, improving early disease detection, and facilitating rapid

outbreak responses.

Several studies have demonstrated the effectiveness of stakeholder portals in
enhancing One Health surveillance. The PREDICT Project supported by USAID
has shown how real-time data-sharing platforms can improve zoonotic disease
detection and outbreak preparedness through cross-sector collaboration (Nielsen
et al., 2024). Similarly, the Global Early Warning System (GLEWS), a joint
initiative by WHO, FAQ, and OIE, has been instrumental in integrating human,
animal, and environmental health data to detect and respond to zoonotic

outbreaks such as avian influenza (Hooker et al., 2024).

Moreover, the Integrated Disease Surveillance and Response (IDSR) strategy
implemented by WHO in Africa has improved early detection and reporting of
infectious diseases, although gaps in data integration and stakeholder
engagement persist (Daigavhane & Gundewar, 2024). The EcoHealth Alliance's
Predictive Surveillance System has demonstrated the potential of artificial
intelligence in predicting zoonotic disease outbreaks, showcasing how
automation can enhance surveillance efficiency (Graham et al., 2025).
Additionally, the One Health Workforce Project (OHW) has highlighted the

importance of capacity building and knowledge sharing through digital



platforms, emphasizing the role of stakeholder portals in fostering cross-sectoral

collaboration (Merkow et al., 2025).

These initiatives underscore the critical role of stakeholder portals in
strengthening One Health surveillance systems. However, challenges related to
data privacy, system interoperability, stakeholder inclusivity, and adaptability to
low-resource settings remain significant barriers to their effective
implementation, particularly in sub-Saharan Africa. This project aims to address
these gaps by designing and implementing a secure, automated stakeholder
portal that leverages modern technologies—React for dynamic front-end
development, Python for robust back-end functionalities, and Figma for intuitive
UI/UX design. By integrating automation, real-time data analytics, and secure
data-sharing protocols, the system will enhance disease detection, outbreak

response, and health governance in sub-Saharan Africa.

1.2 Statement of the Problem

While the One Health framework has been widely acknowledged as a
comprehensive approach to health security, its practical implementation faces
significant barriers in sub-Saharan Africa. Existing health information systems,
such as DHIS2 (District Health Information System 2) and HMIS (Health
Management Information System), operate in silos, limiting cross-sector data
interoperability. This fragmentation results in delayed detection of health threats,

inefficient resource allocation, and poor inter-agency coordination.



Key challenges include:

i) Limited Stakeholder Engagement: Many surveillance systems exclude
critical stakeholders, particularly from environmental and community health

sectors.

i) Data Privacy and Security Concerns: The absence of standardized data
protection frameworks undermines trust and restricts information sharing across

sectors.

iii) Technological Barriers: Systems are often not tailored to low-resource
settings, lacking the flexibility to accommodate both high-tech and low-tech

environments.

iv) Inadequate Automation: Heavy reliance on manual data entry slows down

surveillance processes, affecting the timeliness of public health responses.

These challenges necessitate the development of an intelligent, secure, and user-
centric stakeholder portal that fosters collaboration, enhances data integration,
and strengthens the overall resilience of One Health surveillance systems in the

region.

1.3 Aim and Objectives of the Study

The aim of this project is to design and implement a secure, automated
stakeholder portal for a Digital One Health Surveillance System that facilitates
real-time data sharing, stakeholder engagement, and integrated health

surveillance in sub-Saharan Africa.

The following objectives will be pursued in order to fulfill this aim:



1)

2)

3)

4)

To develop a community driven live portal for stakeholders.

To identify requirements for automating OH surveillance stakeholder portal in
Sub-saharan Africa.

To develop a data privacy and security framework

To develop a system architecture for seamless automation of the OH portal.

1.4 Scope of Study

This study focuses on the development of a stakeholder portal tailored for One
Health surveillance in sub-Saharan Africa. The portal is designed to facilitate
basic interactions between stakeholders, emphasizing seamless communication,
real-time information sharing, and secure access to One Health-related data. The
core functionalities include user authentication to ensure that only authorized
stakeholders can access sensitive information, interactive features that support
live discussions and collaboration across sectors (human, animal, and
environmental health), and a centralized interface for viewing critical health
information. A key focus of the study is on data privacy and security, with
robust protocols in place to protect sensitive health data and ensure compliance
with international data protection standards. The portal is also designed for
efficiency and adaptability, functioning effectively in both high-resource and
low-resource settings. Its simple yet scalable architecture supports smooth
integration with existing health systems, ensuring a secure, user-friendly

platform that strengthens stakeholder engagement in One Health surveillance.



1.5  Relevance of Study

The relevance of this study lies in its enhancement of One Health surveillance
by facilitating real-time information sharing and encouraging effective
collaboration among stakeholders in human, animal, and environmental health.
It aims to address existing coordination gaps, especially in sub-Saharan Africa,
improving the ability to quickly identify and respond to health threats.
Additionally, the portal emphasizes data privacy and security through effective
authentication protocols, promoting trust among stakeholders and ensuring safe
data management. Its design is specifically tailored for low-resource settings (as
anyone has easy access to a web app at any time), making it a holistic approach
to strengthening health systems and supporting meaningful public health
initiatives.
1.6 Outline of Thesis

Chapter 2 offers a thorough literature review, delving into key theoretical
concepts and analyzing previous works pertaining to the development of one-
health portals. Chapter 3 details the methodology employed for this research,
outlining the systematic approach taken to develop this portal, as well as the
tools utilized. Chapter 4 presents the findings obtained from the testing phase,
along with a thorough discussion of the results, comparing the responsiveness,
automation and effectiveness of the Digital OH Portals compared to the
traditional existing ones. Finally, Chapter 5 offers the conclusion made after
carrying out the research, summarizing the key discoveries and providing
insights which will help guide future research aimed at enhancing digital one

health tool s and methodologies.



CHAPTER TWO

LITERATURE REVIEW

2.1 Introduction

The One Health approach recognizes the interconnectedness of human, animal,
and environmental health, emphasizing the need for integrated surveillance
systems to manage emerging health threats effectively. With the increasing
frequency of zoonotic outbreaks, such as Ebola and COVID-19, the demand for
digital platforms that enhance stakeholder collaboration and real-time
information sharing has become critical. This literature review explores existing
research on One Health surveillance systems, stakeholder portals, and digital
health information-sharing platforms, focusing on their design, implementation,

and challenges related to data privacy, security, and stakeholder interaction.

2.1.1 One Health Surveillance Systems

One Health surveillance systems aim to integrate data across sectors to detect,
prevent, and respond to public health threats efficiently. Nielsen et al. (2024)
highlighted the importance of real-time health campaign information in
improving surveillance outcomes, particularly in resource-limited settings like
Guinea-Bissau and Bangladesh. Their study demonstrated how digital platforms

could streamline data collection and enhance health intervention efficiency.

Similarly, the PREDICT Project (USAID, 2020) showcased the effectiveness of

integrated surveillance systems in identifying zoonotic diseases. The project’s



digital portal facilitated cross-sectoral collaboration, enabling early detection of
potential outbreaks. Graham et al. (2025) further emphasized the significance of
health system transformations across sub-Saharan Africa, underscoring the role

of digital platforms in enhancing stakeholder engagement and data sharing.

2.2  Stakeholder Portals in Health Systems

Stakeholder portals are critical components of modern health surveillance
systems, enabling seamless communication and data exchange among diverse
stakeholders. Hooker et al. (2024) explored incident reporting and data
monitoring systems in public health, illustrating how interactive portals can
improve stakeholder participation and decision-making processes. Their research
highlighted the value of user-friendly interfaces and real-time data access in

fostering cross-sectoral collaboration.

The One Health Workforce Project (OHW) demonstrated the impact of digital
platforms in connecting professionals from different health sectors, facilitating
knowledge sharing, and building surveillance capacity. Rawstorn et al. (2025)
investigated stakeholder perceptions regarding health portals, identifying factors
such as ease of use, security, and system adaptability as critical for successful

implementation.

2.2.1 Data Privacy and Security in Digital Health Systems
Data privacy and security are paramount in health information systems,
especially when handling sensitive health data. Merkow et al. (2025) provided a

comprehensive guide on managing patient-generated data, emphasizing the need



for robust data protection protocols to maintain user trust. Their study
highlighted best practices for ensuring data confidentiality, integrity, and

availability in digital health systems.

Anand et al. (2024) proposed a decentralized framework for secure medical data
sharing, leveraging blockchain technology to enhance data privacy. Their
research demonstrated how decentralized architectures could mitigate security

risks and promote transparency in health information management.

2.3. Challenges in One Health Digital Platforms

Despite the potential benefits of digital health platforms, several challenges
persist, particularly in low-resource settings. Daigavhane & Gundewar (2024)
identified interoperability issues as a significant barrier to effective data
integration, emphasizing the need for standardized data formats and protocols.
Limited internet connectivity and technological infrastructure further complicate

system implementation in remote areas.

Habl & Weiss (2024) discussed the role of rapid information exchange forums
in public health, highlighting the challenges of maintaining data quality and
consistency during emergencies. Their study stressed the importance of real-
time data validation and stakeholder coordination to ensure accurate and timely

health information dissemination.



2.3.1 Summary of Gaps in Literature

While existing studies provide valuable insights into the design and

implementation of One Health surveillance systems, gaps remain in addressing:

i) Seamless stakeholder interaction for real-time data sharing and decision-

making.

1) Robust data privacy frameworks tailored to the unique challenges of sub-

Saharan Africa.

iii) User-centered design approaches that enhance system usability and

stakeholder engagement.

iv) Adaptability to low-resource settings, ensuring system functionality despite

infrastructural limitations.

This study seeks to bridge these gaps by developing a secure, user-friendly
stakeholder portal that facilitates real-time information sharing, enhances
stakeholder collaboration, and ensures data privacy, particularly in resource-

constrained environments.
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CHAPTER THREE

METHODOLOGY

3.1 Introduction

This outlines the methodology employed in the design and implementation of
the stakeholder portal for a Digital One Health Surveillance System. The system
aims to provide secure, seamless interaction among stakeholders, real-time
information sharing, and robust data privacy. It incorporates advanced
technologies, including a live chat feature powered by the DeepSeek API, to
enhance real-time collaboration and automation. It also includes a dashboard for
visualization of data by stakeholders. This section details the technologies used,
their rationale, the system architecture, and the user journey to ensure a

comprehensive understanding of the system’s development process.

3.2 System Development Approach

The project adopts the Agile Software Development Methodology due to its
iterative, flexible nature, which supports continuous feedback, rapid prototyping,
and progressive feature integration. This approach enables the system to evolve
based on stakeholder requirements, ensuring that new features like the live chat

functionality are seamlessly integrated.

11
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Figure 3.1 Agile Methodology Illustration

3.2.1 Sprint Planning

Each sprint focused on specific modules, such as user authentication, live chat

integration, and data privacy features.

3.2.2 lterative Development

Regular updates and refinements were made based on stakeholder feedback.
3.2.3 Continuous Deployment

Frequent releases allowed for quick identification of issues and prompt

resolutions.

3.3  Technologies Used and Rationale

The system leverages a combination of modern technologies to achieve

efficiency, scalability, security, and real-time communication:

12



3.3.1 Frontend Development — React

React is a powerful JavaScript library designed for building dynamic, responsive
user interfaces. Its component-based architecture allows for reusable Ul
components, making development faster and more efficient. It was utilized
amongst other frameworks because of its virtual Document Object Model
(DOM) for improved performance, easy state management with hooks, and its
high flexibility for integrating third-party APIs, such as the DeepSeek API for

live chat and existing OH models.

3.3.2 Backend Development — Python (Flask)

Python offers simplicity, readability, and robust libraries, making it perfect for
rapid development. Frameworks like Django and Flask provide secure, scalable,
and maintainable server-side architecture. It offers built-in security features to
protect against common vulnerabilities (e.g., CSRF, XSS), RESTful API support
for seamless integration with frontend components and external APIs, and

efficient data processing capabilities.

3.3.3 Live Chat Integration — DeepSeek API

DeepSeek API enables real-time communication, powered by advanced Al-
driven natural language processing, enabling user interaction. This feature
facilitates stakeholder collaboration and interaction through instant messaging,
automated responses, and data-driven insights. Its key features include real-time
messaging with low latency, Al-driven automated replies for faster stakeholder

support, and easy integration with React for smooth user experiences.

13



&deepseek

Figure 3.2 Deepseek Logo
3.3.4 UI/UX Design — Figma

Figma is a collaborative design tool that enables real-time prototyping,
wireframing, and UI/UX design. It facilitates teamwork and allows stakeholders
to review design progress in real-time. Figma is cloud-based hence, it makes
provision for easy access and collaboration. It has an intuitive interface for rapid
prototyping and testing. It also has responsive design capabilities for mobile and

desktop platforms.

'Figma

Figure 3.3 Figma Logo
3.3.5 Database — PostgreSQL

PostgreSQL is a powerful, open-source relational database system known for its
reliability, security, and scalability. Its major features include; strong data
integrity and ACID compliance, support for complex queries and data analysis,

robust security features, including encryption and role-based access control.

14



3.3.6 Authentication and Security — JWT & OAuth 2.0

JSON Web Tokens (JWT) combined with OAuth 2.0 ensure secure, stateless
user authentication and authorization, making the system resilient to
unauthorized access. They provide token-based authentication for secure API
communication, scalability in managing user sessions across devices, and strong

encryption for data protection during authentication.

3.3.7 Deployment — Render and Vercel

Docker enables containerization, ensuring consistent performance across
different environments. Cloud platforms like AWS or Azure provide scalable
infrastructure with high availability. Her, there is simplified deployment through
containerization, auto-scaling capabilities for handling increased user load, and

enhanced security through cloud-based firewalls and data encryption.

3.4  System Architecture

The system follows a microservices-based architecture. A microservices
architecture is a modern software design approach that structures applications as
a collection of independent, loosely coupled services, each focused on a specific
capability. It allows for independent deployment and scaling, enhancing
modularity and flexibility. The key advantages include improved development
speed, enhanced fault isolation, and technology diversity, as teams can work on

different services simultaneously and choose varied technologies based on their

15



needs. The components of the architecture used for this system are described

below.

3.4.1 Presentation Layer (Frontend)

The presentation layer was built using React and integrated seamlessly with the
DeepSeek API to enable live chat functionality. It featured user-friendly
dashboards, real-time notifications, and interactive forms designed to enhance
the experience for stakeholders, ensuring they have access to essential

information and tools in an engaging manner.

3.4.2 Application Layer (Backend)

The backend, was developed using Python with Django and Flask, effectively
handling API requests, logic, and real-time communication protocols. It
managed user authentication, data processing, and interactions with the
DeepSeek API, ensuring a robust and efficient system for handling core

functionalities.

3.4.3 Data Layer

It uses PostgreSQL for data storage, with encryption to ensure data privacy, and

includes audit logs for monitoring user activities and ensuring data integrity.

3.4.4 API Integration

I made use of DeepSeek API for real-time chat, and RESTful APIs for data

exchange between the frontend and backend.

16



3.5 System Requirements

The system requirements are divided into functional and non-functional
categories to cover both user-related features and system performance

expectations.

3.5.1 Functional Requirements

These define the core features that the system must support to fulfill its purpose.

Table 3.1: Functional Requirement Specifications

ID Requirement Description Priority
FR-01 User Registration | Only registered High
& Authentication | health workers
can access the
dashboard
through secure
login.
FR-02 Role-Based Different user High
Access Control roles (admin,
(RBAC) health worker,
moderator) with
specific
permissions.
FR-03 Dashboard Registered users High
Access can view health
data, reports, and
notifications.
FR-04 Information Users can submit, High
Sharing update, and share
health
surveillance data.
FR-05 Live Chat Real-time High
Integration messaging
(DeepSeek API) | between

17




stakeholders with
Al-powered
automated
responses.

FR-06

User Profile
Management

Users can update
personal
information and
manage security
settings like
password
changes.

Medium

FR-07

Notifications &
Alerts

Real-time alerts
for new
messages, health
reports, or
security events.

Medium

FR-08

Data Encryption

All sensitive data
must be
encrypted both in

transit and at rest.

High

FR-09

Session
Management

Automatic
session timeout
after inactivity to
enhance security.

Medium

FR-10

Audit Logging

Track user
activities
for security
auditing and
compliance.

Medium

18




3.5.2 Non-functional Requirements

These requirements focus on the system’s performance, security, scalability, and

usability.

Table 3.2: Non-Functional Requirement Specifications

ID Requirement Description Priority
NFR-01 | Security Ensure data High
privacy with
encryption

protocols, secure
API access, and
two-factor
authentication.

NFR-02 Usability The user interface High
should be
intuitive,
responsive, and
accessible on
both desktop and
mobile.

NFR-03 Performance The system Medium
should support
real-time data
updates with
minimal latency,
especially for live
chat..

NFR-04 The architecture High
should support
growth in user
base without
performance
degradation.

Scalability

NFR-05 | Availability The system High
should maintain
at least 99%

uptime to ensure

19



continuous
accessibility.

NFR-06

Maintainability

The system
should be easy to
update and
maintain, with
modular code
structure.

Medium

NFR-07

Compatibility

The application
should work
seamlessly across
modern browsers
and devices.

Medium

NFR-08

Data Backup &
Recovery

Implement
automated data
backup strategies
to prevent data
loss.

Medium

NFR-09

Compliance

The system must
comply with data
protection
regulations.

High

NFR-10

Localization

The system
should support
multiple
languages if
needed in
future
expansions.

Low

20




CHAPTER FOUR

RESULT AND DISCUSSION

4.1 Introduction

This chapter presents the implementation, testing, and evaluation of the
stakeholder portal for the Digital One Health Surveillance System. The system
was developed to facilitate secure and seamless interaction among stakeholders
in human, animal, and environmental health sectors, focusing on real-time
information sharing, user authentication, and live chat functionality powered by
the DeepSeek API. This chapter details the development process, system
functionalities, user interfaces, and the results from various system tests to

evaluate performance, security, and usability.

4.2  System Implementation

The system was implemented following the Agile development methodology,
allowing for iterative development, continuous integration, and feedback-driven
enhancements. The implementation process included frontend development,

backend integration, APl implementation, and deployment.

Table 4.1: Development Environment

Tool/Technology Purpose Configuration/Version

React Frontend development React v18

21



Python (Flask) Backend API development | Python 3.10, Flask 2.2

PostgreSQL Database management PostgreSQL 14

Figma Ul/UX design Cloud-based design

environment

DeepSeek API Real-time chat integration | APIv2.1

Docker Containerization & | Docker Engine 20.10
deployment

AWS Cloud hosting & | EC2, S3, RDS
deployment

GitHub Version control GitHub repositories

4.2.2 System Modules

The stakeholder portal for the Digital One Health Surveillance System is
composed of several integrated modules designed to provide a seamless, secure,
and efficient user experience. At the core of the system is the User

Authentication Module, which plays a critical role in ensuring that only

22



registered health workers can access sensitive features, such as the dashboard
and information-sharing tools. This module implements a combination of JWT
(JSON Web Token) and OAuth 2.0 protocols to secure session management and
authenticate users efficiently. The authentication process is fortified with Two-
Factor Authentication (2FA) to add an extra layer of security, safeguarding user
credentials and protecting against unauthorized access attempts.

Once authenticated, users gain access to the Dashboard Module, a personalized
environment that provides real-time access to critical health data, surveillance
reports, and system notifications. The dashboard is designed to be dynamic and
role-specific, meaning that the data displayed is tailored based on the user’s
role—whether an administrator, health worker, or policymaker. This ensures
that stakeholders receive relevant, actionable information that supports quick
decision-making during public health emergencies. The dashboard integrates
smoothly with other modules, allowing users to navigate effortlessly between
different functionalities such as reporting tools and real-time communication

features.
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Dashboard.jsx - onehealth-client - Visual Studio Code

Figure 4.1: Dashboard Module

A key feature of the portal is the Information Sharing Module, which facilitates
the creation, submission, and management of health surveillance reports. This
module allows stakeholders to upload documents, submit health-related data,
and tag reports according to specific categories within the One Health
framework, including human, animal, and environmental health sectors. It
supports document validation to ensure that uploaded files meet system
requirements and adhere to data integrity protocols. This module enhances
collaboration by enabling stakeholders to easily disseminate information,
monitor disease outbreaks, and track trends over time.

To foster real-time collaboration, the portal integrates the Live Chat Module,
powered by the DeepSeek API. This module enables stakeholders to engage in
instant messaging, supporting both one-on-one conversations and group
discussions. The live chat feature not only facilitates quick information

exchange but also incorporates Al-driven automated responses to common
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queries, significantly improving response times and reducing communication
bottlenecks. This real-time interaction is crucial during health emergencies,
where rapid coordination between stakeholders can mean the difference between

containment and widespread outbreak.

Finally, the Security Module serves as the backbone of the system’s defense
mechanisms. This module ensures the confidentiality, integrity, and availability
of data within the portal. It incorporates advanced security features such as end-
to-end encryption for data both at rest and in transit, regular security audits, and
detailed audit logging to track user activities for compliance and forensic
analysis. In addition, the system employs strong data protection measures, such
as secure password hashing, role-based access control (RBAC), and proactive

monitoring of potential security breaches.

Together, these modules form a robust, scalable, and secure ecosystem that
supports the core objectives of the One Health initiative—fostering cross-sector
collaboration, improving health data management, and enhancing rapid response

capabilities to emerging health threats.

4.3  System Interface Design

The System Interface Design of the stakeholder portal for the Digital One Health
Surveillance System was meticulously crafted to ensure a user-friendly,

intuitive, and secure environment that supports seamless interactions among
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stakeholders across human, animal, and environmental health sectors. The
design process prioritized usability, accessibility, and responsiveness, ensuring
the system performs efficiently across different devices and platforms, including
desktops, tablets, and smartphones. The user interface (Ul) was initially
prototyped using Figma, allowing for real-time collaboration during the design
phase and enabling quick adjustments based on stakeholder feedback. This
design-first approach ensured that both technical requirements and user

preferences were incorporated into the final product.

At the entry point of the portal is the User Registration and Login Interface,
which serves as the gateway to the system’s functionalities. This interface was
designed with simplicity and security in mind. The registration process is
streamlined, requiring essential information while incorporating verification
steps to ensure that only legitimate health workers gain access. Two-Factor
Authentication (2FA) was integrated into the login process, adding an extra
layer of security to protect user accounts from unauthorized access. Input
validation features are embedded within the forms to prevent common
vulnerabilities such as SQL injection and cross-site scripting (XSS) attacks. The
design includes clear feedback messages to guide users through errors or

incomplete fields, improving the overall user experience.
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Figure 4.2: Login Page

Upon successful login, users are directed to the Dashboard Interface, which
serves as the central hub for accessing One Health-related information. The
dashboard is designed with a clean, minimalist layout that reduces cognitive
load while presenting critical information effectively. It features interactive data
visualization tools such as charts, graphs, and status cards that display real-time
surveillance data, outbreak reports, and system notifications. Navigation is
streamlined through intuitive menus and quick-access buttons that allow users to
move effortlessly between modules such as Information Sharing and Live Chat.
The dashboard layout dynamically adjusts based on the user’s role within the
system, ensuring that administrators, health workers, and policymakers have

personalized views tailored to their specific needs and responsibilities.

The Information Sharing Interface is another key component, enabling
stakeholders to submit, manage, and disseminate health-related reports. This

interface supports the uploading of various file formats with built-in validation
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checks to ensure data consistency and security. The form design is intuitive,
with dropdown menus, tagging features, and auto-complete functions that
simplify the reporting process. Users can categorize information based on health
sectors (human, animal, environmental) and add metadata to enhance data
retrieval and analysis. The interface also includes filtering and search
functionalities, allowing stakeholders to quickly access historical data, track

disease trends, and monitor ongoing health interventions.

A standout feature of the portal is the Live Chat Interface, powered by the
DeepSeek API, which facilitates real-time communication among stakeholders.
The chat interface is designed to be familiar, resembling popular messaging
platforms to reduce the learning curve for new users. It supports individual
chats, group discussions, and even Al-driven automated responses to frequently
asked questions, improving response times during critical situations. The chat
window is integrated with real-time notifications, ensuring that users are
promptly alerted to new messages. Additionally, the interface supports the
sharing of multimedia content, such as images and documents, to enhance
collaborative discussions, particularly during outbreak investigations or health

emergencies.

To further support user autonomy and data protection, the portal includes a
dedicated Security and Privacy Settings Interface. This section allows users to
manage their profiles, update passwords, configure 2FA settings, and review

account activity logs. The design emphasizes transparency, enabling users to
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control their privacy preferences and understand how their data is being used
within the system. Security prompts and alerts are integrated into the interface to
notify users of suspicious activities, potential security risks, or system updates

related to data protection protocols.
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Figure 4.3: The Homepage

The system interface design of the stakeholder portal embodies the principles of
clarity, efficiency, and security. By leveraging modern design tools and
methodologies, the portal provides an engaging, responsive, and secure
environment that supports the core objectives of the One Health initiative—
facilitating cross-sector collaboration, enhancing data-driven decision-making,

and improving public health outcomes.

4.4  System Testing

Testing was conducted to ensure system reliability, performance, and security.
The testing phase involved unit testing, integration testing, system testing, and

security testing.

29



4.4.1 Testing Types and Methodology

Table 4.2: Testing Types and Methodology

Test Type

Description

Tools Used

Unit Testing

Tested individual modules
(authentication, dashboard,
chat).

PyTest,
Library

React Testing

Integration
Testing

Verified interaction between
frontend, backend (Flask),
and APls.

Postman, Insomnia

System Testing

End-to-end testingto ensure
the system meets functional
requirements.

Selenium

Security Testing

Checked for wvulnerabilities
like SQL injection, XSS,
CSRF.

OWASP ZAP,

Suite

Burp

Performance
Testing

Assessed
responsiveness and
handling capacity.

system
load-

JMeter

Usability Testing

Gathered feedback from
health workers to improve
UX.

User interviews, surveys

4.4.2 Test Scenarios and Results

Table 4.3: Test Scenerios and Results

Test Case Test Expected Actual Status
Description Result Result

TC-01: Verify if new | User  account | Passed i

User users can | created

Registration

register with

valid data.

successfully.
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TC-02: Test login with | Access denied | Passed
Authentication invalid with error
Security credentials. message.
TC-03: Ensure only | Access granted | Passed
Dashboard registered to  authorized
Access Control | health workers | users only.

access the

dashboard.
TC-04: Test if sensitive | Data encrypted | Passed
Data Encryption | data IS | using AES-256.

encrypted in the

database.
TC-05: Test real-time | Messages Passed
Live Chat | messaging delivered
Functionality using DeepSeek | instantly

API. without delay.
TC-06: Check if | Session expires | Passed
Session Timeout | inactive after set

sessions are | inactivity

logged out | period.

automatically.
TC-07: Upload Error message | Passed
File Upload | unsupported file | displayed  for
Validation formats. unsupported

formats.

TC-08: Simulate 500 | System handles | Passed
Load Testing concurrent load without

users. crashing.
TC-09: Attempt Request Passed
API Security | unauthorized blocked  with
Test API access. authentication

error.

TC-10: Attempt  SQL | Input sanitized, | Passed
SQL Injection | injection in | no unauthorized
Test login form. access.
4.5 Performance Evaluation

The system was evaluated based on response time, throughput, and resource

utilization.

31




Table 4.4: Performance Evaluation

Metric Expected Performance Actual Performance
Response Time Less than 2 seconds 1.2 seconds

Chat Latency Less than 500 milliseconds | 350 milliseconds
API Response Time | Less than 1 second 700 milliseconds
Uptime Availability | 99% 99.5%

Database Query | <100 ms for optimized | 85 ms

Speed queries

4.6  Challenges Encountered

1) API Integration Challenges:

Initial difficulties integrating the DeepSeek API with Flask for real-time data
synchronization.

Solution: Optimized WebSocket handling for smoother communication.

i) Session Management Complexity:

Managing secure session handling in Flask required advanced configurations.
Solution: Implemented secure cookie-based sessions with token expiration

logic.

iii) Performance Bottlenecks:

Encountered slow response times during high concurrent user load.
Solution: Optimized database queries, enabled server-side caching, and load-

balanced API requests.

32




4.7 Summary

This chapter detailed the implementation process, system modules, user
interface designs, and comprehensive testing results for the One Health
stakeholder portal. The integration of technologies like React, Python (Flask),
PostgreSQL, and the DeepSeek API enabled real-time communication, secure
data management, and seamless stakeholder interactions. The system
successfully met its performance, usability, and security requirements,

confirming its readiness for deployment.
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CHAPTER FIVE

CONCLUSION AND RECOMMENDATIONS

5.1 Conclusion

The development of the Stakeholder Portal for the Digital One Health
Surveillance System has demonstrated a practical approach to enhancing health
surveillance through digital innovation. This project aimed to bridge the
communication gap between key stakeholders in human, animal, and
environmental health sectors within sub-Saharan Africa. By incorporating
essential features such as secure user authentication, real-time information
sharing, and live chat functionality powered by the DeepSeek API, the portal
effectively supports timely decision-making, rapid response to health
emergencies, and efficient stakeholder collaboration.

The system’s architecture, designed using React for frontend development and
Python (Flask) for backend operations, along with PostgreSQL for secure data
management, provided a robust, scalable, and efficient framework. The
implementation of role-based access control (RBAC) and two-factor
authentication (2FA) ensured that sensitive health data remained secure while
allowing authorized users to access relevant information seamlessly.
Furthermore, the system was thoroughly tested to validate its functionality,
performance, and security. The positive outcomes from unit testing, integration
testing, and security assessments confirmed the system’s reliability and

resilience in real-world scenarios.
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In summary, this project not only fulfilledits objectives but also highlighted the
transformative potential of digital health technologies in strengthening One
Health surveillance systems. The portal offers a sustainable solution for
enhancing health data management, promoting cross-sector collaboration, and

supporting proactive responses to public health threats.

5.2 Recommendations

Based on the findings from the development and implementation of the
stakeholder portal, the following recommendations are proposed to ensure the

system’s continuous improvement and sustainability:

Integration with National Health Information Systems:

To enhance data interoperability, the portal should be integrated with existing
health information systems such as DHIS2 to facilitate seamless data exchange

between national and regional health authorities.

Continuous Security Monitoring:

Implement real-time security monitoring tools to detect and mitigate potential
cyber threats. Regular penetration testing and security audits should be

conducted to maintain data integrity and system security.

Mobile Application Development:

Developing a mobile application with offline capabilities will increase
accessibility, especially in remote areas with limited internet connectivity,

ensuring that health workers can still record and access critical data.
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. Advanced User Training Programs:

Provide continuous training and capacity-building workshops for stakeholders to
improve system usability. This should include training materials, user

manuals, and technical support channels to assist users effectively.
Feedback-Driven System Updates:

Establish mechanisms for collecting user feedback regularly. Insights from
stakeholders will help identify areas for improvement, guide feature

enhancements, and foster a sense of ownership among users.
Expansion of Real-Time Features:

Beyond the current live chat functionality, future updates could include real-
time dashboards with geospatial mapping for tracking disease outbreaks and

monitoring health trends.
Regular System Maintenance and Updates:

Ensure the portal’s infrastructure is regularly updated to support new features,

improve performance, and maintain compatibility with emerging technologies.
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APPENDIX

//Home page

import React from "react™;

import Footer from "./Footer";

import Header from "./Header";

import StatsSection from "./landing/StatsSection™;

import ServiceSection from "./landing/ServiceSection™;

import QuickConsult from "./landing/QuickConsult";

import ArticleSection from "./landing/ArticleSection";

const Home = () => {

return (

<div className="font-sans text-gray-900">

<Header />

<header className="relative w-full h-[80vh] bg-cover bg-center flex items-
center  justify-start  text-white  px-10"  style={{  backgroundimage:

"url(‘/assets/landing.png’)" }}>
<div className="text-left max-w-2xI space-y-6">

<h1 className="text-5xI font-bold leading-[1.15] tracking-tight">
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Integrated Health Surveillance for a <span className="italic font-

semibold">Safer</span> World

</h1>

<a href="/signup"” className="no-underline">

<pbutton className="mt-6 px-6 py-3 bg-[#1BA9B5] hover:bg-

[#178D97] text-white font-semibold rounded-Ig flex items-center gap-2">

Get Started Now

<img src="/assets/tail-right.png" alt="Arrow" className="w-5 h-5"

/>

</button>

<la>

<p className="mt-4 text-1g">

The One Health approach is a collaborative, multisectoral, and
transdisciplinary strategy that recognizes the interconnection between human

health, animal health, and environmental health.

</p>

</div>

</header>
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{/* Stats Section */}

<StatsSection />

{/* Services Section */}

<ServiceSection />

{/* Why Choose Us Section */}

<section className="py-16 px-8 bg-white text-center">

<h2 className="text-3xl font-semibold text-gray-800">Why Choose

Us?</h2>

<p className="mt-2 text-gray-600">We provide Al-powered, real-time

health monitoring solutions.</p>

<div className="flex flex-wrap justify-center gap-6 mt-8">

<div className="bg-gray-100 p-6 rounded-lg shadow-md w-80">

<h3 className="text-x|I font-semibold text-teal-600">Comprehensive

Monitoring</h3>

<p className="mt-2 text-gray-600">Real-time tracking of global health

trends.</p>
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</div>

<div className="bg-gray-100 p-6 rounded-lg shadow-md w-80">

<h3 className="text-xI font-semibold text-teal-600">Expert

Analysis</h3>

<p className="mt-2 text-gray-600">Insights from top health

professionals.</p>

</div>

<div className="bg-gray-100 p-6 rounded-lg shadow-md w-80">

<h3 className="text-xI  font-semibold text-teal-600">Al-Driven

Intelligence</h3>

<p className="mt-2 text-gray-600">Predictive models for early

detection.</p>

</div>

</div>

</section>

{/* Quick Consult Section */}

<QuickConsult />

{/* Healthcare Articles Section */}
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<ArticleSection />

{/* Chat Section */}

{/* <section className="py-20 px-12 bg-teal-600 text-white text-center">

<h2 className="text-4x| font-bold">Need Assistance?</h2>

<p className="mt-4 text-lg">Our Al-powered assistant is here to help

with your queries.</p>

<button className="mt-6 px-8 py-3 bg-white text-teal-600 font-semibold

rounded-1g shadow-md hover:bg-gray-200 transition">Chat Now</button>

</section> */}

{/* Newsletter Section */}

<section className="py-12 px-6 bg-white text-center">

<h2 className="text-2xI font-semibold text-gray-800">Stay

Updated</h2>

<p className="mt-2 text-gray-600">Subscribe to receive the latest news

and updates.</p>

<div className="mt-6 flex justify-center gap-2">

<input type="email" placeholder="Enter your email” className="p-3

border rounded-lIg w-64" />
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<button className="px-6 py-3 bg-teal-600 text-white font-semibold

rounded-lg shadow-md hover:bg-teal-700 transition">Subscribe</button>

</div>

</section>

{/* Footer */}

<Footer />

</div>

export default Home;
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