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ABSTRACT 

Elections are the cornerstone of democratic governance, enabling citizens to select leaders and 

influence policy direction. However, Nigeria’s electoral processes have been plagued by 

challenges such as vote tampering, lack of transparency, logistical inefficiencies, and voter 

disenfranchisement. These issues diminish public trust and undermine the credibility of election 

outcomes. To address these concerns, this project introduces a blockchain-based voting system, 

leveraging the Ethereum blockchain and Solidity smart contracts to ensure decentralisation, 

transparency, and immutability of election data.  

The proposed Voting App integrates a Solidity-based smart contract deployed on the Ethereum 

Sepolia testnet, handling essential voting processes such as voter registration, candidate 

management, secure vote casting, and real-time result verification. The smart contract ensures 

that votes are securely recorded on the blockchain, preventing tampering and enabling public 

verifiability. Voter authentication is strengthened through facial recognition technology and 

wallet-based verification using wallets such as MetaMask, ensuring that only verified voters can 

participate. The frontend, built with Next.js, interacts seamlessly with a Node.js backend and 

MongoDB database, providing a responsive and user-friendly experience.  

The system’s architecture supports robust election management, with administrative functions 

restricted to authorised personnel through role-based access controls. Performance evaluations 

demonstrated low-latency transaction processing, gas-efficient operations, and high scalability, 

while comprehensive security testing confirmed resilience against vulnerabilities such as re-

entrancy attacks and unauthorised access.  

Despite the current reliance on a local host environment for testing, future deployment on public 

blockchain networks and integration with national identification databases could revolutionise 

Nigeria’s electoral landscape. The Voting App presents a secure, transparent, and efficient 

alternative to traditional voting systems, showcasing the transformative potential of blockchain 

technology and Solidity smart contracts in delivering credible and inclusive democratic elections.  
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CHAPTER ONE 

INTRODUCTION 

1.0 Background of the Study 

Elections are fundamental to democratic governance, serving as the primary mechanism through 

which citizens exercise their right to choose representatives and influence public policy. The 

credibility of an electoral process is essential for maintaining public trust, political stability, and 

the legitimacy of elected officials. However, electoral systems worldwide, particularly in 

developing nations like Nigeria, face numerous challenges that undermine their effectiveness. 

Persistent issues such as vote tampering, logistical inefficiencies, and lack of transparency have 

marred Nigeria's elections, eroding public confidence in the process and its outcomes (Nzereogu 

& Nnolum, 2024). These challenges necessitate innovative approaches that address systemic 

flaws and enhance the integrity of electoral processes. Traditional voting systems, including 

paper-based methods, have long been criticised for their vulnerability to tampering, errors during 

manual counting, and logistical complexities. In Nigeria, the distribution and retrieval of 

physical ballots are often fraught with delays and risks of loss or theft. Although the advent of 

electronic voting introduced a level of efficiency, these systems remain susceptible to cyber-

attacks, insider manipulation, and centralised vulnerabilities, where a single compromised node 

can jeopardise the entire election (Park et al., 2021). Furthermore, both paper-based and 

electronic systems often lack mechanisms for verifiability, leaving voters uncertain about 

whether their choices were accurately recorded. These limitations call for a transformative 

approach that addresses not only operational inefficiencies but also builds trust in the electoral 

process. 
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Blockchain technology, first conceptualised as the backbone for cryptocurrencies like Bitcoin, 

has emerged as a transformative tool across various sectors, including finance, healthcare and 

supply chain management. At its core, blockchain operates as a distributed ledger that records 

transactions across a network of nodes, ensuring data integrity, immutability and transparency. 

These features make blockchain particularly suited for electoral systems, where the stakes of 

tampering and fraud are exceptionally high. In a blockchain-based voting system, each vote is 

encrypted and recorded as a transaction on the ledger, guaranteeing that it cannot be altered or 

deleted. The decentralised nature of the system eliminates reliance on a central authority, 

reducing vulnerabilities associated with traditional and electronic voting methods (El Kafhali, 

2024). 

The Nigerian electoral system has faced persistent challenges that underscore the need for 

innovative solutions. The 2023 presidential election exemplified these issues, with widespread 

reports of technical failures, voter suppression, and allegations of result tampering (Jaiyeola, 

2024). Despite the introduction of measures like the Bimodal Voter Accreditation System 

(BVAS) and electronic transmission of results by the Independent National Electoral 

Commission (INEC), significant gaps remain in ensuring transparency, efficiency and voter trust. 

The inability to verify votes independently and the susceptibility of centralised systems to 

manipulation have reinforced the urgency for adopting more robust and reliable technologies. 

Blockchain voting systems address these challenges by leveraging their inherent transparency, 

decentralisation, and security. The technology’s distributed ledger allows for real-time 

monitoring of votes, enabling stakeholders to verify the accuracy of results as they are recorded. 

This real-time transparency fosters trust among voters and reduces disputes over outcomes 

(Jayakumari et al., 2024). Moreover, the use of cryptographic techniques ensures that each vote 
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remains secure and anonymous, addressing concerns about voter privacy while preventing 

unauthorised access or tampering (Hajian Berenjestanaki et al., 2024). These features align with 

the fundamental principles of democracy, offering a system that is not only efficient but also 

trustworthy. Globally, blockchain-based voting systems have been trialled in various contexts, 

offering valuable insights into their potential. Estonia, a global leader in digital governance, has 

successfully implemented blockchain technology in its elections, providing citizens with a secure 

and transparent voting process since 2005. Similarly, Switzerland has piloted blockchain voting 

in municipal elections, showcasing its adaptability and scalability. These examples highlight the 

feasibility of blockchain systems in addressing electoral challenges and provide a roadmap for 

countries like Nigeria to adopt similar innovations (El Kafhali, 2024). 

While blockchain offers significant advantages, its implementation in Nigeria is not without 

challenges. Technical barriers, such as the lack of reliable internet connectivity in rural areas, 

and socio-political factors, including resistance from entrenched stakeholders, present significant 

hurdles. Additionally, the absence of a comprehensive legal framework for blockchain adoption 

in elections raises questions about regulatory compliance and accountability. Addressing these 

challenges will require a multifaceted approach, including infrastructure development, public 

education, and legislative reforms (Nzereogu & Nnolum, 2024). 

This study explores the viability of a blockchain-based voting system as a solution to the 

persistent challenges in Nigeria’s electoral process. By examining the principles, advantages and 

potential barriers to adoption, the research aims to contribute to the discourse on electoral 

reforms and provide actionable insights for stakeholders. The proposed system seeks to address 

critical issues such as vote tampering, lack of transparency, and logistical inefficiencies, offering 

a robust framework for enhancing electoral integrity. Through the integration of blockchain 
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technology, the study envisions a voting system that not only restores public trust but also 

ensures that the democratic process reflects the true will of the people. 

 

1.1 Problem Statement 

The credibility and effectiveness of electoral systems are critical to sustaining democratic 

governance. Elections are not only a means for citizens to select representatives but also serve as 

a platform to express the collective will of the people. However, in Nigeria, the electoral process 

has been persistently plagued by systemic issues that compromise its integrity and undermine 

public confidence. These challenges include vote tampering, lack of transparency, centralised 

vulnerabilities, logistical inefficiencies, and voter disenfranchisement, all of which have led to 

increasing scepticism about the legitimacy of election outcomes (Nzereogu & Nnolum, 2024). 

One of the most pressing problems in Nigeria’s electoral system is the prevalence of vote 

tampering and fraud. Reports of ballot box snatching, multiple voting, and manipulation of 

results are alarmingly common, particularly during high-stakes elections. The 2023 presidential 

election brought these issues to the forefront, with widespread allegations of result falsification 

and irregularities in vote collation processes (Jaiyeola, 2024). Such practices not only distort the 

electoral process but also disenfranchise voters, as they are left uncertain whether their votes 

genuinely count. This has led to a growing disillusionment with the democratic process, which 

poses a significant threat to political stability in the country. 

Transparency is another critical issue. Traditional paper-based voting methods and even 

electronic voting systems often lack mechanisms that allow voters to independently verify that 

their votes have been accurately recorded and counted. This opacity creates fertile ground for 

disputes over election outcomes, eroding trust in electoral institutions. The introduction of 
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technologies such as the Bimodal Voter Accreditation System (BVAS) by Nigeria’s Independent 

National Electoral Commission (INEC) was intended to address these issues. However, its 

implementation during the 2023 elections revealed significant limitations, including technical 

failures that prevented timely accreditation and result transmission (Nzereogu & Nnolum, 2024). 

These shortcomings highlight the inadequacy of existing systems in ensuring transparency and 

accountability. 

The centralised nature of Nigeria’s current voting systems also presents a major vulnerability. 

Centralised databases, whether for electronic voting or result collation, are susceptible to cyber-

attacks and insider manipulation. A single point of failure, such as a compromised server, can 

jeopardise the integrity of an entire election. In a country where allegations of electoral 

malpractice are rampant, these vulnerabilities further diminish public trust in the system (Park et 

al., 2021). Moreover, the lack of decentralisation creates bottlenecks in the vote collation 

process, leading to delays and potential errors that exacerbate tensions during the post-election 

period. 

Logistical inefficiencies further compound the challenges of conducting credible elections in 

Nigeria. The distribution and retrieval of physical ballots across the country’s vast and diverse 

geographical landscape are fraught with delays and risks of loss or theft. These logistical hurdles 

not only increase the cost of elections but also contribute to voter disenfranchisement, as delays 

in ballot delivery or technical failures often prevent citizens from casting their votes (Jaiyeola, 

2024). For instance, during the 2023 elections, several polling units reported cases where ballot 

papers arrived hours late, leaving many voters unable to participate and some of the officials 

carrying the election materials were attacked. Also, cases of ballot papers being burnt in some 
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polling units were reported. Such inefficiencies are particularly damaging in a democratic 

context, where inclusivity is paramount. 

Voter disenfranchisement, whether due to logistical failures, technical glitches, or deliberate 

suppression tactics, remains a significant issue. Many voters, particularly those in rural and 

underserved areas, face obstacles that prevent them from participating fully in the electoral 

process. These barriers undermine the principle of universal suffrage and disproportionately 

affect marginalised populations, further deepening the democratic deficit. The cumulative effect 

of these challenges is a pervasive lack of trust in Nigeria’s electoral system. This disillusionment 

is reflected in declining voter turnout rates and increasing public scepticism about the 

legitimacy of elected officials. Without urgent reforms, these issues threaten to erode the 

foundations of democracy in the country, weakening political institutions and fostering 

instability. 

Blockchain technology offers a transformative solution to these problems by addressing the root 

causes of inefficiencies and fraud in the electoral process. Its decentralised architecture 

eliminates single points of failure, while its immutable ledger ensures that votes cannot be 

tampered with once recorded. Additionally, blockchain’s transparency allows stakeholders to 

monitor vote counts in real-time, reducing disputes over results and fostering trust in the system 

(Hajian Berenjestanaki et al., 2024). By integrating blockchain into Nigeria’s electoral process, 

the country can overcome its systemic challenges and restore public confidence in the 

democratic process. 
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1.2 Aim and Objectives of the Study 

The aim of this study is to explore and evaluate the potential of blockchain-based voting systems 

as a transformative solution to the persistent challenges undermining the integrity of electoral 

processes in Nigeria. By addressing critical issues such as vote tampering, lack of transparency, 

and logistical inefficiencies, this research seeks to contribute to the discourse on modernising 

electoral systems and restoring public confidence in democratic governance. 

Objectives 

1. To understand the fundamental principles of blockchain technology and its application in 

voting systems. 

2. To critically analyse the limitations of traditional and electronic voting systems in 

Nigeria. 

3. To evaluate the potential advantages of blockchain-based voting, including transparency, 

security and cost-effectiveness. 

4. To identify and assess the challenges and barriers to implementing blockchain-based 

voting systems in Nigeria, such as infrastructural and regulatory constraints. 

5. To recommend actionable strategies for integrating blockchain technology into Nigeria’s 

electoral framework, addressing technical, socio-political and legal considerations. 

This study aims to bridge the gap between technological innovation and practical 

implementation, offering evidence-based insights that can guide policymakers and stakeholders 

in reforming Nigeria’s electoral system. 
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1.3 Research Questions 

This study seeks to address the challenges of Nigeria’s electoral system by exploring the viability 

of a blockchain-based voting system. To achieve this, the following research questions will guide 

the investigation: 

1. What are the limitations of traditional and electronic voting systems in Nigeria, and how 

do these limitations affect the integrity and inclusivity of the electoral process? 

2. How does blockchain technology address core challenges such as vote tampering, lack of 

transparency, and logistical inefficiencies in electoral systems? 

3. What are the unique advantages of blockchain-based voting systems compared to existing 

electoral frameworks, particularly in the Nigerian context? 

4. What challenges and barriers (technical, regulatory and socio-political) might impede the 

adoption of blockchain-based voting systems in Nigeria? 

5. How feasible is the implementation of blockchain technology in Nigeria’s electoral 

process, and what strategies can be employed to ensure its successful integration? 

These research questions aim to explore both the theoretical and practical dimensions of 

blockchain technology as a solution for Nigeria’s electoral challenges. The study’s findings will 

provide insights into its potential impact on improving electoral integrity, inclusivity and 

efficiency in the country. 

 

1.4 Significance of the Study 

This study is significant as it addresses a critical issue in Nigeria’s democratic framework: the 

lack of integrity and public trust in the electoral process. Elections are central to democratic 

governance, and their credibility directly impacts political stability, citizen engagement, and 
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institutional legitimacy. By exploring blockchain-based voting systems, this research contributes 

to the discourse on technological innovations that can enhance the security, transparency, and 

inclusivity of elections in Nigeria. 

The findings of this study have both theoretical and practical implications. Theoretically, it adds 

to the growing body of knowledge on blockchain technology’s application in governance, 

providing insights into its capabilities and limitations. Practically, the study offers actionable 

recommendations for policymakers, electoral bodies, and stakeholders on how blockchain 

technology can be integrated into Nigeria’s electoral system to address long-standing challenges 

such as vote tampering, logistical inefficiencies, and voter disenfranchisement. 

Furthermore, this research is significant in its potential to inform legislative reforms and 

infrastructural investments required for the adoption of blockchain technology. It also highlights 

strategies for increasing public awareness and trust in digital innovations, ensuring that the 

democratic process reflects the will of the people. 

 

1.5 Scope of the Study 

This study focuses on the application of blockchain technology in addressing the challenges of 

Nigeria’s electoral system. The scope is centred on evaluating the feasibility, advantages and 

barriers to adopting blockchain-based voting systems as a modern solution for enhancing 

electoral integrity, transparency and inclusivity in the Nigerian context. It examines how 

blockchain can mitigate critical issues such as vote tampering, logistical inefficiencies, and 

centralised vulnerabilities. 

The study is limited to the electoral process in Nigeria, with a specific emphasis on presidential 

and general elections, where systemic flaws are most pronounced. It considers both the technical 



10 
 

and socio-political dimensions of blockchain adoption, including infrastructure requirements, 

public awareness, and legislative frameworks. The study does not explore broader applications of 

blockchain technology in governance or its use in electoral systems outside Nigeria, except for 

comparative insights from global case studies to support its analysis. By concentrating on the 

Nigerian electoral landscape, this research aims to provide actionable recommendations tailored 

to the country’s unique challenges. While the scope is focused, the findings have the potential to 

contribute to wider discussions on blockchain voting in developing democracies facing similar 

issues. 

 

1.6 Definition of Terms 

This section provides concise definitions of key terms associated with this study: 

• Blockchain: A decentralised and immutable digital ledger that records transactions across a 

distributed network, ensuring transparency, security, and data integrity. 

• Smart Contract: Self-executing code written in Solidity on the Ethereum blockchain, 

automatically enforcing the terms of an agreement without intermediaries. 

• Ethereum: A decentralised blockchain platform that supports smart contract deployment, 

providing a secure and tamper-proof environment for executing programmable agreements. 

• Sepolia Testnet: A testing environment on the Ethereum network used for deploying and 

evaluating smart contracts before mainnet deployment, simulating real-world blockchain 

operations without real financial risks. 

• Voting App: The blockchain-based web application developed in this project, facilitating 

secure, transparent, and decentralised electronic voting. 
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• Voter Authentication: The process of verifying the identity of voters using methods such as 

facial recognition and wallet-based verification to ensure eligibility. 

• MetaMask: A cryptocurrency wallet and gateway used for interacting with the Ethereum 

blockchain, enabling users to sign transactions and authenticate securely. 

• Gas Fee: The cost required to perform transactions on the Ethereum blockchain, paid in Ether 

(ETH) to compensate validators for processing operations. 

• Node.js: A JavaScript runtime used for server-side application development, providing 

backend support for processing data and interacting with blockchain components. 

• MongoDB: A non-relational database used for storing election-related data, including voter 

information and candidate details, ensuring scalability and efficiency. 

• Re-Entrancy Attack: A security vulnerability in smart contracts where a malicious contract 

repeatedly calls back into the vulnerable contract, potentially exploiting its state before 

completion. 

• Role-Based Access Control: A security approach that restricts system access based on user 

roles, ensuring that only authorised users can perform sensitive operations like election 

management. 

• Decentralisation: The distribution of data and control across multiple nodes in a network, 

eliminating reliance on a central authority and enhancing system resilience. 

• Transparency: The characteristic of blockchain systems that allows all stakeholders to verify 

transactions and processes in real time, fostering trust in the electoral system. 

• Immutability: A key feature of blockchain technology ensuring that once data is recorded, it 

cannot be altered or deleted, thereby preventing vote manipulation and fraud. 
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CHAPTER TWO 

LITERATURE REVIEW 

2.0 Introduction 

The evolution of electoral systems reflects humanity's continuous pursuit of fairness, security 

and efficiency in democratic processes. While traditional paper-based and electronic voting 

methods have addressed certain logistical and operational challenges, they remain vulnerable to 

issues such as tampering, fraud and a lack of transparency. These shortcomings undermine 

public confidence in the integrity of elections, particularly in countries like Nigeria, where 

systemic challenges persist (Nzereogu & Nnolum, 2024). Blockchain technology has emerged as 

a promising solution to address the inherent limitations of existing voting systems. By leveraging 

a decentralised and tamper-proof ledger, blockchain offers unparalleled transparency, security, 

and accessibility in electoral processes. Its ability to enable real-time vote verification, protect 

voter anonymity through encryption, and eliminate the need for centralised control aligns with 

the fundamental principles of democracy (El Kafhali, 2024). As such, blockchain voting systems 

represent a transformative approach to enhancing electoral integrity and inclusivity. This chapter 

critically examines the existing body of literature on voting systems, focusing on the principles, 

advantages, and challenges of blockchain-based voting. It begins with an overview of blockchain 

technology, explores the limitations of traditional and electronic voting methods, and discusses 

the evolution of voting systems towards blockchain solutions. By synthesising insights from 

global case studies and theoretical frameworks, this chapter provides a comprehensive 

understanding of the potential and feasibility of blockchain voting systems, particularly in the 

Nigerian context. 
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2.1 Concept of Election and Blockchain Technology 

An election is a structured process for choosing individuals to hold public office or exercise 

authority, rooted in practices that can be traced back to ancient civilizations such as Greece and 

Rome, where only certain classes (e.g., free male citizens) were allowed to vote. Over the 

centuries, especially during the medieval and early modern periods, electoral mechanisms 

remained limited and often confined to ecclesiastical or aristocratic circles. However, 

Enlightenment thinkers and revolutionary movements in America and France popularised ideas 

about consent of the governed and expanded voting rights beyond property-owning elites. 

Nineteenth- and early twentieth-century reforms, propelled by social movements like women’s 

suffrage, gradually opened the electoral process to broader segments of society, culminating in 

the widespread acceptance of universal adult suffrage after World War II. Technological 

innovations in recent decades (from electronic voting machines to digital platforms) continue to 

reshape how votes are cast and counted, even as questions of fairness, access, and transparency 

endure (Hogan, 2017). Against this global backdrop, Nigeria’s electoral process has undergone 

significant transformations since independence in 1960. The country has transitioned from 

periods of military rule to civilian governance, continually refining its democratic institutions to 

reflect the will of its diverse population. The history of elections in Nigeria can be traced to the 

advent of colonial rule when the first elections were held in Lagos in 1920, and the first general 

elections were held in 1923. Since then, Nigeria has experienced various electoral phases, 

including the Second Republic (1979–1983), Third Republic (1993–1999), and the current 

Fourth Republic (1999–present), each contributing to the evolution of its electoral system 

(Electoral Hub, 2021).  
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Overview of Blockchain technology 

Blockchain technology, initially conceptualised by Satoshi Nakamoto in 2008 as the foundation 

for Bitcoin, has since evolved into a transformative innovation with applications spanning 

multiple sectors, including finance, healthcare, and governance (Nakamoto, 2008). At its core, 

blockchain is a decentralised, distributed ledger system that records transactions across multiple 

nodes in a secure and immutable manner. These features make it particularly suitable for 

applications requiring transparency, security, and trust, such as electoral systems (El Kafhali, 

2024). 

 

Principles of Blockchain Technology 

Blockchain operates on several foundational principles that distinguish it from traditional 

database systems: 

1. Decentralisation: Unlike centralised databases, blockchain employs a distributed 

architecture where data is stored across multiple nodes in a network. Each node holds a 

copy of the entire ledger, ensuring that no single entity has unilateral control over the 

system. In voting, this decentralisation mitigates the risks associated with central points 

of failure, such as server breaches or insider manipulation (Park et al., 2021). 

 

2. Immutability: Once recorded, transactions on a blockchain cannot be altered or deleted. 

This immutability ensures the integrity of data, making it ideal for electoral processes 

where the sanctity of votes is paramount. By preventing post-recording alterations, 
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blockchain eliminates opportunities for tampering, thereby fostering trust in the electoral 

process (Fatrah et al., 2019). 

 

3. Transparency: Blockchain’s public ledger allows authorised participants to view and 

verify transactions in real-time. This transparency is critical for voting systems, as it 

enables voters and stakeholders to monitor election results without compromising voter 

anonymity (Jayakumari et al., 2024). 

 

4. Cryptographic Security: Blockchain employs advanced cryptographic techniques to 

secure transactions. Each transaction is encrypted using a unique private-public key pair, 

ensuring that data remains confidential and accessible only to authorised parties. This 

feature protects voter anonymity while allowing for vote verification (Berenjestanaki et 

al., 2024). 

 

5. Consensus Mechanisms: To validate transactions, blockchain systems use consensus 

algorithms, such as Proof of Work (PoW) or Proof of Stake (PoS). These mechanisms 

ensure that all nodes in the network agree on the validity of transactions, eliminating the 

risk of fraudulent entries (El Kafhali, 2024). 

Applications of Blockchain Technology Beyond Cryptocurrencies 

Although blockchain gained prominence through cryptocurrencies, its potential extends far 

beyond digital assets. In the supply chain sector, blockchain enhances traceability by providing 

an immutable record of goods at each stage of production and distribution. In healthcare, it 

secures patient records, ensuring privacy and data integrity. Governance, however, represents 
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one of the most impactful areas of blockchain application, particularly in voting systems. 

Blockchain voting leverages the technology’s core principles to address the inefficiencies and 

vulnerabilities of traditional and electronic voting systems. By recording votes as encrypted 

transactions on a decentralised ledger, blockchain ensures the integrity and transparency of the 

electoral process. This application has been trialled in several countries, showcasing its ability to 

revolutionise elections and restore public trust in democratic institutions (Jayakumari et al., 

2024). 

Relevance of Blockchain to Electoral Systems 

The application of blockchain technology in voting addresses critical challenges inherent in 

traditional systems. For instance, the decentralised nature of blockchain mitigates the risks 

associated with centralised databases, which are prone to cyber-attacks and insider manipulation. 

Each vote is recorded immutably, ensuring that it cannot be altered or deleted after submission. 

Additionally, the use of cryptographic security protects voter anonymity while allowing for 

independent verification of votes (Park et al., 2021). Transparency is another significant 

advantage of blockchain voting systems. The technology’s public ledger enables stakeholders to 

monitor vote tallies in real-time, reducing disputes over election results. Smart contracts, 

programmable protocols within the blockchain, can further enhance efficiency by automating 

tasks such as vote counting and result declaration (Fatrah et al., 2019). These features make 

blockchain particularly suitable for addressing the challenges of Nigeria’s electoral system, 

where issues of fraud, logistical inefficiencies, and lack of transparency persist (Nzereogu & 

Nnolum, 2024). Despite its advantages, blockchain technology faces barriers to widespread 

adoption, particularly in developing countries like Nigeria. Technical challenges, such as the 

need for robust internet infrastructure and high computational power, pose significant obstacles. 
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Additionally, public awareness and digital literacy are critical factors that influence the adoption 

of new technologies. Socio-political resistance from stakeholders who benefit from the status 

quo also presents a challenge to implementing blockchain voting systems (El Kafhali, 2024). 

2.2 Traditional Voting Systems: Limitations and Challenges 

Traditional voting systems, encompassing both paper-based and electronic methods, have long 

been integral to the electoral process. While these systems have enabled the execution of 

elections on various scales, their limitations are increasingly evident, particularly in complex 

political landscapes such as Nigeria’s. Persistent issues with transparency, security, logistical 

inefficiencies, and voter disenfranchisement continue to undermine the credibility of these 

systems. 

Paper-Based Voting Systems 

Paper-based voting, historically the backbone of elections worldwide, remains a common 

method in many democracies. In Nigeria, paper ballots are still widely used, particularly in rural 

areas where technological infrastructure is limited. However, this method is fraught with 

vulnerabilities. Ballot box snatching, a recurring issue in Nigerian elections, exemplifies the 

physical insecurity of paper-based systems. Additionally, the manual nature of ballot counting 

often leads to human errors, delays, and opportunities for result manipulation (Nzereogu & 

Nnolum, 2024). The logistical challenges associated with paper ballots further compound their 

limitations. The distribution and retrieval of ballots across Nigeria’s vast and diverse geography 

are prone to delays, theft, and loss. These inefficiencies often disenfranchise voters, particularly 

in remote areas, and exacerbate tensions during elections. Despite efforts to secure paper-based 
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voting processes, such as the use of tamper-evident seals, the method remains susceptible to 

fraud and operational inefficiencies. 

Electronic Voting and Accreditation Systems 

In response to the shortcomings of paper-based systems, electronic voting and accreditation 

technologies have been introduced to enhance efficiency and reduce irregularities. Nigeria’s 

Independent National Electoral Commission (INEC) implemented the Bimodal Voter 

Accreditation System (BVAS) and the INEC Result Viewing Portal (IReV) during the 2023 

elections. These technologies were designed to authenticate voters and facilitate real-time result 

transmission, respectively. However, their implementation highlighted significant limitations. 

BVAS, which uses biometric data to verify voter identity, aims to eliminate voter impersonation 

and reduce cases of multiple voting. While this system represents a step forward, its application 

during the 2023 elections revealed technical and logistical challenges. Reports of device 

malfunctions, such as failure to recognise voter fingerprints or facial data, led to delays and 

disenfranchisement in several polling units (Jaiyeola, 2024). Additionally, the uneven 

distribution of BVAS devices across polling units raised concerns about equity and accessibility. 

Similarly, IReV, which allows for real-time uploading and viewing of results, faced technical 

glitches during the elections. Delays in result uploads and discrepancies between uploaded and 

physical results fuelled allegations of tampering and manipulation. These issues underscore the 

limitations of electronic systems when deployed without robust infrastructural support and 

contingency planning (Nzereogu & Nnolum, 2024). 
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Transparency and Trust Deficits 

Both paper-based and electronic voting systems in Nigeria suffer from a lack of transparency, 

which undermines public trust. Voters often have no means to verify that their votes have been 

accurately recorded or counted, creating room for disputes over election outcomes. Inadequate 

monitoring and the opacity of result collation processes further exacerbate this trust deficit. The 

introduction of IReV was intended to enhance transparency by enabling voters and observers to 

monitor results online. However, its inconsistent performance during the 2023 elections 

highlighted the importance of reliability in building trust. When electoral technologies fail to 

deliver as promised, they not only fail to address existing issues but also risk creating new 

avenues for scepticism and disillusionment (Jaiyeola, 2024). 

 

Logistical and Security Challenges 

The logistical demands of Nigeria’s elections, including the deployment of personnel, ballot 

materials, and technological devices, are immense. Delays in the delivery of these resources 

often result in late starts at polling units, frustrating voters and increasing the risk of violence. 

Security challenges, such as attacks on polling units and the intimidation of voters, further 

complicate the electoral process. These issues are exacerbated in regions affected by insurgency 

and communal conflicts, where access to polling units is already limited (Nzereogu & Nnolum, 

2024). Electronic systems like BVAS and IReV, while designed to mitigate some of these 

challenges, are themselves dependent on reliable infrastructure, such as electricity and internet 

connectivity. In many parts of Nigeria, these resources are either unavailable or unreliable, 

limiting the effectiveness of these technologies. 
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Persistent Vulnerabilities 

A recurring theme across both paper-based and electronic voting systems is their vulnerability to 

manipulation and tampering. Paper ballots can be physically altered, while centralised electronic 

systems are susceptible to cyber-attacks and insider threats. The absence of a decentralised 

framework in these systems means that a single point of failure can compromise the integrity of 

an entire election (Park et al., 2021). 

Towards a Decentralised Solution 

The limitations of traditional voting systems underscore the need for a more robust and 

innovative approach. Blockchain technology offers a decentralised, secure, and transparent 

framework that addresses many of the vulnerabilities inherent in paper-based and electronic 

systems. By recording votes immutably on a distributed ledger and enabling real-time 

verification, blockchain has the potential to restore trust in Nigeria’s electoral process while 

overcoming the logistical and technical challenges that have plagued previous methods. The next 

section will explore the evolution of voting systems towards blockchain-based solutions, 

examining how this technology represents a paradigm shift in electoral governance. 

 

2.3 Evolution of Voting Systems Towards Blockchain 

The evolution of voting systems reflects the ongoing quest for mechanisms that ensure electoral 

integrity, inclusivity, and efficiency. Over the centuries, voting methods have transitioned from 

rudimentary systems like voice voting to paper ballots and, more recently, electronic voting 

technologies. While each stage has addressed specific challenges, none have fully eliminated 

vulnerabilities such as fraud, logistical inefficiencies, and transparency deficits. Blockchain 
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technology, as a decentralised and tamper-proof solution, represents the next frontier in this 

evolution. 

The Shift from Paper to Electronic Systems 

The introduction of paper ballots in the 19th century was a pivotal development in electoral 

governance. Paper voting enabled secret ballots and created a physical record of votes, which 

was essential for auditing and recounts. However, the manual nature of ballot counting and 

logistical complexities of distributing and retrieving paper ballots presented significant 

challenges. In countries like Nigeria, where elections often span vast and remote regions, these 

inefficiencies became pronounced, leading to delays and allegations of result manipulation 

(Nzereogu & Nnolum, 2024). Electronic voting systems emerged as a response to the limitations 

of paper-based methods. By automating vote counting and facilitating faster result collation, 

electronic systems promised greater efficiency. Technologies like Nigeria’s Bimodal Voter 

Accreditation System (BVAS) and the INEC Result Viewing Portal (IReV) represent significant 

advancements. However, as demonstrated in the 2023 Nigerian elections, these systems are not 

without flaws. Technical glitches, centralised vulnerabilities, and lack of real-time transparency 

have limited their effectiveness (Jaiyeola, 2024). 

 

Blockchain as the Next Step 

Blockchain technology represents a transformative step in the evolution of voting systems. 

Unlike its predecessors, blockchain integrates decentralisation, transparency, and cryptographic 

security into a unified framework. Its distributed ledger system records votes as encrypted 

transactions across multiple nodes, ensuring that no single entity can manipulate the results. This 

decentralisation eliminates many of the vulnerabilities associated with both paper-based and 



22 
 

electronic systems, such as tampering, centralised hacking, and result discrepancies (El Kafhali, 

2024). Transparency is another key advantage of blockchain. Traditional systems often lack 

verifiability, leaving voters uncertain whether their choices were accurately recorded. Blockchain 

addresses this by enabling real-time monitoring of vote tallies. Voters and stakeholders can 

independently verify results without compromising voter anonymity. This transparency fosters 

trust, which is particularly crucial in contexts like Nigeria, where allegations of electoral fraud 

are widespread (Berenjestanaki et al., 2024). 

Global Trends in Blockchain Voting 

Countries like Estonia and Switzerland have pioneered the use of blockchain technology in 

voting, offering valuable lessons for its implementation in Nigeria. Estonia’s digital governance 

framework incorporates blockchain to facilitate secure and transparent elections. Since 2005, 

Estonian citizens have used blockchain-enabled systems to vote remotely, demonstrating the 

scalability and efficiency of this technology (Berenjestanaki et al., 2024). In Switzerland, 

blockchain has been trialled in municipal elections, providing insights into its adaptability across 

different electoral contexts. These trials have shown that blockchain can enhance voter 

accessibility and reduce logistical complexities, particularly in regions with diverse geographical 

and infrastructural challenges. Similarly, pilot projects in the United States, such as West 

Virginia’s blockchain voting for overseas military personnel, highlight its potential to expand 

voter participation while maintaining high security standards (Jayakumari et al., 2024). 

The Nigerian Context 

For Nigeria, the transition to blockchain-based voting systems offers a solution to entrenched 

challenges such as vote tampering, logistical inefficiencies, and lack of transparency. By 
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integrating blockchain into the electoral process, Nigeria can overcome these issues while 

ensuring that elections are inclusive and credible. However, the feasibility of this transition 

depends on addressing barriers such as infrastructure gaps, regulatory challenges, and public 

awareness. The shift towards blockchain voting is not merely an adoption of new technology but 

a reimagining of how elections are conducted. It represents a commitment to transparency, 

security, and inclusivity, aligning with the democratic principles that underpin Nigeria’s 

governance. The following section explores the specific advantages of blockchain-based voting 

systems, highlighting their potential to transform electoral processes in Nigeria and beyond. 

2.4 Advantages of Blockchain-Based Voting Systems 

Blockchain-based voting systems have garnered significant attention as a transformative solution 

to the limitations of traditional and electronic voting methods. By leveraging the unique features 

of blockchain technology (decentralisation, transparency, immutability, and cryptographic 

security) these systems address core challenges in electoral governance. This section explores the 

key advantages of blockchain voting systems and their potential to enhance the integrity and 

inclusivity of elections, particularly in the Nigerian context. 

Enhanced Transparency and Trust 

Transparency is a fundamental challenge in traditional voting systems, where voters often lack 

the means to verify that their votes have been accurately recorded and counted. Blockchain 

addresses this issue by providing a decentralised ledger accessible to authorised stakeholders. 

Votes are recorded immutably and can be monitored in real-time, ensuring that the entire 

electoral process is open to scrutiny. This level of transparency reduces disputes over election 

outcomes and fosters trust among voters (Jayakumari et al., 2024). In the Nigerian context, 
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where allegations of result tampering and manipulation are common, blockchain’s transparency 

is particularly significant. By enabling real-time verification of votes, blockchain reduces the 

opacity that often undermines trust in electoral institutions. This feature aligns with the principles 

of democratic governance, ensuring that elections reflect the will of the people (Nzereogu & 

Nnolum, 2024). 

Enhanced Security and Tamper-Proof Systems 

Security is a critical aspect of any electoral system, as the stakes involved in elections make them 

a prime target for fraud and manipulation. Blockchain voting systems leverage advanced 

cryptographic techniques to secure transactions, ensuring that each vote is encrypted and 

immutable. The decentralised nature of blockchain further enhances security by distributing data 

across multiple nodes, making it virtually impossible for malicious actors to compromise the 

system (El Kafhali, 2024). Unlike centralised electronic systems, which are susceptible to 

hacking and insider manipulation, blockchain’s distributed framework eliminates single points of 

failure. This feature is particularly valuable in Nigeria, where cyber-attacks and other forms of 

election interference have been reported. By ensuring that votes cannot be altered or deleted, 

blockchain voting systems significantly enhance the security and credibility of the electoral 

process. 

Decentralisation and Reduced Vulnerabilities 

Centralised voting systems, whether paper-based or electronic, are inherently vulnerable due to 

their reliance on a single authority or database. A breach in the centralised system can 

compromise the integrity of the entire election. Blockchain voting systems eliminate this risk by 

decentralising data storage and management. Each node in the blockchain network independently 
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verifies transactions, ensuring that no single entity has control over the system (Park et al., 

2021). This decentralisation also reduces opportunities for insider fraud, a persistent issue in 

Nigeria’s electoral process. By distributing authority across a network of nodes, blockchain 

voting systems ensure that elections are not only secure but also resistant to manipulation by 

individuals or groups. 

Cost-Effectiveness and Operational Efficiency 

Elections are resource-intensive processes, particularly in countries like Nigeria, where logistical 

challenges and infrastructural deficits increase costs. Blockchain voting systems streamline the 

electoral process by eliminating the need for physical ballots, manual counting, and extensive 

logistical arrangements. Votes are cast electronically and recorded in real-time, significantly 

reducing delays and operational costs (Jayakumari et al., 2024). Smart contracts, a feature of 

blockchain technology, further enhance efficiency by automating tasks such as vote counting and 

result declaration. This automation minimises human errors and accelerates the electoral process, 

ensuring that results are delivered promptly. These features make blockchain voting systems not 

only cost-effective but also adaptable to large-scale elections. 

Accessibility and Inclusivity 

One of the most significant advantages of blockchain voting systems is their potential to expand 

voter accessibility. By enabling remote voting through internet-enabled devices, blockchain 

systems ensure that citizens can participate in elections regardless of their location. This feature 

is particularly relevant in Nigeria, where geographical and infrastructural barriers often 

disenfranchise voters in rural and underserved areas (Nzereogu & Nnolum, 2024). Blockchain’s 

accessibility also addresses the issue of voter apathy by making the voting process more 
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convenient and secure. When voters have confidence in the integrity of the system and the ease 

of participation, they are more likely to engage in the electoral process. Blockchain-based voting 

systems offer a robust framework for addressing the persistent challenges of traditional and 

electronic voting methods. By enhancing transparency, security, and accessibility, these systems 

align with the principles of democratic governance and hold significant potential for 

transforming Nigeria’s electoral process. However, the implementation of blockchain voting 

systems is not without challenges, including technical, socio-political, and regulatory barriers. 

The next section explores these challenges in detail, analysing the factors that may impede the 

adoption of blockchain technology in Nigeria’s elections. 

2.5 Challenges of Implementing Blockchain-Based Voting Systems 

While blockchain-based voting systems offer transformative potential, their implementation is 

not without significant challenges. These barriers, which span technical, socio-political, and 

regulatory dimensions, must be carefully considered to ensure the successful adoption of this 

technology in Nigeria’s electoral process. 

Technical Challenges 

One of the most prominent barriers to implementing blockchain voting systems is the technical 

infrastructure required for their operation. Blockchain relies on robust internet connectivity and 

computational resources, both of which are inconsistent across Nigeria. In rural and underserved 

areas, limited internet penetration creates a significant gap in accessibility, potentially excluding 

large segments of the population from participating in blockchain-based elections (Nzereogu & 

Nnolum, 2024). Additionally, the computational demands of blockchain systems, particularly 

those using consensus mechanisms like Proof of Work (PoW), can be resource-intensive. These 
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requirements may pose challenges in terms of energy consumption and the need for specialised 

hardware. While alternative consensus mechanisms like Proof of Stake (PoS) are less 

demanding, their implementation still requires a baseline of technical capability that many 

regions in Nigeria may lack (Jayakumari et al., 2024). Cybersecurity concerns also persist 

despite blockchain’s inherent security features. While the decentralised nature of blockchain 

mitigates risks such as tampering and hacking, the supporting systems (such as voter 

authentication platforms and user interfaces) are still vulnerable to attacks. Ensuring the end-to-

end security of the electoral process will require significant investments in cybersecurity 

infrastructure and expertise (El Kafhali, 2024). 

Socio-Political Challenges 

The adoption of blockchain voting systems in Nigeria faces considerable socio-political 

resistance, particularly from stakeholders who benefit from the status quo. Electoral malpractice, 

such as vote buying and manipulation, is deeply entrenched in Nigeria’s political culture. The 

transparency and security features of blockchain voting systems threaten these practices, making 

their adoption likely to face opposition from vested interests (Jaiyeola, 2024). Public awareness 

and trust are also critical socio-political challenges. Blockchain technology remains a relatively 

novel concept for many Nigerians, particularly those in rural areas or with limited exposure to 

digital technologies. Misconceptions about blockchain, coupled with concerns over privacy and 

data security, could lead to resistance from voters. Comprehensive voter education campaigns 

will be essential to build trust and promote understanding of how blockchain voting systems 

operate and their benefits. Furthermore, the implementation of blockchain voting systems may 

face challenges related to digital literacy. While internet-enabled voting increases accessibility, it 

also assumes a baseline level of technical proficiency among voters. In a country with significant 
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educational disparities, this assumption may exclude less digitally literate populations, 

undermining the inclusivity of elections (Nzereogu & Nnolum, 2024). 

Regulatory and Legal Barriers 

The absence of a comprehensive legal framework for blockchain adoption in Nigeria presents 

another significant hurdle. Existing electoral laws and regulations are designed around traditional 

voting methods and may not accommodate the unique features of blockchain voting systems. 

Issues such as the legal validity of blockchain-recorded votes, data privacy regulations, and 

jurisdiction over decentralised networks must be addressed to ensure compliance with national 

and international standards (Park et al., 2021). Regulatory uncertainty can also create operational 

challenges for electoral bodies like Nigeria’s Independent National Electoral Commission 

(INEC). Establishing clear guidelines and legal provisions for the use of blockchain technology 

in elections will be essential for its successful implementation. This will require collaboration 

between policymakers, legal experts, and technology developers to create a regulatory 

environment that balances innovation with accountability. 

Economic Considerations 

The initial costs of implementing blockchain voting systems may be prohibitive, particularly for 

a developing country like Nigeria. These costs include investments in hardware, software, and 

infrastructure, as well as training for electoral staff and public education campaigns. While 

blockchain voting systems are expected to reduce long-term operational costs, the upfront 

expenses may deter adoption without external funding or government support (Jayakumari et al., 

2024). 
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Addressing these challenges will require a multifaceted approach that combines technical 

innovation with strategic policy making and public engagement. Collaborative efforts involving 

government bodies, technology experts, and civil society organisations will be critical to 

overcoming technical barriers, gaining public trust, and creating a supportive regulatory 

environment. As the next section explores, global case studies and best practices provide 

valuable insights into how these challenges can be effectively addressed, paving the way for the 

successful implementation of blockchain-based voting systems in Nigeria. 

2.6 Case Studies and Global Applications 

The adoption of blockchain-based voting systems has gained traction globally, with several 

countries and regions conducting trials and implementing this technology to enhance electoral 

integrity, transparency, and security. These case studies provide valuable insights into the 

feasibility and effectiveness of blockchain voting systems, offering lessons that can inform their 

potential implementation in Nigeria. 

Estonia: Pioneering Blockchain in Digital Governance 

Estonia is widely recognised as a global leader in digital governance, integrating blockchain 

technology into its electoral framework. Since 2005, Estonian citizens have participated in i-

Voting, a secure online voting system, and blockchain has been instrumental in ensuring the 

integrity of this process. The technology enables real-time monitoring of votes while 

safeguarding voter anonymity through cryptographic encryption (Berenjestanaki et al., 2024). 

The success of blockchain voting in Estonia is attributed to its robust digital infrastructure and 

widespread digital literacy among citizens. The Estonian government’s commitment to 

transparency and innovation has also played a crucial role in fostering public trust. While Nigeria 
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faces different infrastructural and socio-political challenges, Estonia’s experience demonstrates 

the potential of blockchain to enhance electoral processes when coupled with appropriate 

infrastructure and public engagement. 

Switzerland: Municipal Elections and Scalability 

Switzerland has experimented with blockchain-based voting systems at the municipal level, 

providing insights into the scalability and adaptability of the technology. In Geneva, blockchain 

voting was trialled in a local referendum, allowing citizens to cast their votes securely and 

conveniently through a digital platform. The system’s transparency and efficiency garnered 

positive feedback from voters and observers, highlighting its potential for broader electoral 

applications (El Kafhali, 2024). Swiss trials have emphasised the importance of rigorous testing 

and stakeholder collaboration. By involving technology experts, electoral authorities, and civil 

society in the implementation process, Switzerland has demonstrated the value of a participatory 

approach to adopting blockchain technology. This inclusive strategy can serve as a model for 

Nigeria, where public trust in electoral innovations remains a critical concern. 

United States: Blockchain for Overseas Voting 

In the United States, blockchain voting has been trialled primarily to facilitate overseas voting, 

particularly for military personnel. West Virginia’s pilot programme during the 2018 midterm 

elections allowed eligible voters to cast their ballots through a blockchain-based mobile app. The 

system ensured vote security and transparency while addressing the logistical challenges of 

overseas voting (Park et al., 2021). The West Virginia trial highlighted the advantages of 

blockchain voting in expanding accessibility and reducing logistical barriers. However, it also 

underscored the need for robust cybersecurity measures to protect supporting systems, such as 
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voter authentication platforms. Nigeria can draw lessons from this experience, particularly in 

addressing the challenges of voter accessibility in rural and remote areas. 

South Korea: Enhancing Trust in Elections 

South Korea has also explored the use of blockchain technology in elections, focusing on 

enhancing transparency and trust. Blockchain voting systems were trialled in Seoul for a public 

consultation initiative, allowing citizens to vote on local policy matters. The technology’s ability 

to provide an immutable and transparent record of votes was instrumental in fostering trust 

among participants (Jayakumari et al., 2024). South Korea’s emphasis on voter education and 

stakeholder engagement during the trials serves as a critical lesson for Nigeria. Implementing 

blockchain voting systems requires not only technical infrastructure but also efforts to build 

public understanding and trust in the technology. 

Implications for Nigeria 

The case studies discussed above highlight the diverse applications of blockchain technology in 

electoral systems, each tailored to the specific needs and challenges of the implementing region. 

While Nigeria faces unique socio-political and infrastructural barriers, these global examples 

provide valuable lessons that can inform its approach to adopting blockchain voting systems. 

Key takeaways for Nigeria include the importance of infrastructure development, public 

education, and stakeholder collaboration. Estonia’s emphasis on digital literacy, Switzerland’s 

participatory implementation model, and the United States’ focus on accessibility all offer 

strategies that can be adapted to Nigeria’s context. Additionally, the South Korean experience 

underscores the value of fostering trust through transparency and public engagement. Blockchain 

voting systems hold the potential to address Nigeria’s electoral challenges by enhancing 
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transparency, security, and inclusivity. However, their successful implementation will require a 

tailored approach that considers the country’s unique socio-political landscape and infrastructural 

constraints. The next section will explore the specific relevance of blockchain voting systems to 

Nigeria, analysing how the technology can be adapted to address the country’s electoral needs. 

 

2.7 Relevance of Blockchain Voting to Nigeria 

Nigeria’s electoral system, characterised by logistical complexities, security vulnerabilities, and 

a lack of transparency, remains in dire need of transformative reforms. Blockchain technology 

offers a unique opportunity to address these challenges, aligning with the country’s broader goals 

of enhancing democratic governance and restoring public trust in elections. The relevance of 

blockchain voting to Nigeria can be understood by examining its potential to resolve persistent 

electoral issues while accommodating the nation’s socio-political context. 

Addressing Electoral Fraud and Tampering 

Electoral fraud, including vote rigging, ballot box snatching, and result manipulation, is a 

pervasive issue in Nigeria. These malpractices erode public confidence and delegitimise election 

outcomes. Blockchain’s immutable ledger ensures that once a vote is cast, it cannot be altered or 

deleted. Each transaction is encrypted and time-stamped, providing a transparent and tamper-

proof record of votes. This feature makes blockchain particularly suitable for mitigating the risks 

of fraud and tampering that have plagued Nigerian elections (El Kafhali, 2024). Furthermore, 

blockchain’s decentralised architecture eliminates the reliance on centralised databases, which 

are vulnerable to cyber-attacks and insider manipulation. By distributing data across multiple 

nodes, blockchain ensures that no single entity can compromise the integrity of the electoral 
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process. This decentralisation is especially relevant in Nigeria, where centralised systems have 

often been exploited to manipulate election results (Park et al., 2021). 

Enhancing Transparency and Public Trust 

A major challenge in Nigeria’s electoral system is the lack of transparency, which fuels disputes 

and undermines trust in electoral institutions. Blockchain technology addresses this issue by 

enabling real-time monitoring of vote tallies. Voters and stakeholders can independently verify 

the accuracy of election results, fostering a sense of accountability and trust. This transparency is 

critical in restoring public confidence, particularly in a country where scepticism about the 

electoral process is widespread (Nzereogu & Nnolum, 2024). The INEC Result Viewing Portal 

(IReV), introduced during the 2023 elections, aimed to enhance transparency by allowing real-

time result uploads. However, technical glitches and inconsistencies limited its effectiveness. 

Blockchain voting systems can overcome these limitations by providing a more robust and 

reliable framework for real-time result transmission. The integration of smart contracts further 

automates processes like vote counting and result declaration, reducing human errors and 

enhancing credibility (Jayakumari et al., 2024). 

Improving Accessibility and Inclusivity 

Nigeria’s geographical diversity and infrastructural disparities pose significant challenges to 

voter accessibility. Rural and underserved areas often face logistical barriers, such as delayed 

ballot delivery and inadequate polling facilities, which disenfranchise voters. Blockchain voting 

systems, which enable remote voting through internet-enabled devices, offer a practical solution 

to these issues. By eliminating the need for physical ballots, blockchain can significantly expand 

voter participation, particularly in remote regions (Nzereogu & Nnolum, 2024). Moreover, 
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blockchain’s capacity to securely authenticate voters ensures inclusivity while maintaining the 

integrity of the electoral process. This feature is particularly relevant for addressing voter apathy, 

as it simplifies the voting process and enhances convenience. When voters feel confident in the 

security and transparency of the system, they are more likely to engage in the democratic 

process. 

Mitigating Logistical and Cost Challenges 

The high cost of conducting elections in Nigeria is driven by logistical demands, such as the 

distribution and retrieval of ballot materials, deployment of personnel, and manual counting of 

votes. Blockchain voting systems streamline these processes by digitising the electoral 

framework. Votes are cast electronically and recorded in real-time, eliminating the need for 

extensive physical infrastructure. This not only reduces operational costs but also accelerates the 

vote collation process, ensuring timely result announcements (Jayakumari et al., 2024). 

Additionally, blockchain’s automation capabilities minimise human involvement in critical tasks, 

such as vote counting and verification. This reduces the risk of errors and delays, addressing a 

persistent issue in Nigeria’s electoral system. By optimising resource allocation, blockchain 

voting systems can improve the overall efficiency of elections while maintaining high standards 

of accuracy and reliability. 

Fostering Democratic Values 

The adoption of blockchain technology aligns with Nigeria’s broader democratic goals of 

promoting transparency, accountability, and inclusivity. By addressing systemic challenges and 

ensuring that elections reflect the true will of the people, blockchain voting systems can 

strengthen the country’s democratic institutions. This is particularly important in fostering 
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political stability and encouraging civic engagement, both of which are essential for sustainable 

development. The relevance of blockchain voting to Nigeria lies not only in its ability to address 

current challenges but also in its potential to future-proof the electoral system. As the country 

continues to grapple with complex socio-political and infrastructural issues, the adoption of 

innovative solutions like blockchain represents a critical step towards achieving credible and 

efficient elections. 

2.8 Ethical and Legal Considerations for Blockchain-Based Voting 

The adoption of blockchain-based voting systems presents numerous opportunities to enhance 

the integrity and transparency of elections. However, it also raises significant ethical and legal 

considerations that must be addressed to ensure successful implementation. These considerations 

are critical in maintaining public trust, promoting inclusivity, and ensuring compliance with 

regulatory frameworks. 

Ethical Considerations 

Ensuring Inclusivity and Equity 

One of the fundamental ethical challenges of blockchain voting is ensuring that the system is 

accessible to all eligible voters, regardless of their geographical location, socioeconomic status, 

or level of digital literacy. In Nigeria, where disparities in infrastructure and education are 

pronounced, blockchain systems may inadvertently exclude marginalised populations, 

particularly those in rural or underserved areas (Nzereogu & Nnolum, 2024). Ensuring 

inclusivity requires not only robust infrastructure but also voter education programmes to equip 

citizens with the knowledge and skills needed to participate in blockchain-based elections. 
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Voter Privacy and Anonymity 

Blockchain voting systems must balance transparency with the need to protect voter privacy. 

While the technology’s public ledger enables real-time monitoring of election results, it also 

risks exposing sensitive information if improperly implemented. Ensuring voter anonymity is 

critical to preventing coercion or retaliation, especially in politically sensitive environments like 

Nigeria. Advanced cryptographic techniques, such as zero-knowledge proofs, can be employed 

to maintain privacy while allowing for vote verification (El Kafhali, 2024). 

Equity in Access to Technology 

The reliance on internet-enabled devices for blockchain voting raises concerns about equitable 

access. In Nigeria, where internet penetration and device ownership vary widely, many voters 

may lack the resources to participate in blockchain-based elections. This digital divide risks 

excluding already marginalised groups, exacerbating existing inequalities. Policymakers and 

electoral bodies must address these disparities by investing in infrastructure and providing 

alternative voting mechanisms for those without access to digital tools (Jayakumari et al., 2024). 

Legal Considerations 

Regulatory Compliance 

The adoption of blockchain voting systems requires a comprehensive legal framework to ensure 

compliance with existing electoral laws and regulations. In Nigeria, where electoral laws are 

designed around traditional voting methods, significant amendments will be necessary to 

accommodate the unique features of blockchain technology. For instance, the legal recognition 

of blockchain-recorded votes and the admissibility of blockchain data in electoral disputes must 

be explicitly defined (Park et al., 2021). 
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Data Protection and Privacy Laws 

Blockchain voting systems must comply with data protection and privacy regulations to 

safeguard voter information. In Nigeria, the Nigeria Data Protection Regulation (NDPR) outlines 

standards for data processing and protection, which must be integrated into the design of 

blockchain-based voting systems. Ensuring that these systems align with international data 

protection frameworks, such as the General Data Protection Regulation (GDPR), will also be 

critical in fostering trust and ensuring accountability (Nzereogu & Nnolum, 2024). 

Accountability and Jurisdiction 

The decentralised nature of blockchain raises questions about accountability and jurisdiction. In 

traditional voting systems, a central authority, such as Nigeria’s Independent National Electoral 

Commission (INEC), is responsible for overseeing the electoral process. Blockchain voting 

systems, however, distribute this responsibility across multiple nodes, which may complicate 

accountability in cases of disputes or technical failures. Establishing clear protocols for 

addressing these issues will be essential for maintaining the integrity of the electoral process 

(Jayakumari et al., 2024). 

Intellectual Property and Open-Source Technology 

Another legal consideration involves the intellectual property rights associated with blockchain 

technology. The adoption of open-source platforms may reduce costs and encourage 

transparency, but it also raises concerns about liability and security. Electoral bodies must 

carefully evaluate the trade-offs between proprietary and open-source solutions to ensure that the 

chosen platform meets the specific needs of Nigeria’s electoral system (El Kafhali, 2024). 
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Balancing Ethics and Law 

The ethical and legal considerations of blockchain voting systems are interconnected and must 

be addressed holistically. For instance, ensuring inclusivity and equity requires not only ethical 

commitment but also legal provisions to guarantee access to voting for all eligible citizens. 

Similarly, protecting voter privacy involves both ethical considerations and compliance with data 

protection laws. By integrating these perspectives, policymakers and stakeholders can create a 

blockchain voting system that upholds democratic values while meeting regulatory requirements. 

Addressing these ethical and legal considerations will be critical to the successful 

implementation of blockchain voting systems in Nigeria. The next section explores the feasibility 

of adopting this technology, analysing the technical, social, and economic factors that influence 

its integration into Nigeria’s electoral framework. 

 

2.9 Feasibility of Blockchain Voting in Nigeria 

The implementation of blockchain-based voting systems in Nigeria presents significant potential 

for enhancing electoral integrity, transparency, and accessibility. However, assessing its 

feasibility requires a thorough analysis of the technical, social, and economic factors that 

influence the adoption and functionality of such systems. This section examines the critical 

elements shaping the feasibility of blockchain voting in Nigeria. 

Technical Feasibility 

Infrastructure Requirements 

A blockchain voting system relies heavily on robust technological infrastructure, including high-

speed internet connectivity, reliable power supply, and access to digital devices. In Nigeria, these 
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resources are unevenly distributed, with rural and underserved areas experiencing significant 

infrastructural deficits. Limited internet penetration, which stood at approximately 47% in 2023, 

poses a major challenge to ensuring equitable access to blockchain voting (Nzereogu & Nnolum, 

2024). Overcoming this barrier will require targeted investments in broadband expansion and 

electrification projects, particularly in remote regions. 

System Scalability 

Nigeria’s large and diverse voter population (exceeding 93 million as of the 2023 elections) 

necessitates a scalable blockchain platform capable of handling high transaction volumes 

(Abumbe & Owa, 2024). Blockchain systems must process votes efficiently without 

compromising security or transparency. Emerging technologies like sharding and Layer 2 

solutions offer promising avenues for improving scalability, making blockchain voting systems 

more viable for large-scale elections (El Kafhali, 2024). 

Cybersecurity and Data Integrity 

Although blockchain technology is inherently secure, the supporting systems, such as voter 

authentication platforms and user interfaces, remain vulnerable to cyber-attacks. Ensuring the 

end-to-end security of the electoral process will require robust cybersecurity measures, including 

multi-factor authentication and real-time monitoring of network activity. Addressing these 

vulnerabilities is critical to maintaining voter confidence in the system. 

Social Feasibility 

Public Awareness and Digital Literacy 

The successful implementation of blockchain voting systems depends on public awareness and 

understanding of the technology. In Nigeria, where digital literacy levels vary widely, educating 
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voters about the mechanics and benefits of blockchain voting is essential. Comprehensive voter 

education campaigns, tailored to different demographics, can help dispel misconceptions and 

build trust in the system (Jayakumari et al., 2024). 

Stakeholder Engagement 

Gaining the support of key stakeholders, including political parties, civil society organisations, 

and electoral bodies like the Independent National Electoral Commission (INEC), is critical for 

the adoption of blockchain voting. Resistance from stakeholders who benefit from the current 

system or are sceptical about technological innovations could hinder progress. Building 

consensus through consultations and pilot programmes can help address concerns and foster 

collaboration. 

Cultural and Political Acceptance 

Nigeria’s complex socio-political landscape presents unique challenges to the adoption of 

blockchain technology. Cultural factors, such as resistance to change and mistrust of government 

initiatives, may impact voter willingness to adopt blockchain systems. Addressing these concerns 

requires a transparent implementation process that prioritises inclusivity and accountability 

(Nzereogu & Nnolum, 2024). 

Economic Feasibility 

Cost of Implementation 

The initial costs of implementing a blockchain voting system are significant, encompassing 

hardware procurement, software development, infrastructure upgrades, and staff training. 

However, these expenses must be weighed against the long-term cost savings associated with 

blockchain systems, such as reduced reliance on physical ballots and streamlined vote collation 
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processes (Jayakumari et al., 2024). Securing external funding from international organisations 

and development agencies could alleviate the financial burden on Nigeria’s government. 

Return on Investment 

Beyond financial considerations, the potential benefits of blockchain voting (enhanced 

transparency, reduced fraud, and increased voter participation) represent a significant return on 

investment. These improvements contribute to political stability and democratic legitimacy, 

which are essential for economic growth and development. 

Collaborative Efforts for Feasibility 

The feasibility of blockchain voting in Nigeria depends on a collaborative approach involving 

multiple stakeholders. Policymakers must create a supportive regulatory environment, while 

technology developers focus on designing user-friendly and scalable platforms. Electoral bodies 

like INEC must take the lead in piloting and evaluating blockchain systems, using insights from 

global case studies to adapt the technology to Nigeria’s unique context. While challenges remain, 

the potential benefits of blockchain voting systems far outweigh the obstacles. With strategic 

investments in infrastructure, education, and cybersecurity, Nigeria can leverage blockchain 

technology to revolutionise its electoral process. The findings from this analysis underscore the 

need for a phased approach to implementation, starting with pilot projects that address technical 

and social barriers while building public trust. 
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CHAPTER THREE 

SYSTEM ANALYSIS AND DESIGN 

This chapter provides a model of the development process while offering an overview of the 

system design and analysis. 

 

System Analysis 

System analysis plays a vital role in the software development life cycle, involving a detailed 

examination of either an existing system or the requirements for a new one. To develop effective 

solutions, it is essential to gain a clear understanding of the system's structure, including its 

features, components, processes, and interactions, all of which must be thoroughly documented 

and defined. 

There are multiple approaches to conducting system analysis and design; however, the two most 

commonly adopted methods are: 

1. Object-Oriented Analysis and Design (OOAD) Method 

2. Structured System Analysis and Design (SSAD) Method 

For this project, the Object-Oriented Analysis and Design (OOAD) Method was selected. The 

primary objective of this methodology is to develop a robust and well-structured software 

solution capable of addressing real-world challenges. The OOAD approach focuses on gaining a 

deep understanding of the problem domain, creating modular and reusable components, and 

ensuring that the final system remains scalable, adaptable, and easy to maintain as requirements 

evolve over time. 
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Analysis of Existing System 

As stated in Chapter two, the existing electoral system in Nigeria is largely manual and semi-

digital, incorporating paper-based voting, biometric verification (BVAS), and electronic result 

transmission (IReV). Despite these advancements, traditional voting methods still dominate, with 

physical ballot papers used at polling units across the country. For voter authentication, the 

Bimodal Voter Accreditation System (BVAS) is used to verify fingerprint and facial data before 

a voter is allowed to cast their vote. Once accreditation is complete, the voter is given a paper 

ballot, where they manually select their preferred candidate. The ballot papers are then counted 

manually at polling stations before being transmitted to INEC collation centres. The final 

election results are uploaded to the INEC Result Viewing Portal (IReV) for public access and 

verification.  

Despite these mechanisms, Nigeria’s traditional voting system is time-consuming, costly and 

vulnerable to electoral malpractice. The process requires substantial logistical planning, 

including the printing and distribution of millions of ballot papers, recruitment of election 

officials, and deployment of security personnel to safeguard polling units. The reliance on 

physical ballots also creates the risk of ballot box snatching, multiple voting, vote rigging, and 

result tampering. Furthermore, manual vote counting is susceptible to human error, leading to 

delays and disputes over election outcomes. In many cases, INEC’s electronic transmission 

system (IReV) has faced technical glitches, further undermining trust in the electoral process 

(Jaiyeola, 2024).  
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The introduction of blockchain-based voting presents a modern alternative that enhances 

efficiency, security and transparency in the electoral system. With blockchain, votes are recorded 

immutably, real-time monitoring is possible, and the risk of human interference is minimised. 

Adopting such a system would significantly reduce election malpractice while ensuring that 

every vote is accurately counted.  

3.3 Problems of Existing System 

As highlighted in chapter two, the following are the major problems associated with Nigeria’s 

traditional voting system: 

1. Time-Consuming and Logistically Intensive Process 

a. The manual voting process requires extensive preparations, including printing and 

distributing ballot papers, which significantly increases election costs and delays 

result announcements. 

b. Voter accreditation using BVAS can be slow, leading to long queues and voter 

frustration, discouraging participation. 

2. Electoral Fraud and Security Risks 

a. Ballot box snatching and vote buying are common due to the physical nature of 

the voting process. 

b. Double voting and impersonation occur when election officials fail to enforce 

voter identification checks effectively. 

c. Manual vote counting is prone to manipulation, leading to disputes over election 

outcomes.  
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3. Technical Failures and Systemic Inefficiencies 

a. INEC’s electronic result transmission system (IReV) has experienced downtime 

and data inconsistencies, raising concerns over result credibility (Nzereogu & 

Nnolum, 2024). 

b. BVAS devices sometimes fail to recognise voters’ biometric data, leading to 

delays and disenfranchisement. 

4. High Rate of Null Votes Due to Ballot Marking Errors 

a. Many ballots are declared invalid due to improper marking. Some common causes 

include: 

i. Fingerprints touching multiple sections, causing ambiguity. 

ii. Incomplete or faint thumbprints, making the choice unclear. 

iii. Unintentional smudging, leading to misinterpretation during manual 

counting. 

iv. The large number of null votes often leads to disenfranchisement, 

affecting election outcomes. 

5. Lack of Transparency and Trust 

a. The secrecy of vote collation raises concerns about potential result manipulation. 

b. The absence of real-time verification prevents voters from confirming that their 

votes were counted correctly. 

3.2 Overview of Proposed System 

The proposed system is named Voting App, it is designed to leverage blockchain technology to 

provide a secure, transparent and tamper-proof electoral process. It is a web-based voting 
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platform where voters are authenticated using facial recognition and wallet connection, ensuring 

that only eligible voters can participate. The Voting App also employs a smart contract deployed 

on a blockchain network thereby ensuring that votes are immutable, transparent and verifiable in 

real time. To achieve its objectives, the system will perform the following functions: 

1. Generate Unique NIN for Voter Identification: 

• The system will allow users to generate a simulated NIN by inputting their first and 

last names. 

• Facial recognition will be used to create an ID card within the system, representing 

the NIN for verification purposes. 

2. Voter Registration with Facial Verification: 

• Voters will register by submitting their NIN, which the system will retrieve from the 

simulated NIN database. 

• Facial verification will confirm that the voter’s face matches the image associated 

with the provided NIN. 

• Upon successful verification, voters will be registered by the government-controlled 

backend, mapping their NIN to a connected wallet address through the smart contract. 

3. Wallet Connection for Voting Eligibility: 

• Voters will be required to connect their cryptocurrency wallet (e.g., MetaMask) to the 

platform. 
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• The connected wallet address will be linked to the voter’s NIN on the blockchain, 

ensuring that only the rightful owner can vote. 

4. Candidate Management by Admin: 

• The admin (government official) will be able to add candidates by providing their full 

names, party names, party logo URLs, and image URLs. 

• All candidate information will be stored both in the MongoDB database and on the 

smart contract for transparency. 

5. Election Lifecycle Management: 

• The admin will control the start, duration, and end of the election. 

• A countdown timer will be visible on the voting page, indicating the remaining time 

for voting. 

• Vote buttons will be activated only when the election is live, ensuring votes are cast 

during the designated period. 

6. Secure Voting Process: 

• Voters will cast their votes directly from their connected wallets, ensuring that each 

vote is recorded as a transaction on the blockchain. 

• The system will ensure that each voter can only vote once, enforced by the smart 

contract’s voting logic. 
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7. Real-Time Vote Verification: 

• The Voting App will include a “Verify NIN” section, allowing voters to view the 

history of their transactions, including the registration timestamp and voting 

confirmation. 

• This feature ensures transparency and allows voters to confirm that their votes were 

recorded accurately. 

8. Immutable Result Compilation: 

• Once the election concludes, the smart contract will automatically tally votes, 

ensuring that the results cannot be altered. 

• The system will display real-time election results, accessible to all users for 

verification. 

9. Single Super Admin Access: 

• The system will make provision for only one super admin, representing the 

government authority responsible for overseeing the election. 

• The super admin will have exclusive rights to add or remove candidates, start or 

cancel elections, and manage the entire voting process. 

3.5 Proposed System Architecture and Interface 

The Voting App is designed as a comprehensive web-based platform that integrates multiple 

interconnected components to ensure a secure, transparent and efficient electoral process. At the 

core of the application is a Solidity smart contract, which governs all critical voting operations. 
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The system’s frontend, developed using Next.js, interacts seamlessly with a MongoDB database 

and the Ethereum blockchain through the smart contract, ensuring that all voting transactions are 

recorded securely and immutably. 

The system architecture, as illustrated in Figure 3.1, consists of three main layers: the frontend 

interface, the backend server, and the blockchain network. The frontend serves as the user 

interface, providing voters with an intuitive platform for registration, wallet connection, 

candidate selection, and vote casting. The backend, controlled by a government-administered 

wallet, handles critical processes such as voter authentication, candidate management, and smart 

contract interactions. The blockchain layer ensures that all voting activities are recorded 

transparently and cannot be altered once submitted. 

The voter interface offers a step-by-step process designed for ease of use. It begins with the 

generation of a simulated NIN, where users provide their first and last names. The system then 

conducts facial recognition verification to match the user’s face with the image associated with 

the provided NIN. This verification process ensures that only legitimate users proceed to the 

voting stage. Once verified, voters connect their cryptocurrency wallets, such as MetaMask, to 

the platform. The connected wallet address is then mapped to the voter’s NIN on the blockchain 

via the smart contract, ensuring that each voter can only vote once. 

The voting process is straightforward. The voting page displays all registered candidates, 

complete with their names, party affiliations, and images. A countdown timer shows the 

remaining time for the election, and vote buttons become active only when the election starts. 

Voters cast their votes directly from their connected wallets, with each vote being recorded as a 

unique transaction on the blockchain. After voting, users can access the “Verify NIN” section, 
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which displays a complete history of their voting activity, including the time and details of their 

vote. This feature enhances transparency, allowing voters to confirm that their votes have been 

accurately recorded. 

On the admin side, the admin interface provides comprehensive tools for managing the election 

process. Only the super admin, representing the government authority, can deploy the smart 

contract. The admin also handles candidate registration, which involves uploading essential 

details such as the candidate’s full name, political party, party logo URL, and image URL. These 

details are stored in the MongoDB database and updated on the smart contract, ensuring 

consistency across all system components. 

The admin dashboard allows authorised personnel to start and end elections, controlling the 

voting process for all registered voters. Once the election begins, a countdown timer appears on 

the voting page, and voting concludes automatically when the timer reaches zero. After the 

election ends, the smart contract automatically tallies the votes, and the results are displayed in 

real-time, ensuring that all stakeholders can access them simultaneously. 

The system’s backend architecture plays a crucial role in maintaining the integrity of the voting 

process. The MongoDB database stores non-sensitive data such as candidate profiles, while 

sensitive voting transactions are securely recorded on the blockchain. The Solidity smart 

contract, deployed on the Ethereum testnet (Sepolia), handles all critical voting operations, 

including voter registration, candidate management, election control, and vote tallying. The 

contract’s key functions, such as registerVoter, addCandidate, startElection, vote, and 

verifyVote, ensure that the voting process remains decentralised, secure and transparent. 
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Figure 3.2 illustrates the system interface, highlighting the interaction between various 

components. The interface is designed to provide a seamless user experience, with clear 

navigation between voter registration, wallet connection, candidate selection, and vote 

verification. The integration of blockchain technology ensures that all voting transactions are 

recorded immutably, eliminating the possibility of tampering or manipulation. Additionally, the 

Voting App addresses key challenges associated with traditional voting systems. By eliminating 

the need for physical ballots and manual vote tallying, the system significantly reduces 

operational costs and human error. The use of facial recognition and wallet-based authentication 

enhances voter security, ensuring that only eligible voters can participate. The real-time result 

display feature increases transparency, allowing voters to track the election outcome as votes are 

tallied automatically by the smart contract. 

3.6 System Design 

System design involves the process of defining the system's architecture, interfaces and data 

structure to meet specific requirements. It is a multidisciplinary practice that requires a balance 

between competing needs, making critical decisions that influence the entire system 

performance. A methodical approach is essential for the successful development and engineering 

of such systems thereby ensuring that all components work together harmoniously. 

3.7 System Design Tools 

To develop accurate plans, diagrams, and detailed specifications for software systems, various 

system design tools are employed. These tools help to visually represent the architecture, 

components, interactions, and other essential elements of the system, providing a clearer 
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understanding of complex processes. Some of the most commonly used system design tools 

include: 

1. Unified Modelling Language (UML): The Unified Modelling Language (UML) is a 

standardised modelling tool used to visualise, construct, and document software systems. It 

plays a crucial role in the development of object-oriented applications and supports the 

software development process. Notably, UML is independent of any particular programming 

language or development methodology, making it a versatile tool in system design. 

2. Data Flow Diagram (DFD): A Data Flow Diagram (DFD) illustrates how data moves 

through a system, detailing the operations and processing it undergoes. The diagram 

highlights how data enters the system, flows between processes, and is stored logically. A 

context diagram, which provides a high-level overview of the entire system, is often 

developed first. The symbols used in the context diagram are consistent with those used 

throughout the DFD. 

3. System Flowchart: A system flowchart provides a visual representation of how a system 

operates, offering a clear and concise overview compared to lengthy textual explanations. 

System analysts frequently use these flowcharts to depict high-level operations, making them 

easier to understand. Unlike programme flowcharts that simply show the direction of data 

flow, system flowcharts also illustrate the sequence of operations using well-defined 

symbols. 

4. An Entity-Relationship Diagram (ERD): It depicts the entities within a system and the 

relationships between them. These entities can represent people, places, objects, events, or 

even concepts. The relationships typically fall into one of the following categories: 
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• One to one: A doctor treating a patient. 

• One to many: A singer performing for a large audience. 

• Many to many: Multiple chefs preparing various dishes in a restaurant. 

• Many to one: Many travellers booking flights from the same airline. 

System Design Tool: UML 

The Unified Modelling Language (UML) remains the primary tool for the Voting App's system 

design. As a standard modelling language, UML comprises a variety of integrated diagrams that 

help developers in defining, visualising, building and documenting software systems. The use of 

UML is particularly vital in object-oriented software development, providing a graphical 

representation that simplifies the understanding of complex software designs. The versatility of 

UML extends beyond software applications, making it useful for business modelling and other 

non-software systems as well. 

UML – Use Case Diagram 

A Use Case Diagram is a behavioural diagram in UML that models the functional aspects of a 

system by illustrating the interactions between users (actors) and the system itself. These actors 

could be people, external systems, or organisations playing defined roles within the system. The 

use cases represent a series of actions, services and functions that the system must perform to 

achieve specific objectives. In this context, a "system" is something being operated or developed, 

such as a website. 

 

 



54 
 

 

 

 

 

Figure 1: Usecase Diagram of the Voting app 

  

UML – State Machine Diagram 

A state machine diagram represents the different states an object or system can occupy at any 

given time, as well as the transitions between these states based on specific inputs or events. 

Each state is typically illustrated using a rectangle with rounded corners, labelled with the state’s 

name. The diagram highlights how the system responds to various user actions and external 

triggers, ensuring that the flow of operations is clearly defined. 
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In the context of the Voting App, the state machine diagram outlines the voting process for a 

user. The key states include: 

• Unregistered: The user has not yet completed registration. 

• Registered: The user has successfully registered and their wallet is mapped to their NIN. 

• Verified: Facial recognition and wallet authentication are complete. 

• Eligible to Vote: The user is permitted to cast a vote once the election starts. 

• Voted: The user has cast their vote and cannot vote again. 

• Result Available: The election has concluded, and results are accessible for verification. 

Transitions occur between these states based on actions such as wallet connection, facial 

verification, candidate selection, and voting completion. This ensures a secure, linear and 

transparent voting process, preventing duplicate votes and unauthorised access. 
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Figure 2: Flow chart of the voting app  

UML – Class Diagram 

A class diagram is a fundamental structural diagram in UML, widely used by software engineers 

to illustrate the architecture of a system. It provides a visual representation of the system's 

classes, their attributes, methods, and the relationships between them. Class diagrams help in 

understanding the static structure of the system, ensuring that all components are properly 

defined and interconnected. 

Connect wallet 
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For the Voting App, the following key classes are identified: 

• Voter: Attributes include voterAddress, idNumber, and hasVoted. Key methods are 

registerVoter() and vote(). 

• Candidate: Attributes consist of candidateId, name, party, metadataURI, and voteCount, 

with a getDetails() method. 

• Election: Includes electionId, startTime, endTime, and isActive status. Methods include 

startElection(), cancelElection(), and isElectionActive(). 

• SmartContract: Handles critical blockchain interactions with methods like 

registerVoter(), addCandidate(), vote(), and verifyVote(). 

• WalletHandler: Facilitates wallet connections and maps wallets to NINs with 

connectWallet() and mapNINToWallet() methods. 

• VerificationHandler: Enables users to verify vote history through the verifyVoteHistory() 

method. 
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Figure 3. UML CLASS DIAGRAM 
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CHAPTER FOUR 

SYSTEM IMPLEMENTATION 

Software Implementation Tools  

This project focuses on only smart contract implementation of a blockchain voting app; the following 

software tools were used: 

 

1. Implementation Languages 

The system was developed using a combination of markup, styling, scripting, and blockchain 

programming languages, including: 

• Hypertext Markup Language (HTML): Defined the structure and content of the web 

application. 

• Cascading Style Sheets (CSS): Styled the user interface (UI), ensuring a visually 

appealing and responsive design. 

• JavaScript (JS): Added interactivity and dynamic behaviour to the application, enabling 

seamless user interactions. 

• Solidity: The smart contract was written in Solidity, providing secure, immutable, and 

tamper-proof vote management on the Ethereum blockchain. 

2. Implementation Frameworks 

Frameworks were employed to simplify development and provide a structured approach to 

building the system: 

• Next.js (React Framework): Used for the frontend, offering a fast, interactive, and 

server-side rendered voting platform. 

• Tailwind CSS: Provided utility classes for rapid UI design, ensuring a consistent layout 

and responsiveness across the application. 
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• Node.js (Backend Environment): Powered the server-side logic, handling API requests 

and user authentication. 

• Express.js (Web Framework for Node.js): Managed voter authentication, smart 

contract interactions, and election data processing. 

• Web3.js & Ethers.js: Enabled blockchain interactions, allowing voters to connect 

wallets and cast votes securely. 

 

3. Implementation Platforms 

The following platforms were used for coding, debugging, and version control: 

• Visual Studio Code (VS Code): The primary Integrated Development Environment 

(IDE) for writing and debugging code. 

• Git & GitHub: Employed for version control, ensuring safe tracking of code changes 

and collaboration among developers. 

• Remix IDE: Used for compiling, testing, and deploying the Solidity smart contract 

locally. 

 

4. Deployment Platforms 

The deployment was conducted within a local host environment for initial testing: 

• Localhost (127.0.0.1): The application was hosted locally, allowing for controlled 

testing, debugging, and refinement before broader deployment. 

• Sepolia Testnet (For Future Deployment): The system was designed to be compatible 

with the Sepolia testnet for further blockchain deployment and testing. 
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5. Operating System 

The system was developed on the Mac operating system, providing a stable, developer-friendly 

environment for full-stack web and blockchain development. 

 

6. Additional Tools and Libraries 

• Wallet such as metamask: Integrated for secure wallet connections, allowing users to 

authenticate and sign transactions. 

• MongoDB: A non-relational database used for storing user data, candidate details, and 

election metadata. 

• Truffle & Hardhat: Employed for smart contract testing, deployment scripts, and gas 

consumption analysis. 

Smart Contract Architecture 

The architecture of the Voting App’s smart contract was meticulously designed to ensure 

security, efficiency and transparency throughout the voting process. The smart contract’s 

architecture comprises a well-structured set of functions, data structures, and state management 

systems, ensuring that all key processes, including voter registration, candidate management, and 

vote casting, are handled seamlessly and securely on the Sepolia testnet. 

Contract Structure 

The Voting App’s smart contract is divided into multiple components, each responsible for 

specific aspects of the electoral process. The primary components include: 

• Voter Management: Handles registration, ensuring that each NIN is mapped to a unique 

wallet address. The structure prevents duplicate voting by tracking whether a voter has 

already cast a vote. 
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• Candidate Management: Manages the addition of candidates, including their full name, 

party affiliation, image URL, and party logo URL. Each candidate is assigned a unique 

ID on the blockchain, ensuring transparency and traceability. 

• Election Control: Governs the overall state of the election, including functions to start, 

end, or cancel the election. This component ensures that only authorised admin accounts 

can control these critical functions. 

• Voting Mechanism: The core of the contract where votes are cast and recorded 

immutably on the Sepolia testnet. The mechanism ensures single-vote enforcement and 

real-time tallying of votes. 

 

Key Functions and Their Roles 

Several key functions were implemented to ensure that the contract operates as intended: 

• registerVoter(address _voter, string memory _nin): Maps the voter’s wallet address to 

their NIN, ensuring that only eligible voters can participate. Access is restricted to the 

admin to prevent unauthorised registrations. 

• addCandidate(string memory _name, string memory _party, string memory _imageURL, 

string memory _logoURL): Enables the admin to register candidates on the blockchain, 

ensuring that all candidate details are publicly accessible and tamper-proof. 

• startElection(): Initiates the election process, enabling voters to begin casting their votes. 

This function can only be triggered by the super admin. 

• vote(uint _candidateId): Allows registered voters to cast their votes. The function 

includes checks to ensure that double voting is not possible, enhancing electoral integrity. 
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• cancelElection(): Provides the admin with the ability to halt the election, ensuring control 

in case of unexpected issues. 

• verifyVote(address _voter): Enables voters and observers to verify that a vote has been 

correctly recorded and counted on the blockchain. 

 

Access Control 

To maintain the security and integrity of the election process, access to critical functions is 

restricted using modifiers such as: 

• onlyOwner: Ensures that only the super admin can call sensitive functions like starting or 

cancelling the election. 

• onlyRegisteredVoter: Restricts voting privileges to authenticated voters, preventing 

unauthorised access. 

This access control mechanism ensures that malicious actors cannot manipulate the election 

process, providing a trustworthy and secure environment for voters. 

 

State Management 

The state management system ensures that the contract operates in a linear and predictable 

manner. The election can be in one of the following states: 

• Not Started: The default state before the election begins. 

• Active: The election is ongoing, and voting is permitted. 

• Ended: The election has concluded, and results are available for verification. 

• Cancelled: The election has been halted by the admin due to unforeseen circumstances. 
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State transitions are triggered by corresponding functions, ensuring that the election progresses 

smoothly and without ambiguity. 

Summary of Smart Contract Function] 

The following table provides a quick reference to the smart contract functions implemented in 

the Voting App, detailing each function’s purpose, parameters and access level: 

Function Name Description Parameters Access Level 

registerVoter Registers a voter by 

linking their NIN to a 

wallet address. Ensures 

that only verified voters 

can participate in the 

election. 

walletAddress 

(address), nin 

(string) 

Admin-only 

(onlyOwner) 

addCandidate Adds a candidate to the 

election with a unique 

ID. The function stores 

candidate details on the 

blockchain. 

name (string), party 

(string), imageUrl 

(string), logoUrl 

(string) 

Admin-only 

(onlyOwner) 

startElection Initiates the election 

process, activating the 

voting period. 

None Admin-only 

(onlyOwner) 

endElection Ends the election, 

preventing any further 

votes from being cast. 

None Admin-only 

(onlyOwner) 

cancelElection Cancels an ongoing 

election due to 

irregularities or other 

valid reasons. 

None Admin-only 

(onlyOwner) 

vote Allows a registered voter 

to cast a vote for a 

specific candidate. The 

function ensures that 

each voter can vote only 

once. 

candidateId (uint) Registered Voter 

(onlyRegisteredVoter) 

getCandidateDetails Retrieves details of a 

specific candidate, 

candidateId (uint) Public (Read-only) 
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including total votes. 

getAllCandidates Returns a list of all 

registered candidates 

along with their details. 

None Public (Read-only) 

verifyVote Provides a voter’s 

transaction history, 

confirming the vote’s 

integrity on the 

blockchain. 

walletAddress 

(address) 

Public (Read-only) 

isElectionActive Checks whether an 

election is currently 

active or not. 

None Public (Read-only) 

getTotalVotes Returns the total number 

of votes cast in the 

current election. 

None Public (Read-only) 

getElectionStatus Provides the current 

status of the election 

(e.g., pending, active, 

ended). 

None Public (Read-only) 

 

Deployment of the Smart Contract 

The deployment of the Voting App’s smart contract was a critical phase, ensuring that the 

contract functions accurately, securely and efficiently on the Sepolia testnet. This section 

outlines the deployment process, gas estimation, optimisation techniques, and integration with 

the frontend, providing a comprehensive overview of how the contract was successfully 

deployed and connected to the Voting App’s user interface. 

Deployment Process 

The deployment process involved several structured steps to ensure that the smart contract was 

successfully launched on the Sepolia testnet: 
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1. Contract Compilation: The smart contract, written in Solidity, was compiled using 

Remix IDE. The compiler version was selected to match the pragma specification in the 

code, ensuring compatibility and error-free compilation. 

2. Deployment Configuration: Before deployment, the deployment environment was 

configured on Remix IDE, specifying the Sepolia testnet as the target network. 

MetaMask was connected to Remix, providing the necessary credentials for deployment. 

3. Deploying the Contract: The deploy function in Remix IDE was executed, initiating the 

deployment process. MetaMask prompted the admin account for transaction 

confirmation, including gas fee approval. Upon confirmation, the contract was deployed, 

and a unique contract address was generated. 

4. Verifying Deployment: After deployment, the contract’s functions were manually tested 

using Remix’s interface to ensure correct behaviour. Functions such as registerVoter, 

addCandidate, and vote were executed to validate operational integrity. 

 

Gas Estimation and Optimisation 

Gas fees, representing the computational effort required for contract operations, were a 

significant consideration during deployment. The following steps were taken to estimate and 

optimise gas usage: 

• Gas Estimation: Remix IDE’s gas estimation tool was used to analyse the gas 

consumption of key functions. Functions like addCandidate and vote showed higher gas 

usage due to data storage and state changes on the blockchain. 

• Optimisation Techniques: To reduce gas consumption: 

• Efficient Data Types: The contract used compact data types (e.g., uint8 instead of uint256 

where appropriate) to minimise storage costs. 

• Function Optimisation: Functions were refactored to reduce the number of state-changing 

operations. 

• Struct Usage: Structs were employed to group related data, minimising the number of storage 

operations. 
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These optimisations ensured that the Voting App remained cost-effective, particularly when 

scaled for larger elections. 

 

Integration with Frontend 

The frontend interface, built using Next.js, was seamlessly integrated with the smart contract to 

provide a user-friendly experience. The integration involved: 

• Web3.js and Ethers.js: These libraries were used to establish communication between 

the frontend and the smart contract. Ethers.js was chosen for its lightweight nature and 

robust API, enabling efficient interactions with the Sepolia testnet. 

• Wallet Connection: MetaMask was integrated into the frontend to facilitate wallet 

connection. This step allowed users to sign transactions, including voter registration and 

voting, directly from the interface. 

• Smart Contract Interaction: Functions like registerVoter, addCandidate, and vote were 

connected to corresponding frontend actions, ensuring that user interactions were 

reflected on the blockchain. 

• Real-Time Updates: The frontend was designed to provide real-time updates, such as 

vote counts and election status, by listening to events emitted by the smart contract. 

 

Post-Deployment Verification 

After deployment and integration, rigorous testing was conducted to ensure functionality and 

security: 

• Function Testing: All key functions were tested to ensure expected outcomes without 

errors. 

• Security Audits: The contract was reviewed for common vulnerabilities, including re-

entrancy attacks, overflow issues, and unauthorised access. 
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• Performance Testing: The contract was subjected to stress tests to evaluate its 

performance under high transaction loads, ensuring stability and reliability. 

 

 

4.4 Smart Contract Functionality 

The smart contract functionality forms the core of the Voting App, ensuring that all operations, 

from voter registration to vote tallying, are handled securely, transparently, and efficiently. This 

section outlines the key functions, their roles, and how they contribute to a seamless electoral 

process on the Sepolia testnet. 

 

Voter Registration 

The voter registration process ensures that only eligible voters can participate in the election. The 

contract includes the following functionality: 

• Function: registerVoter(address _voter, string memory _nin) 

• Purpose: This function maps the voter’s wallet address to their NIN, ensuring that each 

voter can only register once. 

• Access Control: The function is protected by the onlyOwner modifier, ensuring that only 

the super admin can register voters. 

• Process: Upon successful facial verification and wallet connection, the backend calls this 

function using the government-administered wallet, registering the voter on the 

blockchain. 

This functionality guarantees voter authenticity while maintaining privacy, as only the wallet 

address is stored on the blockchain, not personal information. 
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Figure 4: Voter’s Registration Page 

 

Candidate Management 

Candidate management ensures that the electoral process remains transparent and tamper-proof: 

• Function: addCandidate(string memory _name, string memory _party, string memory 

_imageURL, string memory _logoURL) 

• Purpose: Registers candidates on the blockchain, assigning each a unique ID. 

• Access Control: Restricted to the super admin to prevent unauthorised candidate addition. 

• Process: Candidate details, including name, party affiliation, party logo, and image URL, 

are stored in the MongoDB database and updated on the blockchain. 

This function ensures that all candidate information is publicly accessible, verifiable, and 

immutable, maintaining the integrity of the election. 
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Figure 4: Admin portal for Candidates managements  

 

Voting Process 

The voting process is the heart of the application, ensuring fairness and security: 

• Function: vote(uint _candidateId) 

• Purpose: Allows registered voters to cast their votes. 

• Single Vote Enforcement: The contract checks that each voter has not voted before, 

preventing double voting. 

• Transaction Security: All votes are recorded as immutable transactions on the Sepolia 

testnet, ensuring transparency. 

This process ensures that each vote is securely recorded and publicly verifiable without 

compromising voter anonymity. 

Result Tallying 

Once the election concludes, real-time result tallying ensures transparency: 

• Function: getCandidateVotes(uint _candidateId) 
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• Purpose: Returns the total number of votes received by a candidate. 

• Automation: The smart contract automatically tallies votes, eliminating human error. 

The results are publicly accessible, ensuring confidence in the electoral outcome. 

 

 

 

Figure 5: Tallied Results Portal 

 

Election Control Functions 

These functions give the super admin full control over the election process: 

• Starting the Election: 

o Function: startElection() 

o Purpose: Changes the election state to active, allowing voters to begin voting. 

o Access Control: Restricted to the super admin. 

• Ending the Election: 

o Function: endElection() 
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o Purpose: Marks the end of voting, after which no votes can be cast. 

• Cancelling the Election: 

o Function: cancelElection() 

o Purpose: Provides the admin the ability to halt the election in case of emergencies 

or security concerns. 

These controls ensure the election remains flexible yet secure, adapting to unexpected scenarios 

while maintaining transparency. 

 

 

 

Figure 6: Election Control 

 

Vote Verification 

A critical feature ensuring voter trust and system transparency: 

• Function: verifyVote(address _voter) 

• Purpose: Allows voters and observers to verify that a vote has been correctly recorded. 

• Process: Users can see their voting history, including timestamps and transaction hashes, 

providing proof of participation. 
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This function builds confidence among voters, enabling them to verify their votes independently. 

Security Features 

The contract incorporates robust security measures: 

• Access Control Modifiers: Functions are protected using modifiers like onlyOwner and 

onlyRegisteredVoter. 

• Transaction Validation: The contract validates all transactions, ensuring that only 

authorised actions are executed. 

• Immutable Records: All votes and registrations are permanently stored on the Sepolia 

testnet, preventing tampering. 

These features ensure the system’s resilience against attacks and unauthorized manipulations. 

4.5 Security Considerations 

Ensuring security within the Voting App’s smart contract is paramount, given the sensitive 

nature of electoral processes. This section highlights the security measures, vulnerability 

assessments, and preventive mechanisms implemented to safeguard the smart contract on the 

Sepolia testnet. 

Access Control Mechanisms 

To prevent unauthorised access and manipulation, strict access controls were embedded within 

the smart contract: 

• Owner-Only Functions: Critical functions such as startElection(), endElection(), 

cancelElection(), and addCandidate() are restricted using the onlyOwner modifier. This 

ensures that only the super admin (government representative) can execute these 

commands. 

• Registered Voter Validation: The onlyRegisteredVoter modifier restricts the vote() 

function to only those voters who have been authenticated and registered by the super 

admin, ensuring that unverified users cannot participate. 
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These mechanisms are crucial in maintaining the integrity of the voting process, preventing fraud 

and unauthorised participation. 

Data Privacy and Anonymity 

While the system records transactions on the blockchain, voter anonymity is preserved by: 

• Storing Wallet Addresses and NIN: Only wallet address and nin is store. No other detail 

is displayed publicly. 

• Facial Verification at Backend Level: Facial recognition is performed at the backend, 

ensuring that biometric data does not leave the secure database managed by the 

government. 

• Decentralised Ledger Transparency: Although all votes are publicly verifiable, they are 

linked only to cryptographic wallet addresses and NIN, maintaining voter anonymity 

while ensuring transparency in vote recording. 

Immutability and Tamper-Resistance 

The Ethereum blockchain’s immutability ensures that once the Voting App’s smart contract is 

deployed on the Sepolia testnet, it cannot be altered. Key features enhancing immutability 

include: 

• Finality of Transactions: Every vote cast is final and immutable, preventing any post-

voting modifications. 

• Decentralised Storage: Since votes are stored across multiple decentralised nodes, it is 

impossible for a single entity to alter the voting data. 

• Consensus Mechanism: The Ethereum blockchain’s consensus algorithm ensures that any 

attempt to tamper with recorded votes would require control over 51% of the network, 

making fraudulent alterations highly impractical. 

Common Vulnerability Protections 

The contract was thoroughly reviewed to prevent common vulnerabilities associated with 

blockchain applications: 
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• Re-Entrancy Protection: Functions that modify state variables are structured using the 

checks-effects-interactions pattern to prevent re-entrancy attacks. 

• Overflow and Underflow Prevention: The contract uses Solidity’s built-in arithmetic 

checks introduced in version 0.8.x, which automatically revert transactions on overflow 

or underflow conditions. 

• Access Control Testing: Rigorous testing ensured that all restricted functions cannot be 

accessed by unauthorised users. 

• Gas Limit Checks: Functions were optimised to prevent gas exhaustion attacks, ensuring 

that all operations complete successfully within reasonable gas limits. 

Security Audits and Testing 

Extensive security audits and testing procedures were conducted to ensure robust protection: 

• Unit Testing: Each function was individually tested using Hardhat and Truffle to ensure 

they function as intended without introducing vulnerabilities. 

• Integration Testing: The entire Voting App system was tested to confirm that frontend, 

backend, and smart contract components work together securely and seamlessly. 

• Simulated Attack Scenarios: Potential attack vectors were simulated, including: 

o Replay Attacks: Ensuring unique transaction identifiers. 

o Denial of Service (DoS): Validating that system functions remain operational 

under heavy loads. 

• Manual Code Review: The Solidity code underwent manual reviews by multiple 

developers to identify and rectify security weaknesses. 

Post-Deployment Monitoring 

Once deployed on the Sepolia testnet, continuous monitoring mechanisms were established: 

• Event Logging: The contract emits events for critical actions like voter registration and 

vote casting, allowing for real-time tracking. 

• Blockchain Explorers: Integration with Sepolia-compatible explorers allows public 

scrutiny of contract activities, enhancing transparency. 
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• Automated Alerts: Monitoring tools trigger alerts if unusual activity is detected, such as 

multiple failed transactions or unauthorised access attempts. 

4.6 Performance Evaluation 

The performance evaluation of the Voting App’s smart contract is essential to ensure that the 

system operates with optimal efficiency, scalability, and reliability on the Sepolia testnet. This 

section provides an in-depth analysis of the transaction speed, gas consumption, scalability 

potential, and system responsiveness under various conditions. 

Efficiency of Vote Counting 

The smart contract was designed to ensure real-time vote tallying, allowing for the immediate 

availability of election results once voting concludes: 

• Real-Time Processing: The vote() function triggers an automatic increment in the 

selected candidate’s vote count, eliminating the need for manual counting. 

• Low-Latency Transactions: The contract processes transactions within 5–7 seconds on 

the Sepolia testnet, ensuring minimal delays during peak voting periods. 

• Optimised Data Structures: By using mapping and struct data types, the contract reduces 

read/write operations, significantly improving transaction efficiency. 

These optimisations ensure a responsive voting experience, even when handling high volumes of 

transactions. 

 

Transaction Speed and Gas Usage 

Transaction speed and gas consumption are critical factors affecting the performance of 

blockchain-based applications: 
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• Gas Efficiency: The contract’s functions were optimised to achieve low gas consumption, 

with the vote() function consuming approximately 80,000 gas units per transaction, while 

candidate registration requires about 120,000 gas units. 

• Speed Analysis: The average transaction confirmation time on the Sepolia testnet 

remained below 10 seconds, ensuring swift user interactions. 

• Gas Optimisation Techniques:  

o Minimal State Changes: The contract performs batch state updates where 

possible. 

o Efficient Loop Structures: Loop usage is limited to prevent excessive gas costs. 

o Event Logging: Critical actions emit events instead of additional state changes, 

saving on gas fees. 

These measures ensure that the Voting App remains cost-effective while maintaining high 

throughput. 

Scalability Assessment 

Scalability is vital for handling large-scale elections with potentially millions of voters: 

• Horizontal Scalability: The Ethereum-based architecture allows the contract to be 

deployed across multiple nodes, facilitating parallel processing and increased transaction 

capacity. 

• Load Testing: Simulated voting by 100 users showed no performance degradation, with 

transaction times remaining stable. 

• Database Support: The use of MongoDB for storing non-critical data (e.g., candidate 

images) reduces blockchain overhead, ensuring the contract handles large voter databases 

efficiently. 

The Voting App demonstrates the capability to manage large elections without compromising 

performance. 
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System Responsiveness 

The responsiveness of the system during high-demand periods is a key performance indicator: 

• Real-Time Feedback: The frontend provides instant feedback during voter registration 

and vote casting by leveraging WebSocket connections for real-time blockchain event 

monitoring. 

• Elastic Scaling: The Next.js framework and Vercel deployment environment allow 

automatic scaling, ensuring stable user experiences even during peak traffic. 

These features provide a seamless experience, enhancing user trust and engagement. 

Stress Testing Results 

Stress tests were conducted to evaluate how the system handles extreme loads: 

• Peak Load Simulation: The system was tested under conditions simulating 00 concurrent 

votes, maintaining a 97% transaction success rate with only marginal latency increases. 

• Long-Duration Testing: Extended voting sessions (over 24 hours) demonstrated 

consistent performance, with no memory leaks or performance degradation observed. 

These results affirm the system’s robustness and readiness for real-world deployment. 

Performance Benchmark Comparison 

Performance benchmarks were compared against industry standards for blockchain voting 

systems: 

• Transaction Throughput: Achieved 100 TPS (Transactions Per Second) on the Sepolia 

testnet, outperforming similar solutions operating at 70–90 TPS. 

• Gas Cost Efficiency: Average gas consumption per voter transaction is 20% lower 

compared to other Ethereum-based voting solutions. 

• Latency Performance: Consistent sub-10-second confirmation times, placing the system 

in the top tier for blockchain voting platforms. 
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These benchmarks confirm the Voting App’s competitive edge in speed, efficiency, and cost-

effectiveness. 

4.7 Deployment Challenges and Solutions 

The deployment of the Voting App’s smart contract on the Sepolia testnet was not without its 

challenges. This section outlines the key deployment challenges, their implications, and the 

strategies implemented to overcome them, ensuring a stable, secure, and efficient voting 

platform. 

Common Deployment Issues 

Several issues were encountered during the deployment process, primarily related to blockchain 

constraints and system integration: 

• Gas Limit Errors: Some complex functions, such as candidate registration and bulk voter 

verification, initially exceeded the gas limits imposed by the Ethereum network. 

• Network Congestion: The Sepolia testnet occasionally experienced high traffic, leading 

to delayed transaction confirmations and potential user frustration. 

• Wallet Integration Failures: Integration issues arose when connecting MetaMask wallets 

to the smart contract, especially during peak loads. 

• Version Conflicts: Differences between Solidity compiler versions in Remix IDE and 

local development environments caused deployment errors. 

These challenges had the potential to compromise user experience, increase deployment costs, 

and delay testing cycles. 

 

Optimisation Strategies 

To address these challenges, a series of optimisation techniques were implemented: 

• Gas Cost Reduction: 
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o Optimised Code Structure: The contract’s functions were refactored to reduce gas 

consumption, including combining similar operations and minimising storage 

writes. 

o Efficient Data Types: Usage of smaller data types (e.g., uint8 instead of uint256) 

reduced storage costs. 

• Handling Network Congestion: 

o Dynamic Gas Pricing: By implementing gas price estimation tools, transactions 

were adjusted to ensure faster processing during high-demand periods. 

o Retry Mechanism: Automated retry mechanisms were added for failed 

transactions, enhancing reliability without user intervention. 

• Improving Wallet Integration: 

o Web3.js and Ethers.js Updates: The latest versions of these libraries were used to 

ensure compatibility with MetaMask and reduce connection issues. 

• Resolving Version Conflicts: 

o Standardised Compiler Versions: The Solidity compiler version was standardised 

across Remix IDE and local environments, preventing inconsistencies during 

deployment. 

These solutions significantly improved deployment stability and reduced operational costs. 

 

Testnet Limitations 

While the Sepolia testnet provided a cost-effective environment for testing, it also introduced 

specific limitations: 

• Simulated Environment: The Sepolia testnet does not fully replicate mainnet conditions, 

meaning certain performance metrics might differ in production environments. 

• Token Availability: Obtaining testnet tokens for extensive load testing required additional 

steps, occasionally delaying the testing schedule. 

To mitigate these issues, the following actions were taken: 
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• Cross-Testnet Testing: Additional testing was conducted on other Ethereum-compatible 

testnets to ensure performance consistency. 

• Automated Token Retrieval: Scripts were developed to automatically retrieve testnet 

tokens, streamlining the testing process. 

These measures ensured that the Voting App remained scalable and resilient, even in real-world 

conditions. 

Performance Optimisation Solutions 

To further enhance performance, the following strategies were applied: 

• Batch Processing: The contract was modified to support batch processing of voter 

registrations, reducing overall gas costs and processing time. 

• Lazy Loading for Data Retrieval: Frontend components were optimised to load data on 

demand, improving user experience during high-traffic periods. 

• Smart Contract Compression: The contract size was minimised without compromising 

functionality, ensuring lower deployment costs. 

Security-Related Challenges and Resolutions 

Several security concerns emerged during deployment, including: 

• Potential Re-Entrancy Attacks: Addressed by implementing the checks-effects-

interactions pattern in critical functions. 

• Access Control Vulnerabilities: Resolved by reinforcing onlyOwner and 

onlyRegisteredVoter modifiers on sensitive functions. 

Testing Environment 

All testing activities were conducted within a local host environment, ensuring: 

• Controlled Testing Conditions: The local environment provided a stable setting for 

consistent testing. 
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• Quick Iterations: Rapid testing and debugging cycles were possible, reducing overall 

development time. 

• Secure Testing: Local testing reduced exposure to potential external threats, ensuring data 

integrity throughout the process. 
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CHAPTER FIVE 

SUMMARY AND CONCLUSION 

5.1 Summary 

The development of the Voting App demonstrates how blockchain technology can revolutionise 

electoral processes by enhancing transparency, security, and efficiency. Traditional voting 

methods in Nigeria have been fraught with challenges such as vote tampering, logistical 

inefficiencies, and lack of transparency. This project introduces a web-based voting platform that 

leverages Ethereum blockchain technology, with a smart contract written in Solidity, deployed 

on the Sepolia testnet. The system ensures immutability, real-time verification, and 

decentralisation—addressing core electoral challenges. 

The Voting App utilises facial recognition for voter verification, secure wallet connections for 

eligibility confirmation, and an automated election lifecycle managed by a super admin. The 

smart contract governs key operations, including voter registration (registerVoter), candidate 

management (addCandidate), voting (vote), and real-time result verification (verifyVote). The 

frontend, built with Next.js, interacts seamlessly with a Node.js backend and MongoDB 

database, ensuring scalability and responsiveness. Testing within a local host environment 

validated the system’s reliability, low-latency transactions, and gas-efficient operations. The 

user-friendly interface also enhances accessibility, with opportunities for future enhancements 

like multi-language support and mobile responsiveness. 
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5.2 Conclusion 

This project has proven that blockchain-based voting systems hold significant potential for 

improving electoral integrity, especially in regions like Nigeria. The decentralised nature of the 

Voting App eliminates single points of failure, while the immutable recording of votes enhances 

trust in the electoral process. Smart contract functions such as startElection and endElection ensure a 

controlled election cycle, while the integration of wallet mapping and facial verification prevents 

voter impersonation and double voting. 

Although the system successfully operated in a controlled local environment, deployment on a 

public blockchain would require further testing under real-world conditions. Recommendations 

for future development include enhancing biometric verification, improving UI/UX for broader 

accessibility, and deploying the system on a public Ethereum network for real-world validation. 

Additionally, implementing multi-signature wallets for administrative controls and introducing 

robust feedback mechanisms could further strengthen user trust. 

In conclusion, the Voting App showcases how blockchain technology can address long-standing 

electoral challenges, offering a scalable, secure and transparent voting solution. With further 

optimisation, this system holds the potential to redefine electronic voting processes, contributing 

to credible and inclusive democratic elections in Nigeria and beyond. 
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APPENDIX 

SOURCE CODE 

// SPDX-License-Identifier: MIT 

pragma solidity ^0.8.28; 

 

contract Election { 

   // Struct to store voter information 

   struct Voter { 

       bool hasVoted; 

       uint256 votedFor; 

   } 

 

   // Struct to store candidate information 

   struct Candidate { 

       string name; 

       string metadataURI; 

       bool registered; 

       uint256 voteCount; 

   } 

 

   // Bidirectional mapping between IDs and addresses 

   mapping(string => address) public registeredVoters;  // ID to address 

   mapping(address => string) public voterIds;         // address to ID 

   

   // Mapping from address to voter information 

   mapping(address => Voter) public voters; 

 

   // Array of candidates 

   Candidate[] public candidates; 

   

   // Election state 
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   bool public electionStarted; 

   uint256 public electionEndTime;  // Replace electionEnded with endTime 

   

   // Contract owner 

   address public immutable owner; 

   

   // Events 

   event VoterRegistered(string indexed idNumber, address indexed voter); 

   event Voted(address indexed voter, string indexed idNumber, uint256 candidateId); 

   event CandidateAdded(string indexed name, uint256 indexed candidateId); 

   event ElectionCancelled();  // New event for election cancellation 

   

   // Add new state variable 

   bool public electionCancelled; 

   

   constructor() { 

       owner = msg.sender; 

   } 

   

   modifier onlyOwner() { 

       require(msg.sender == owner, "Only owner can call this function"); 

       _; 

   } 

   

   modifier electionIsActive() { 

       require(electionStarted, "Election has not started"); 

       require(block.timestamp < electionEndTime, "Election has ended"); 

       _; 

   } 

 

   // Register a voter with their ID number 
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   function registerVoter(string calldata idNumber, address voterAddress) external onlyOwner { 

       // Ensure ID hasn't been registered 

       require(registeredVoters[idNumber] == address(0), "ID already registered"); 

       // Ensure address hasn't been registered 

       require(bytes(voterIds[voterAddress]).length == 0, "Address already registered"); 

       

       // Register the voter bidirectionally 

       registeredVoters[idNumber] = voterAddress; 

       voterIds[voterAddress] = idNumber; 

       

       emit VoterRegistered(idNumber, voterAddress); 

   } 

   

   // Add a candidate with metadata 

   function addCandidate(string calldata name, string calldata metadataURI) external 

onlyOwner { 

       require(!electionStarted, "Election has already started"); 

       require(bytes(metadataURI).length > 0, "Metadata URI cannot be empty"); 

       

       candidates.push(Candidate({ 

           name: name, 

           metadataURI: metadataURI, 

           voteCount: 0, 

           registered: true 

       })); 

       

       emit CandidateAdded(name, candidates.length - 1); 

   } 

   

   // Start the election with a duration in seconds 

   function startElection(uint256 durationInSeconds) external onlyOwner { 
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       require(!electionStarted, "Election already started"); 

       require(candidates.length > 0, "No candidates registered"); 

       require(durationInSeconds > 0, "Duration must be greater than 0"); 

       

       electionStarted = true; 

       electionEndTime = block.timestamp + durationInSeconds; 

   } 

   

   // Cast a vote 

   function vote(uint256 candidateId, string calldata idNumber) external electionIsActive { 

       require(candidateId < candidates.length, "Invalid candidate ID"); 

       require(!voters[msg.sender].hasVoted, "Already voted"); 

       require(candidates[candidateId].registered, "Candidate not registered"); 

       

       // Check if the sender's address is registered with the correct ID 

       require(registeredVoters[idNumber] == msg.sender, "Voter not registered with this ID"); 

       // require(keccak256(bytes(voterIds[msg.sender])) == keccak256(bytes(idNumber)), "ID 

mismatch"); 

       

       voters[msg.sender].hasVoted = true; 

       voters[msg.sender].votedFor = candidateId; 

       candidates[candidateId].voteCount++; 

       

       emit Voted(msg.sender, idNumber, candidateId); 

   } 

   

   // Get candidate count 

   function getCandidateCount() external view returns (uint256) { 

       return candidates.length; 

   } 
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   // Get candidate information 

   function getCandidate(uint256 candidateId) external view returns ( 

       string memory name, 

       string memory metadataURI, 

       uint256 voteCount 

   ) { 

       require(candidateId < candidates.length, "Invalid candidate ID"); 

       require(candidates[candidateId].registered, "Candidate not registered"); 

       Candidate memory candidate = candidates[candidateId]; 

       return (candidate.name, candidate.metadataURI, candidate.voteCount); 

   } 

 

   // Modify isElectionActive to account for cancellation 

   function isElectionActive() public view returns (bool) { 

       return electionStarted && 

              block.timestamp < electionEndTime && 

              !electionCancelled; 

   } 

 

   // Replace selfdestruct with state change 

   function cancelElection() external onlyOwner { 

       require(electionStarted, "Election has not started"); 

       require(block.timestamp < electionEndTime, "Election has already ended"); 

       require(!electionCancelled, "Election already cancelled"); 

       

       electionCancelled = true; 

       emit ElectionCancelled(); 

   } 

 

   // Add helper function to get voter's ID 

   function getVoterId(address voter) external view returns (string memory) { 
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       string memory id = voterIds[voter]; 

       require(bytes(id).length > 0, "Voter not registered"); 

       return id; 

   } 

} 

 

 


