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ABSTRACT 

This study examined the role of forensic accounting and emerging technologies in 

combating cryptocurrency-related fraud within Nigeria’s evolving digital economy. The 

research aimed to assess the effectiveness of forensic accounting techniques, evaluate the 

influence of emerging technologies, and determine how regulatory frameworks and 

practitioners’ technical competence affect the mitigation of crypto fraud. 

 

 A descriptive survey design was adopted, involving 105 respondents comprising forensic 

accountants, auditors, ICT professionals, academics, and regulators. Data were collected 

using structured questionnaires and analyzed using descriptive statistics and regression 

analysis. findings revealed that forensic accounting techniques such as blockchain tracing, 

data mining, and transaction monitoring are significantly effective in detecting and 

preventing crypto-related crimes. Emerging technologies including artificial intelligence, 

machine learning, and blockchain analytics also enhance the accuracy and speed of 

forensic investigations. Furthermore, strong regulatory frameworks positively influence 

forensic accounting effectiveness, whereas weak regulations increase the prevalence of 

crypto fraud. The combined effect of forensic accounting and emerging technologies 

explained the variation in crypto-fraud reduction. 

 

The study concludes that forensic accounting, when supported by modern technology and 

robust regulation, serves as an indispensable tool for curbing crypto-related financial 

crimes in Nigeria. It recommends enhanced training for forensic accountants, adoption of 

AI-driven tools, regulatory reforms, inter-agency collaboration, and increased public 

awareness. 
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CHAPTER ONE 

INTRODUCTION 

1.1 Background to the study 

In the digital age, forensic accounting has changed dramatically, adjusting to the intricacies 

of forensic accounting techniques, changing how financial fraud is identified in 

contemporary financial settings, and overcoming the difficulties presented by intricate 

digital financial fraud schemes.  This development is characterized by the use of cutting 

edge technologies and research (Daraojimba et al., 2023). Emerging technologies like 

blockchain, cryptocurrencies, data analytics, and cyber forensic accounting have all been 

included into forensic accounting (Hossain,2023).  The discipline of forensic accounting is 

always changing, and new developments are influencing how fraud investigation and 

prevention are handled.  These trends are influenced by innovations in regulations, 

corporate practices, technology, and the global economy (Hossain, 2023).  

Emerging trends in the field of forensic accounting are influencing how fraud investigation 

and prevention are handled. These trends are driven by innovations in regulations, 

corporate practices, technology, and the global economy (Hossain, 2024). According to 

Pariz et al., (2018 as cited in Hossain, 2024), blockchain technology and cryptocurrencies 

are new phenomena that have gained popularity recently, posing special opportunities and 

problems for forensic accountants working to identify and stop financial fraud. 

Cryptocurrencies are decentralized digital assets that employ encryption to protect user 

transactions (Sanz Bas et al., 2021). Thus, cryptocurrencies have changed over the past 15 
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years from being a new technology focused on peer to peer payments without centralized 

authority oversight to primarily being financial assets that are exchanged by millions of 

users globally (Corbet et al., 2019, Kyriazis, 2021). According to Nakamoto, a peer to peer 

electronic cash system will do away with the necessity for transactions to pass through 

financial institutions. It will also address the basic issue of double spending, which is illegal 

and undermines confidence in all currencies, ultimately contributing to inflation. The 

network timestamps transactions by hashing them into a continuous chain of hash based 

proof of work, creating a record that cannot be altered without repeating the proof of work 

(Nakamoto and Bitcoin, 2008). This creates a peer reviewed ledger that is impossible for 

one person to alter, which makes it more trustworthy than a centralized system where the 

agency in question serves as the only point of verification. Cryptocurrencies, such as 

Bitcoin, are gaining popularity for financial transactions and ransomware attacks; however, 

they are also employed in illicit activities, including money laundering and fraud. 

Consequently, forensic accountants must cultivate expertise in managing cryptocurrencies, 

tracing blockchain transactions, and investigating matters related to cryptocurrency 

transactions (Hossain, 2023). With technological advancement, cryptocurrencies presented 

distinct challenges for researchers and law enforcement agencies, as there was no singular 

entity responsible for the ledger and transactions could be anonymized through various 

techniques, complicating the tracking of crimes associated with their use (Dudani, 2023). 

Nigeria is one of the leading countries in the worldwide cryptocurrency adoption, propelled 

by economic instability, inflation, and a significant unbanked demographic in search of 
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alternative financial options. The nation is vulnerable to crypto related crimes, 

nevertheless, because of these similar reasons. In 2021, all banks were instructed by the 

Central Bank of Nigeria (CBN) in a circular dated February 5th, 2021, to refrain from 

conducting business with or dealing in cryptocurrencies,the Nigerian public and 

cryptocurrency community strongly opposed this decision, with many viewing it as a 

barrier to economic development and technological advancement.(Akhihiero,2024). 

Crypto crime syndicates are highly organized organizations that use social engineering and 

advanced hacking techniques to swindle people and corporations (Gupta, 2022). 

Investigating and preventing crypto fraud requires an understanding of these new 

developments in forensic accounting.  To properly detect, investigate, and prevent crypto 

fraud, forensic accountants need to stay current on business practices, legislative changes, 

and the most recent technology advancements related to crypto fraud.Cryptocurrency fraud 

detection is one area where forensic accounting is becoming more and more significant. 

With the growing popularity of cryptocurrencies, fraudsters are increasingly focusing on 

them. According to reports, for instance, bitcoin fraud cost the world $1.9 billion in losses 

in 2020 (Chainalysis, 2021). Law enforcement can gain secure access to fraudulent 

cryptographic transactions by utilizing blockchain technology (Agarwal et al.,2023).  

Forensic accountants can improve their capacity to detect financial misbehavior, offer 

professional opinions and testimony in court, and assist companies and organizations in 

putting strong crypto fraud prevention measures in place by utilizing these cutting edge 

technology (Hossain,2023). 
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1.2 Statement of Research Problem  

The Nigerian government mentioned cybercrime and money laundering as potential threats 

to the rise of cryptocurrencies in the February 2021 CBN circular. Cryptocurrency is 

acknowledged to have risks and difficulties despite the creative financial solutions and 

opportunities it presents. These risks include fraud, money laundering, and other financial 

crimes. A former employee of First Bank, a Nigerian bank with a market value of ₦829 

billion, was accused in March 2024 of stealing and escaping abroad with around ₦40 

billion ($29 million),some of the stolen money was used to buy cryptocurrencies, and the 

money was linked to multiple banks. Several cryptocurrency traders were taken up for 

interrogation after the former bank employees bought stablecoin USDT from them. Those 

traders denied knowing the money they received was the result of frauds and stated that 

their only activity was selling USDT. (Akhihiero, 2024). Nigeria's regulatory structures 

have been sluggish to adjust to the changing world of digital money.  Notwithstanding the 

CBN's limitations on cryptocurrency transactions via conventional banking channels, 

illegal activity has not been significantly reduced by these actions (Reid, 2022). Since, 

cryptocurrencies are anonymous and uncontrolled, criminals are using them more 

frequently, which foreshadows a future of cybercrime fueled by cryptocurrencies.  

According to Dudani et al.,(2023), the state of technology now employed by Nigerian 

researchers and law enforcement may not be adequate and demand an increase in 

sophisticated technical solutions. Powerful big data analytics techniques should be created 

to assist law enforcement agencies in proactively detecting crimes related to 
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cryptocurrencies because transaction data is publicly accessible (Carletti, 2024).  The 

emergence of blockchain technology and cryptocurrencies presents forensic accountants 

with both new opportunities and difficulties.  Cryptocurrency regulation and compliance, 

cryptocurrency fraud detection and prevention, and cryptocurrency related crime 

investigation are all areas where forensic accounting is becoming more and more crucial.  

The intricate and ever changing landscape of cryptocurrency and blockchain technology 

poses difficulties for forensic accountants performing audits and investigations. (Hossain, 

2023). Furthermore, new cryptocurrencies, exchanges, wallets, and technologies are 

always appearing, and the cryptocurrency landscape is changing quickly.  For forensic 

accountants to properly investigate financial crimes using cryptocurrencies, they need to 

stay current on the most recent advancements (Furneaux, 2018).  Forensic accountants can 

successfully investigate financial crimes using cryptocurrency if certain obstacles are 

overcome (Hossain,2023). Thus, to fill this identified gap, we identify updated skills and 

knowledge,embrace advanced technological solutions, and effectively collaborate with 

other professionals to effectively address and detect crypto frauds involving emerging 

technologies in Nigeria.. 
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1.3 Research Questions. 

The following research questions will be developed as a guide to the study.  

i. What forensic accounting techniques are currently used to investigate 

cryptocurrency fraud in Nigeria? 

ii. Which emerging technologies are being adopted in Nigeria to support forensic 

investigation of crypto fraud? 

iii. Do Nigerian regulatory bodies play a  supportive role in the use of forensic 

accounting in crypto fraud investigation? 

iv. What are the level of awareness and technical competence among Nigeria forensic 

accountants regarding the use of new technologies in crypto fraud detection? 

v. Has the use of forensic accounting and emerging technologies reduced crypto fraud 

cases in Nigeria? 

1.4 Research Objectives.  

The broad object of this study is Forensic Accounting and Crypto Fraud in the Landscape 

of Emerging Technologies in Nigeria and to examine the link between intersecting forensic 

accounting and emerging technologies on the detection and prevention of cryptocurrency 

fraud in Nigeria. The specific objectives are to:  
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i. To examine the forensic accounting techniques currently used in investigating and 

detecting  cryptocurrency fraud in Nigeria. 

ii. To evaluate the emerging technologies being adopted in Nigeria to aid forensic 

investigations of cryptocurrency fraud.  

iii. To find out  the role of Nigeria regulatory institutions in enabling the use of forensic 

accounting tools in crypto fraud cases.  

iv. To ascertain the level of awareness and technical competence among Nigerian 

forensic accountants concerning emerging technologies in crypto fraud detection. 

v. To assess the degree to which the use of forensic accounting and emerging 

technologies has contributed to decreasing  cryptocurrencies fraud cases in Nigeria. 

1.5. Research Hypothesis 

For the purpose of this study, the following alternate hypothesis will be formulated to 

answer the following research  questions. 

i. Forensic accounting techniques presently employed/used in Nigeria are 

significantly effective in addressing the challenges of crypto related crimes.  

ii. Emerging Technologies has significantly improved the capabilities of forensic 

accountants in tracking cryptocurrency transactions.  

iii. There is a significant role the  regulatory bodies in Nigeria play in supporting the 

application of forensic accounting in cryptocurrency on financial investigation.  

iv. Nigeria forensic accountants have significantly limited technical competence in 

using emerging technologies for crypto fraud.  



8 
 

v. The degree to which the use of forensic accounting and emerging technologies has 

significantly contributed to decreasing cryptocurrency fraud cases in Nigeria.  

1.6. Scope of the Study 

The study scope is to provide a comprehensive review of forensic accounting and and 

impact of emerging technologies in detecting and investigating crypto fraud, focusing on 

how cryptocurrency is traded between Nigeria and the Foreign countries, its  adoption since 

the last decade (2015 2025), and the adequacy of Nigeria regulatory Framework by the 

Central Bank of Nigeria (CBN) and Security and Exchange Commission (SEC) in 

addressing the unique challenges posed by crypto related financial crimes. 

1.7. Significance of the Study 

This study contributes to the body of knowledge already available on the subject and will 

serve as a resource for future studies. 

The usage of cryptocurrencies can mask the identities of those conducting transactions, 

making it challenging to track down the sources and final destinations of illegal payments.  

Illicit monies can be layered and integrated into the financial system by criminals using 

cryptocurrencies.  The decentralized and frequently pseudonymous nature of 

cryptocurrency transactions makes it difficult to track down embezzled funds once they 

have been converted.  Since many bitcoin transactions avoid established banking 

institutions, there is less regulation and it is simpler to conceal embezzled money.  Hacking, 

fraud, money laundering, and financing terrorism are just a few of the security threats 

linked to cryptocurrencies, as new technology emerges, new dangers and difficulties also 
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arise(Akhihiero,2024). This study aims to emphasis the collaboration with other 

professionals such as IT specialists,advanced technological solutions,cyber security 

experts and law enforcement agencies/regulatory framework, international corporation and 

continual upgrade of skills and knowledge by forensic accountants to effectively 

investigate and prevent crypto frauds involving emerging technologies in Nigeria. 
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CHAPTER TWO 

LITERATURE REVIEW 

2.1. Introduction 

This chapter provides a comprehensive review of existing and relevant literatures on the 

the intersection of forensic accounting, cryptocurrency fraud, and emerging technologies 

with specific focus on the Nigeria context, a review of prior studies, theoritical framework 

and relevant concepts that inform the understanding of forensic accounting as a strategic 

tool in combating crypto related financial crimes.  

2.2. Conceptual Framework  

2.2.1 Forensic Accounting 

Forensic accounting is the term used to describe the type of engagement which involves 

the utilization and application of accounting principles with investigating skills to uncover 

fraud and financial discrepancies. It involves the entire process of conducting a forensic 

investigation, which includes writing a witness statement or report from an expert and 

maybe testifying as an expert in court. A forensic accounting assignment includes forensic 

investigation.  The process of obtaining evidence in order to compile a witness statement 

or expert report is known as forensic investigation.  In addition to forensic auditing, it 

encompasses a far wider variety of investigative methods, including physical property 

searches, witness and suspect interviews, computer file imaging or recovery, and emails. 

The use of conventional auditing methods and procedures to collect evidence for a forensic 

inquiry is known as forensic auditing (ACCA Global). The rapidly expanding area of 
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forensic accounting uses investigative, auditing, and accounting expertise to identify and 

stop financial crime and misbehavior.  Since accounting records were utilized in court cases 

throughout antiquity, forensic accounting has a lengthy history.  However, the rise of 

organized crime and the demand for financial investigations in the 20th century led to the 

development of contemporary forensic accounting practices (Bologna & Lindquist, 1995).  

Forensic accountants were part of the investigation team of the Division of Enforcement, 

which was established by the U.S. Securities and Exchange Commission (S.E.C.) in the 

1970s (Albrecht et al., 2018).  Forensic accounting collects and examines financial data 

using a variety of methods. These methods include data analysis, investigative accounting, 

fraud detection and prevention, and financial statement analysis (Silverstone et al., 2012).  

Additionally, forensic accountants examine financial data and spot any fraud using 

specialist software and techniques (Jimmy, 2018).Due to the complexity of contemporary 

financial environments and the difficulties presented by intricate digital financial fraud 

schemes, forensic accounting has undergone tremendous change in the digital age.  This 

development is characterized by the incorporation of cutting edge technologies and 

methodology into forensic accounting procedures, which has changed how financial crime 

is identified and looked into (Daraojimba et al., 2023) 

Forensic accounting can be applied in various ways including, insolvency cases, fraud 

investigation, criminal and civil investigations, negligence cases, bankruptcy, insurance 

claims. Given the prevalence of financial fraud and corruption in today's society, forensic 

accounting has grown in significance.  According to Wells (2005), forensic accountants 
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are essential in detecting and looking into financial crimes, such as cryptofraud, supplying 

proof for use in court, and assisting in the prevention of fraud in the future.  Additionally, 

they manage risk, assisting companies and organizations in recognizing and reducing 

financial hazards.  One crucial weapon in the fight against financial crimes, such as 

cryptofraud, is forensic accounting.  Its background, methods, uses, and significance show 

how valuable this field is in spotting and stopping fraudulent and unlawful financial 

activity. As financial crimes continue to get more complex, forensic accountants will play 

an even more crucial role in shielding companies, organizations, and people from financial 

harm (Hossain  2023). According to Albrecht et al. (2018), forensic accountants are in a 

good position to conduct fraud risk assessments, offer expert views in court cases, and 

create sufficient internal controls to stop fraudulent activity.  The intricacy of billing and 

reimbursement systems, as well as the requirement for specific knowledge and legal 

requirements, present special difficulties for forensic accountants in identifying and 

stopping fraud.  To better understand the motivations behind financial crime and create 

efficient prevention and detection measures, forensic accountants should be familiar with 

psychological and behavioral traits (Clarkson and Darjee, 2022).  In order to identify and 

stop financial fraud, data analytics, artificial intelligence, and blockchain technology are 

becoming more and more crucial (Newman et al., 2021). As a result, forensic accounting 

in the digital age is defined by the dynamic interaction between contemporary technical 

developments with conventional accounting methods.  Forensic accounting procedures and 
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methods will change along with the financial landscape, guaranteeing their applicability 

and effectiveness in the digital age (Daraojimba et al., 2023). 

2.2.2  Cryptocurrency 

Cryptocurrency is a type of virtual or digital currency that enables direct payments between 

users via an online system.  In a nutshell, cryptocurrency is digital money that can be used 

for investments or purchases without the need for a bank or other financial organization to 

validate transactions (Akhihiero, 2024). In recent years, cryptocurrencies have expanded 

dramatically and gained popularity as a payment and investment option.  Under the 

pseudonym Satoshi Nakamoto, an unidentified person or group unveiled the first 

cryptocurrency, Bitcoin, in 2009 (Nakamoto, 2008). The first decentralized digital money, 

Bitcoin continues to lead the cryptocurrency market.  Between October 2016 and October 

2017, the price of Bitcoin rose from $616 to $4800 (US dollars), and its market 

capitalization grew from $10.1 to $79.7 billion.  This substantial expansion offered a 

chance to earn an annual return on investments of 680%, something that no other asset 

could match.  The price per Bitcoin hit $19,500 in December 2017.  In the foreseeable 

future, Bitcoin will face more competition as the blockchain industry develops (Corbet et 

al., 2018). According to Higuera et al. (2018), its concept is a database where each user 

submits information that is pooled in data blocks with each transaction they complete. 

Blockchain technology underpins the decentralized networks that underpin 

cryptocurrencies.  Because of this decentralization, the money is not governed by a bank 

or the government.  Anyone with an internet connection can use and access 
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cryptocurrencies, therefore regardless matter where they are in the world, anyone can 

utilize them (Akhihiero, 2024). Blockchain technology has consequently had a big impact 

on a number of businesses.  For instance, the financial sector has made transactions safe, 

clear, and quick, which might save expenses and boost productivity (Swan, 2015).  The 

financial sector has been significantly impacted by the adoption of cryptocurrencies.  

Compared to conventional cash, cryptocurrencies provide a number of benefits, including 

less transaction costs, quicker transactions, and enhanced security (Sovbetov, 2018).  Some 

big businesses and international retailers accept cryptocurrencies as payment. Microsoft, 

for instance, takes Bitcoin for purchases in its online Xbox Store and other digital content 

platforms. Cryptocurrencies can also be used to send money across borders quickly and 

with lower fees than traditional banking methods, as well as to purchase goods and 

services, particularly online.  Bitcoin is accepted as payment at Newegg, an online shop 

that specializes in consumer electronics and computer gear.  Customers can use Bitcoin 

and other cryptocurrencies to book hotels and flights on CheapAir.com.  Through the Bakkt 

app, customers may use Bitcoin to replenish their Starbucks cards.  Through its Rakuten 

Wallet, the massive Japanese e commerce company Rakuten accepts Bitcoin (Akhihiero, 

2024). Since their value can change quickly and without warning, one of the biggest 

problems is their volatility (Gandal et al., 2018).  Since cryptocurrency exchanges have 

been breached and lost millions of dollars, cryptocurrencies are likewise susceptible to 

fraud and hacking (Kshetri, 2018). As the use of cryptocurrencies grows, so does the 

number of cybercriminals targeting them.  For instance, it was estimated that bitcoin fraud 
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cost the world $1.9 billion in losses in 2020 (Chainalysis, 2021).  Furthermore, illicit 

activities including tax evasion and money laundering have been linked to cryptocurrencies 

(Böhme et al., 2015). Consequently, blockchain analysis tools are being used by forensic 

accountants to monitor and trace cryptocurrency transactions and spot fraud.  Forensic 

accountants can find odd transaction patterns, track down money, and spot fraudulent 

activity by examining blockchain data. 

In the regulation and compliance of cryptocurrencies and in the detection, investigation 

and prevention of crypto fraud and cryptocurrency related crimes, forensic accounting is 

becoming rapidly important.  

2.2.3. Crypto Fraud 

Types of Crypto Frauds 

(Cryptocurrency frauds as a cyber enabled crime) 

The majority of sources described bitcoin scams as frauds made possible by cyberspace.  

Criminals that commit cyber enabled crimes use information and communication 

technology to increase the scope and scope of crimes that may be committed offline.  

Comparatively less frequently, research describes bitcoin frauds as cyber dependent.  

Crimes that can only be perpetrated through information and communication technology 

are known as cyber dependent crimes (McGuire & Dowling, 2013). Frauds involving 

cryptocurrency mining, wallets, and exchange services fall under this category.  For 

instance, malware used in crypto mining scams mines cryptocurrency on the victim's 

computer on behalf of the criminal (Anderson et al., 2019; Conley et al., 2015).  Fraudsters 
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pose as authentic versions of wallet and exchange services in order to defraud victims of 

their money (Pryzmont, 2016; Samsudeen et al., 2019; Vasek, 2017; Vasek & Moore, 

2015).  Compared to other crimes like ransomware, which are also cyber dependent but are 

only made possible by cryptocurrency, these are arguably the only two forms of fraud that 

have been identified that can be deemed strictly crypto dependent. 

I. PONZI SCHEMES/HYIPs. 

Researchers frequently use conventional financial frauds such as market manipulation, 

pump and dump schemes, and Ponzi schemes (Bartoletti et al., 2018; Reddy & Minaar, 

2018; Securities & Exchange Commission, 2013) when discussing cryptocurrency frauds 

(Anderson et al., 2019; Chen et al., 2019a, 2019b, 2019c, 2019d).  These kinds of fraud are 

not new; in the 1920s, Charles Ponzi perpetrated his famous scam by promising large 

returns on stamp investments (Frankel, 2012).  For ages, the stock market has also been 

beset by pump and dump operations (Kamps & Kleinberg, 2018). The U.S. Securities and 

Exchange Commission (SEC)1 provides a reliable definition of Ponzi schemes.”A Ponzi 

scheme is a type of investment fraud in which money donated by new investors is used to 

pay out alleged returns to current investors.  Organizers of Ponzi schemes frequently entice 

new investors by offering to put money in ventures that are said to offer great returns with 

little to no risk.  Ponzi schemes need a steady stream of funds from new investors to stay 

afloat because they generate little to no real profits.  Ponzi schemes eventually fall apart, 

usually when it gets hard to find new investors or when a lot of investors demand their 

money back”. According to a recent study, between September 2013 and September 2014, 
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Ponzi schemes using Bitcoin are estimated to have collected over USD millions (Bartoletti 

et al., 2020).  The proliferation of smart contracts—computer programs whose proper 

execution is enforced automatically without the need for a trusted authority—opens up new 

avenues for fraudsters.  In fact, there would be a number of alluring aspects to using smart 

contracts to build Ponzi schemes; 

1. The creator of a Ponzi scheme could remain anonymous because she would not have to 

reveal her identity in order to create the contract or withdraw funds from it; 

 2. Because smart contracts are "unmodifiable" and "unstoppable," no central authority 

specifically, no court of law would be able to stop the scheme's execution or reverse its 

effects in order to reimburse the victims.  For smart contracts operating on permissionless 

blockchains which are managed by a peer to peer network of nodes this is especially true. 

3. The fact that smart contract code is publicly available, unchangeable, and automatically 

enforced may give investors a false sense of confidence.  This could give investors the 

impression that they have a reasonable chance of obtaining the stated interests, that the 

owner cannot embezzle their money, and that the plan will continue indefinitely. 

The development of smart contract platforms [8], which promote anonymity and contract 

persistence as key selling points, as well as the fact that these technologies are relatively 

new and still exist in a gray area of legal systems, are some of the factors that have made 

all these features possible (Bartoletti et al., 2020). 

II. ICO SCAMS.  
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Typically, companies in the cryptocurrency space employ initial coin offerings (ICOs), an 

unregulated capital raising mechanism, to replace the regulated funding techniques used 

by conventional financial intermediaries (Liebau and Schueffel, 2019).  The process of 

raising money for blockchain related currencies prior to their formal launch is comparable 

to initial public offerings (IPOs) for shares.  Fake ICO scams employ the same tactic to 

trick people into purchasing phony coins.  As with shares when a company goes public, a 

cryptocurrency company usually issues a set quantity of coins on the open market 

(Bartoletti, 2021). Via brand new websites, fake cryptocurrencies promote themselves with 

unique characteristics that others lack.  In 2018, the SEC attempted to address this issue by 

launching a parody website that ridicules initial coin offerings (ICOs), a phony eight page 

white paper, phony celebrity endorsements, and a phony staff working on the ICO.  A 2018 

analysis by Satis Group found that almost 80% of initial coin offerings (ICOs) in 2017 

were frauds with no real product to sell.  Additionally, of the USD 1.6 billion that ICO 

made in 2017, USD 150 million came from fraudulent ones (Bartoletti, 2021). 

Fake ICO scam examples, With its 2018 launch, Pincoin raised USD 660 million.  

Bitconnect reached a market valuation of more than USD 2.6 billion in 2016, while 

PlexCoin raised USD 8.5 million in 2017.  OneCoin is arguably the most well known.  

Although it was a Ponzi scheme, it was introduced in 2014 as a mined cryptocurrency.  The 

FBI found that its revenue increased to USD 4 billion.  Funded in 2015, Savedroid raised 

USD 50 million through 2018.  It is still listed on exchanges as of this writing.  Lastly, 
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AriseCoin was an initial coin offering (ICO) effort by AriseBank, a phony bank.  It was 

halted by the SEC in January 2018. 

III.  MONEY LAUNDERING 

Making sizable sums of money gained through illicit means seem to originate from legal 

sources is known as money laundering.  Placement, layering, and integration are its three 

phases.  Dirty money is first incorporated into the established financial system.  The funds 

are then transferred through other accounts in an attempt to cause confusion.  Ultimately, 

further transactions are made to incorporate it into the financial system until the process is 

finished (Bartolett, 202i).  As noted by Levi and Reuter (1997), "money laundering starts 

with the proceeds of a crime – the underlying or "predicate" offense – and ends with funds 

that can be used safely or at least with minimal risk, for any purpose.” Liberty Reserve is 

the largest instance in the history of online money laundering in terms of global practice.  

The U.S. Department of Justice filed charges against the Costa Rican corporation "Liberty 

Reserve," which operated as an electronic transaction system, as well as seven of its 

management and staff in May 2013 (Dyntu and Dykyi, 2018). 

Hu et al., 2019 examined how the Bitcoin network was used for money laundering.  In 

order to distinguish money laundering activities from ordinary transactions, they employed 

various classifiers based on deepwalk embeddings using the data gathered between July 

2014 and May 2017.   

Brenig et al., 2015 examined cryptocurrency based money laundering from an economic 

standpoint.  They analyze the transactional and contextual elements that contribute to 
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money laundering and outline the main anti money laundering controls and the structure 

of the money laundering process.  They conclude by saying that cryptocurrency might 

potentially make it easier for money launderers to exploit people. 

By examining three mixers using the transaction graph that was taken from the blockchain 

and attempting to determine connections between inputs and outputs, (Moser et al., 2013) 

concentrate on money laundering.  The authors discovered that it is challenging to link 

input and output transactions using Blockchain.info and BitcoinFog.  In fact, their 

transaction graphs did not show any direct relationships. 

Fanusie and Robinson 2018 employed Elliptic's forensic analysis technology, which 

combines a proprietary dataset of bitcoin addresses linked to 102 known illegal businesses 

with blockchain data.  The authors found that nearly all illicit bitcoin laundered through 

the conversion services (exchanges, mixers, ATMs, and online gaming sites) identified in 

their investigation came from darknet markets like Silk Road or AlphaBay.  Among the 

recognizable locations, conversion services headquartered in Europe received the largest 

share of illegal bitcoins, according to geographic patterns. 

   The successful operation of the hidden website "Silk Road" can be used as an illustration 

of the use of Bitcoin cryptocurrency for illegal purposes.  It was the largest online drug 

marketplace.  All transactions on that website were made using Bitcoin, and users' 

anonymity was ensured by the Darknet's operation, which was made possible by the TOR 

software (Dyntu and Dykyi, 2018).  Making the proceeds lawful without raising the 

suspicions of law enforcement is the primary issue related to this unlawful activity. 
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IV. PHISHING 

One of the most common and harmful electronic attacks linked to social engineering that 

take place on digital currency platforms is phishing.  It is a sort of cyberattack involving 

an effort by an unauthorized individual to access a victim’s private and sensitive 

information, whereby the victim is tricked and lured by the attacker, who gains the victim’s 

trust, intending to get their personal data and property.  In addition to creating phony ads 

or sending misleading emails that seem legitimate and official, attackers might include 

fictitious personal information and make it seem authentic.  This gives people the 

impression that the attacker is a reliable source with whom they may trade and invest in 

cryptocurrencies (Alyami et al., 2023). An earlier scientific study found that 83% of 

cryptocurrency exchanges were fraudulent, and that phishing was the second most common 

category, with a percentage of 26.65%, after referral fraud, which is the practice of an 

attacker using dishonest methods to take advantage of users of referral programs (Xia et 

al., 2020a). 

The most popular social engineering tactic is cryptocurrency phishing.  It encompasses any 

phishing attack that uses text messages, advertisements, social media platforms, and mail 

to get cryptocurrency and divulge private information (Sayeed and Marco Gisbert 2018; 

Froehlich et al., 2021). In 2018, 98% of social occurrences were phishing related 

(Andryukhin 2019).  A group of crooks stole 7000 Bitcoins, or USD 41 million in today's 

currency, through fraudulent activities, including phishing, according to a 2019 study 

conducted on the well known Binance platform (Holub and O'Connor 2018).  Attackers 
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have discovered bitcoin phishing to be a highly lucrative form of assault, and credential 

phishing is one of the most significant security threats on the internet (Wen et al. 2021). 

The inability to identify the phishing attacker targeting Ethereum may have contributed to 

the hacker's success in stealing the equivalent of around USD 50 million in cryptocurrency 

on investing sites (Badawi and Jourdan 2020; Gottipati 2020).  Cryptocurrency phishing 

was one of the most prevalent and rapidly expanding types of fraud during the COVID 19 

pandemic because of the growth of digital currencies and the surge in new users, which 

forced businesses to begin taking digital currencies as payment (Xia et al., 2020b). One of 

the issues that leads consumers to fall for phishing is ignorance.  Users lack sufficient 

security awareness and cryptocurrency expertise.  They send their money to the wallets of 

attackers after interacting with phishing sites that appear authentic (Ahvanooey et al., 

2021). 

These scams serve as examples of how new technologies, both in terms of the technology 

themselves and the ancillary services developed in tandem with them, generate new 

criminal opportunities.  The increasing popularity of cryptocurrencies could lead to the 

emergence of new cyber dependent fraud techniques.  As the decentralized finance sector 

grows, there is a greater chance that this may happen (Schär, 2021). 

Real World Cases of Crypto Fraud.  

The literature currently in publication offers important insights into a number of topics 

related to cybercrime in Nigeria, including the opinions of law enforcement (Lazarus & 

Okolorie, 2019), the testimonies of cybercriminals both inside and outside of Nigeria 
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(Aransiola & Asindemade, 2011), and public opinion regarding cybercrime issues (Lazarus 

et al., 2022).  Even though Nigeria has the largest population in Africa and is expanding 

economically at a quick pace, the adoption of digital currency has had a wide range of 

effects (Acho, 2021; Ozili, 2022; Ukwueze, 2021). Nigeria's digital currency industry is 

growing as a result of the proliferation of trading platforms, channels, and wallets brought 

about by the country's increased acceptance of digital currencies.  Nigeria has been greatly 

impacted by the surge in digital currency fraud that has corresponded with the growing use 

of cryptocurrencies as payment and investment tools on a global scale.  Nigeria is now the 

third largest participant in Bitcoin transactions worldwide, after the US and Russia, thanks 

to the spike in cryptocurrency transactions, which reached almost $400 million (Corbet et 

al., 2019). 

The usage of digital currencies in Nigeria has grown significantly over the last 20 years 

due to a number of factors, including the need for financial security, remittance operations, 

and the allure of cryptocurrencies as an inflation hedge (Acho, 2021).  An inventive and 

practical way to carry out safe, speedy, and economical transactions is through digital 

currency (Ukwueze, 2021). Nigeria's digital currency industry has grown as a result of the 

country's increasing use of digital currencies, which has encouraged the growth of trading 

platforms, channels, and wallets.  Globally, as cryptocurrencies have grown in acceptance 

as payment and investment instruments, there has also been an increase in digital currency 

fraud, which has had a major effect on Nigeria.  After the United States and Russia, Nigeria 

is now the third largest participant in Bitcoin transactions worldwide, with a jump in 
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transactions of almost $400 million (Corbet et al., 2019). However, new difficulties—

particularly fraudulent digital currency activities—have emerged as a result of the Nigerian 

digital currency market's growth.  Digital currency fraud in Nigeria is made more difficult 

by a number of unlawful practices, including as phishing, security lapses, Ponzi like 

schemes, and investment scams, according to Ozili (2022).  Nigeria, for example, has a 

greater rate (0.71%) of malicious cryptocurrency miners in Africa (Adepetun, 2021), and 

the EFCC has found numerous offenders guilty, including Eze Harrison Arinze, who 

defrauded clients in 13 countries, causing them to lose $382,000 in Bitcoin (Press 

Statement, 2023).   A few examples of real world crypto fraud cases and crypto related 

crimes are as follows: 

1. BITCONNECT: BitConnect was arguably the biggest crypto fraud case, with 

prosecution beginning in 2016 and the case ending in 2018. It was advertised as a 

"high yield investment program" that used an automated trading both to generate 

fantastic returns of 40% every month. An estimated $3.5 billion USD in investor 

wealth was lost in the BitConnect crash. The majority of victims have not yet 

received compensation because of the difficulties in conducting asset recovery 

operations across international borders (Shruthika) 

2. FTX EXCHANGE COLLASPSE: Although cryptocurrency has long been seen 

as an asset class and industry with significant risk, the events surrounding FTX, a 

cryptocurrency exchange based in the Bahamas that was established in 2019 and 

declared bankruptcy in 2022, offer a notable example of risk management gone 
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wrong. Due to its significant reliance on the value of privately issued, 

permissionless cryptocurrencies, specifically FTT Token (FTT) and Serum (SER), 

which were developed by FTX's founders and affiliated businesses like Alameda 

Research, FTX was exposed to risk. As a result, internally developed, 

permissionless, theoretically worthless tokens created and traded by FTX and 

affiliated companies had a direct impact on these companies' balance sheet reserves. 

The subsequent collapse of these tokens has damaged the reputation of the industry 

(Conlon et al, 2023) 

3. SILK ROAD CASE ( crypto related crimes ): The Silk Road was a dark web 

based online black market that used Bitcoin as its main payment method to facilitate 

the selling of illegal products and services, including counterfeit money and illegal 

substances.  In 2013, Ross Ulbricht, the founder of Silk Road, was arrested by the 

Federal Bureau of Investigation (F.B.I.) in the United States.  The inquiry entailed 

monitoring and examining Bitcoin transactions on the blockchain in order to 

pinpoint and follow the money's journey via the Silk Road.  The case illustrated 

how cryptocurrencies can facilitate illegal activity and how crucial blockchain 

analysis is to identifying and the prosecution of such crimes (Hossain, 2023).  

4. MT. GOX CASE (not typically classified as a crypto fraud case): The well 

known Bitcoin exchange Mt. Gox went bankrupt in 2014 as a result of a major 

fraud campaign that stole hundreds of thousands of Bitcoins from user accounts.  

The Bitcoin blockchain was examined as part of the Mt. Gox case investigation in 
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order to track down the stolen coins and find the criminals.  Furthermore, because 

of the absence of rules, the pseudonymous nature of transactions, and the 

requirement for advanced blockchain analysis techniques to detect fraudulent 

activity, the case brought to light the difficulties in detecting cryptocurrency fraud 

(Hossain, 2023)  

5. ONECOIN CASE: From 2014 until 2017, OneCoin, a cryptocurrency based Ponzi 

scheme, defrauded investors out of billions of dollars. Analyzing the blockchain 

and other digital evidence was part of the OneCoin case investigation in order to 

find fraudulent activity and monitor the money movement. The case also illustrated 

the necessity of regulatory control in the cryptocurrency space and how blockchain 

technology may be applied in forensic accounting to identify and stop 

cryptocurrency frauds (Hossain, 2023).  

6. In March 2024, a former employee of First Bank, a well known Nigerian bank 

valued at ₦829 billion, was reported to have stolen and fled with about ₦40 billion 

(around $29 million). Investigations showed that the stolen money was spread 

across several banks, and part of it was used to buy cryptocurrency. The ex staff 

member purchased USDT, a type of stablecoin, from different crypto traders. These 

traders were later questioned by authorities, but they said they were only involved 

in selling the USDT and were not aware the money used to buy it was stolen 

(Akhihiero, 2024). 
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7. In May 2024, Changpeng Zhao, the founder of Binance  one of the largest 

cryptocurrency companies in the world was sentenced in the U.S. to four months in 

prison for breaking anti money laundering laws. He admitted that his company 

allowed criminal groups, including terrorists, to use its platform. Earlier in October 

2020, Arthur Hayes, co founder and ex CEO of BitMEX (another major crypto 

exchange), was also charged by U.S. authorities for similar offences, such as failing 

to follow proper anti money laundering and customer identification rules. 

In Nigeria, there have also been several cases involving crypto related crimes. Some 

individuals involved in cryptocurrency trading have faced arrests and court cases over 

fraud and money laundering. The Nigerian government even detained two Binance 

executives Najeem Anjarwalla and Tigran Gambaryan for fraud and not following 

cybersecurity laws (Akhihiero, 2024). 

Nigeria's Economic and Financial Crimes Commission (EFCC) successfully investigated 

and prosecuted Nigerian national Eze Harrison Arinze, who was convicted for his role in 

scamming 34 victims in 13 countries, resulting in $592,000 in losses.  In addition to 

imposing a three year term, the Nigerian Federal High Court seized a number of assets, 

including a piece of real estate, fiat bank accounts, and $554,000 worth of cryptocurrencies 

Cryptocurrencies make it easier for people to hide their identity during transactions, which 

makes it hard for investigators to track where illegal money comes from or where it goes. 

Criminals can use crypto to move stolen money around and make it seem legal. Because 

crypto transactions usually don’t go through regular banks, they don’t get the same level 
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of monitoring, which helps criminals hide stolen money more easily. Also, 

cryptocurrencies have been linked to other risks like hacking, fraud, money laundering, 

and financing terrorism. That’s why many experts believe strict regulations are needed to 

reduce the dangers connected to cryptocurrency use. 

Roles of Crypto Exchange and Peer To Peer Platforms 

The principles of cryptography promote the integration and interchange of digital 

information through the use of cryptocurrencies, allowing for safe and verifiable 

transactions (Maese et al., 2016).  Based on the idea of peer to peer exchange, 

cryptocurrencies are traded on international platforms like Coinbase.  Although some 

cryptocurrencies can be used for exchange or as payment, they are not issued by a central 

bank or government and are not considered legal money (Autorité des Marchés Financiers, 

2019). Bitcoin is the most well known cryptocurrency.  Being the most expensive digital 

currency to date, it continues to control the market for digital currencies.  When a party 

performs a transaction or creates a node in a program known as the distributed ledger or 

blockchain, this type of digital currency is typically exchanged (Ghilal & Nach, 2019).  

Consequently, the transaction does not involve any financial institutions.  By enabling two 

willing individuals to communicate directly with one another without the use of a costly 

middleman, Bitcoin aims to establish a worldwide network of transactions and exchanges 

(Ghilal & Nach, 2019). The idea of a "cryptocurrency wallet"—a method of keeping digital 

currency in the form of a cryptographic hash that carries a value—is necessary to 

comprehend potential methods of cryptocurrency theft.  A traditional wallet that holds 
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many currencies that can be added, removed, or kept is not comparable to the idea of a 

cryptocurrency wallet.  Payments using cryptocurrency require that the entire wallet value 

(a cryptographic hash of the entire amount) be paid; any discrepancy between the payment 

amount and the wallet's total value will be reimbursed.  A new hash address is now obtained 

(Astrakhantseva et al., 2021). It is possible to purchase fiat money in exchange for foreign 

currency assets through cryptocurrency exchanges.  There are more than 300 of these 

exchanges in 2020.  They stand for an electronic platform that makes it possible to 

exchange cryptocurrencies for fiat money and vice versa.  These platforms provide similar 

cryptocurrency exchanges, including swapping one cryptocurrency for another.  

Consequently, the process of moving money from a bank account to a bitcoin wallet 

account involves exchanges.  This is the initial phase of regulating these kinds of 

transactions.  Accordingly, U.S.A. registered cryptocurrency exchanges are required to 

report on anti money laundering and countering terrorism funding (Astrakhantseva et al., 

2021). 

2.3 Theoretical Framework 

Due to the nature of fraud, a large portion of its expenses are concealed.  Some frauds are 

never discovered since concealment is a fundamental element of most fraud schemes; also, 

many of the cases that are discovered are never measured or reported.  The majority of 

frauds also have significant indirect costs, such as lost productivity, harm to one's 

reputation and the resulting loss of business, and the expenses of looking into and fixing 

the problems that made them possible.  The outcome is comparable to a financial iceberg; 
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while some of the direct losses are easily apparent, there is a vast amount of invisible 

suffering that is hidden from view (Report to Nations, ACFE, 2014). 

2.3.1 Fraud Tri#angle Theory (Donald Cressey) 

Cressey decided to write a dissertation on embezzlers while pursuing his doctorate in 

criminology in 1953.  Cressey conducted interviews with roughly 200 people who had dealt 

with embezzlement cases in order to gather information for his study.  This hypothesis was 

developed as follows: "Trust violators are people who believe they have a non sharable 

financial problem, know that this problem can be solved in secret by violating the position 

of financial trust, and believe they are trustworthy people who use the entrusted finds or 

property" (Cressey, 1973). There has been a lot of focus on using the "Fraud triangle," 

which was first proposed by Donald Cressey in 1953 and has since undergone numerous 

modifications, most recently in the early 1970s, to explain the causes of fraud.  Originating 

in sociological literature, the theory was accepted as an empirically sound explanation of 

fraud, outlining three prerequisites for crimes to occur: opportunity (a lack of internal 

controls), pressure (a problem that cannot be shared), and rationalization (the capacity to 

defend one's actions).  Enhancing organizational internal control mechanisms was 

highlighted as the deterrent for preventing fraud in Cressey's theory, which placed an 

emphasis on the individual (Akkeren, 2023). 

Pressure  

According to Cressey Donald's 1953 illustration, pressure is the inducement that might 

persuade someone to commit fraud.  The pressure may be brought on by the workplace or 
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by personal issues like addiction or financial strain.  Incentives or pressure to commit fraud 

may be presented to management or other staff members.  For instance, when 

compensation or promotion is heavily influenced by divisional, individual, or corporate 

performance, people may be motivated to influence others or manipulate outcomes.  

Unrealistic expectations from banks, investors, or other funding sources can also put 

pressure on a company.  Gupta (2015). Management of finances  The strongest motivator 

for someone or business management to commit fraud is pressure.  Financial pressure is 

the reason behind over 95% of frauds (Akbar et al., 2022) 

Opportunity. 

The employee must believe that he has a chance to conduct the crime without being caught, 

even when pressure provides the motivation for it (Sujeewa et al., 2018).  The second 

component is this perceived opportunity.  According to Cressy, the perceived opportunity 

to violate trust consists of two elements: technical skill and general knowledge.  Simply 

put, general information is the awareness that the employee's trust may be betrayed. The 

abilities required to commit the violation are referred to as technical skills.  These are 

typically the same skills that an individual must possess in order to be hired and retained 

in his role.  This is typically the knowledge or ability that helped the individual land the 

job (Sayidah, Assagaf, & Possumah, 2019). 

Rationalization  

The rationalization is the third and last component of the fraud triangle.  Reasoning is not 

an ex post facto way to defend a theft that has already taken place, as Cressey noted.  



32 
 

Importantly, before the crime occurs, rationalization is a crucial component; in fact, it is 

part of the reason behind the crime.  Embezzlers must defend their crimes before they are 

committed since they do not consider themselves criminals.  The rationalization is required 

so that the offender can continue to believe that he is a trustworthy individual and make his 

unlawful behavior understandable to himself (Sujeewa et al., 2018). 

The Fraud Triangle is a helpful tool for describing the situations in which someone in a 

position of trust may be persuaded to perpetrate fraud against an organization.  The original 

goals of Cressey's work, which was carried out in a time when the workforce and working 

practices were very different from what we see today, are nevertheless expanded upon and 

distorted.  It is crucial to comprehend the Fraud Triangle's limitations and the restrictions 

that should be placed on its applicability to fraud prevention and detection, as well as its 

particular relevance to particular facets of criminology, before evaluating its research value 

in a broader context (Tickner, 2021).  

 

2.3.2 White Collar Crime Theory.  

The topic of white collar crime is frustrating because it may be the least known yet most 

significant category of criminal activity.  The statement "white collar crime has the capacity 

to undermine trust in the entire sociopolitical system," was first used by Sutherland in his 

presidential presentation to the American Sociological Association (1939, 1940) (1949).  

The new definitions also placed emphasis on motive, the means or tactics by which the 

offense is committed, the target or targets of the offense, the location, and the societal 
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response, even though other definitions emphasized the significance of offender status and 

authority (both individual and organizational). "Those violations of law to which penalties 

are attached and that involve the use of a violator's position of significant power, influence, 

or trust in the legitimate economic or political institutional order for the purpose of illegal 

gain, or to commit an illegal act for personal or organizational gain," according to Reiss & 

Biderman (1980), for example, are considered white collar crimes.  After Clinard & 

Quinney (1967) suggested a typological approach to white collar crime, further 

improvements were made. They specifically proposed that occupational crimes be divided 

into categories "based on the nature of employment."  Clinard and Quinney (1973) further 

honed this division into differences between corporate and occupational crime.  Corporate 

crimes focused on actions that benefited the offending company, regardless of whether the 

actor was acting on behalf of the firm or the firm as a juridical person (see Braithwaite 

1984, Clinard & Yeager 1980). In contrast, occupational crimes were committed by 

someone who took advantage of their position to break the law for their own gain. 

Law enforcement adopted a different strategy.  White collar crime is a classification 

scheme used by law enforcement to identify particular sorts of crimes that have comparable 

features, rather than a legal category or specific violation in and of itself.  A white collar 

crime, according to Edelhertz (1970), is "an illegal act or a series of illegal acts committed 

by nonphysical means and by concealment or guile to obtain money or property, to avoid 

the payment or loss of money or property, or to obtain personal or business advantage.” 

This offense based approach identified four major subtypes of crime (Edelhertz 1970): 
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personal crimes (individuals acting independently for personal gain in a nonbusiness 

setting), abuses of trust (people working for businesses and other organizations or 

professions who breach their obligations to a client or employer), business crimes (crimes 

that serve the interests of the business but are not the main focus of the firm), and con 

games (illegal acts by an illicit organization whose business is white collar crime).’ 

2.3.3. Routine Activity Theory. 

One of the most often mentioned and significant theoretical frameworks in criminology 

and crime research in general is routine activity theory, which was initially developed by 

Marcus Felson and Lawrence E. Cohen in 1979.  Routine activity focuses on the study of 

crime as an event, stressing its ecological nature and its implications, as well as its 

relationship to space and time, in contrast to theories of criminality that emphasize the 

criminal's figure and the psychological, biological, or social factors that drove the criminal 

act. 

The three fundamental components of routine activity theory—a) a potential criminal with 

the ability to commit a crime; (b) a suitable target or victim; and (c) the lack of guardians 

capable of protecting targets and victims converge in space and time during everyday 

activities to explain criminal events. 

Although anyone with the desire and ability to commit a crime could be the likely offender 

(Felson & Cohen, 1980), young men without steady jobs, academic failures, and a history 

of traffic accidents and ER visits are most likely to be the most likely (Gottfredson & 

Hirschi, 1990). Although Cohen and Felson (1979) used the term "motivated offender" in 
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their original formulation, they avoided using it in later works, especially those of Felson 

(e.g., Felson & Boba, 2010; Felson & Cohen, 1980), because they believed that what was 

really important was not the offender's motivation or disposition to commit a crime, but 

rather the physical factors that allowed them to be involved in crime.  Given that the focus 

had been solely on the perpetrator, this technique helped to articulate the necessity of 

shifting attention away from him or her in order to comprehend the crime (Felson, 1995). 

However, this never meant disregarding the offender's "point of view" (Felson, 2008), even 

though it was necessary to consider other aspects of crime in order to comprehend and 

prevent it (Felson & Clarke, 1998). This is because, as we will see, the definition of the 

target as "suitable" is made by understanding the aggressor's intentions and capabilities in 

relation to the inherent qualities of the potential targets of crime 

.An appropriate target is a person or piece of property that an offender could threaten.  The 

term "target" is preferred by Felson over "victim" because it emphasizes the fact that most 

crimes are committed with the intention of gaining things, and as a result, the "victim" may 

not be present at the scene of the crime (Felson & Clarke, 1998).  Value, inertia, visibility, 

and access, or VIVA for short, are four characteristics that determine a target's degree of 

risk and impact the likelihood that it would be more or less acceptable from the offender's 

perspective (Cohen & Felson, 1979; Felson & Clarke, 1998): 

• value, either actual or symbolic, as perceived by the perpetrator; 

• inertia, which refers to the physical characteristics of the person or object that serve 

as barriers or impediments to the offender viewing it as appropriate;  
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• visibility, or exposure of targets to offenders, the characteristic that designates the 

person or the object for attack;  

• access, which refers to the site's layout and the positioning of the object that raises 

the risk of attack or facilitates its execution. 

The lack of a capable guardian someone who can step in and prevent a crime  is the third 

and last component of the theory (Cohen & Felson, 1979).  A guardian capable of 

preventing crime is one in whose presence the crime is not committed, and whose absence 

makes it more plausible (Felson, 1995).  The four components of Hirschi's theory (1969) 

attachment, commitment, involvement, and belief are condensed into the word "handle." 

They are clearly capable guardians, and in fact, they are typically not present when a crime 

occurs (Felson & Boba, 2010). Felson is consistent with the concept of social control and 

emphasizes that control is a crucial factor in crime rate trends by examining the notion that 

an offender could be deterred by his presence in a location or that a person could deter a 

potential offender due to his relationship with him (Cohen & Felson, 1979). 

2.3.4 Review of Theory  

Theoretical Framework Justification: Fraud Triangle Theory (Donald Cressey, 1953) 

This study titled “Forensic Accounting and Crypto Fraud in the Landscape of Emerging 

Technologies in Nigeria” is based on the Fraud Triangle Theory (FTT) developed by 

Donald R. Cressey in 1953. The theory provides a clear explanation of the main reasons 

people engage in fraudulent activities by highlighting three key elements   pressure, 
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opportunity, and rationalization. According to Cressey, these three factors must be present 

for a person to commit fraud.  

Relevance of the Fraud Triangle Theory to the Study.  

The Fraud Triangle Theory is one of the most recognized and frequently used theories in 

forensic accounting. It helps to explain the human behaviors and conditions that lead to 

both financial and technological fraud, including those involving cryptocurrencies. Its 

relevance to the Nigerian crypto environment lies in the fact that it reflects the real issues 

that encourage digital fraud   such as financial pressure, poor regulatory enforcement, and 

the justification of illegal actions due to the anonymity of cryptocurrency transactions. In 

Nigeria, the use of emerging technologies like blockchain and digital currencies is growing 

quickly, creating both opportunities and risks within the financial system. The Fraud 

Triangle Theory therefore serves as a solid foundation for examining the main causes and 

processes behind crypto related fraud. Forensic accountants apply this theory to detect 

warning signs of fraud, evaluate potential risk areas, and design effective control measures 

aimed at preventing and uncovering fraudulent financial activities 

Why the Fraud Triangle Theory Is Most Suitable for This Study 

1. Behavioral Insight 

The theory focuses on the human side of fraud by explaining why individuals commit 

fraudulent acts. This is important for understanding crypto related crimes, which involve 

both technology and human behavior. 

2.  Connection to Forensic Practice: 
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Modern forensic accounting techniques are often guided by the principles of the Fraud 

Triangle. It helps professionals assess fraud risks, gather evidence, and design effective 

systems that discourage fraudulent actions. 

3. Relevance to Emerging Technologies: 

Although the theory was developed many years ago, it remains relevant today. It explains 

how new technologies such as blockchain and digital assets provide new opportunities for 

fraud while still being influenced by traditional human motives. 

 

4.  Empirical Support: 

Several studies have tested and confirmed the reliability of the Fraud Triangle Theory in 

explaining fraudulent behavior in different financial and technological settings. This makes 

it a dependable and credible theoretical base for this research. 

5. . Policy and Control Importance: 

Applying this theory allows the study to suggest practical policies and control measures 

that can help Nigerian regulators law enforcement agencies, and fintech organizations 

reduce fraud. This can be achieved by minimizing financial pressures, closing loopholes 

that create opportunities, and addressing the rationalizations people use to justify unethical 

behavior 

2.4 Forensic Accounting and Cryptocurrency Fraud: Global and Nigeria Perspective 

2.4.1 Global Studies 

Blockchain Analytical Tools 
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The first and most well-known use of blockchain technology was Bitcoin, a digital 

currency. Bitcoin’s success helped kickstart what is now called the blockchain era. Today, 

there are over a thousand different cryptocurrencies built on blockchain these are often 

called "altcoins." Because of these developments, more people have become interested in 

blockchain and its potential. 

Some people even compare the creation of blockchain to the invention of double entry 

bookkeeping, which completely changed how businesses manage their records. Now, 

blockchain is being used for many other purposes like online voting (e.g., FollowMyVote, 

SocialKrona), digital identity systems (e.g., Bitnation, Hypr), tracking the origin of goods 

(e.g., Everledger, Chronicled), and managing copyrights (e.g., LBRY, Blockphase). 

Blockchain was first introduced in a 2008 white paper written by someone (or a group) 

under the name Satoshi Nakamoto. In the paper, Nakamoto described a "chain of blocks," 

which later became known simply as blockchain. After Bitcoin became successful, many 

other cryptocurrencies were created. Some are similar to Bitcoin but with slight differences 

for example, Litecoin changed how blocks are mined, and ZCash added privacy features 

that hide transaction details. 

The next major phase, called Blockchain 2.0, led to platforms like Ethereum that allow 

small programs called smart contracts to run on the blockchain. These smart contracts are 

pieces of code that automatically carry out agreements or transactions, and they can't be 

changed or stopped once started. Anyone can view and verify them, which makes them 

secure and transparent. 
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Although blockchain is still growing and improving, many of its uses are already advanced 

enough to challenge or even replace some traditional systems. For instance, Ethereum has 

become a popular way for tech startups to raise money new coin offerings on Ethereum 

(known as ICOs) made up 45% of all fundraising in the second quarter of a recent year 

(Jimoh, et al 2019) 

As Bitcoin became more widely used, researchers began studying how different features 

of its network could help predict its price. They looked at things like average account 

balances, how often people connect to the network, and how users interact over time to see 

if these patterns could help forecast Bitcoin price ( Jimoh, et al., 2019). 

Tools 

One common criticism of blockchain is that the data is saved in files (like level DB files in 

Ethereum and .dat files in Bitcoin), which makes it slow and difficult to search through the 

information quickly. In recent years, some tools and languages have been developed to 

help with searching and analyzing blockchain data, but not many people or organizations 

use them yet. 

Some companies like Santiment and Chainalysis have built their own powerful tools to 

search and analyze blockchain data, but these tools are not available to the public. Websites 

like blockchain.com and etherscan.io do allow the public to explore blockchain data, but 

their tools are basic and offer limited features. 

Aside from just tracking transactions (which show the flow of money between addresses), 

the upgrade to Ethereum 2.0 introduced the ability to store and run code on the blockchain. 
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This has made analyzing smart contracts (programs that run on the blockchain) a new and 

important area of blockchain data analysis (The IEEE Intelligent Information Bulletin 

2018) 

 

 

Application of Blockchain Application Analytics.  

Since the original Bitcoin paper was published in 2008, cryptocurrencies have become the 

most well known use of blockchain technology. While there’s growing interest in analyzing 

data from platforms like Ethereum, most research has focused on Bitcoin and a few other 

alternative coins (altcoins). In general, many studies are exploring how cryptocurrencies 

can offer a reliable and transparent financial system for everyone involved in the economy. 

Price Predictions 

Some researchers are using blockchain data to try and predict cryptocurrency prices. One 

useful concept is chainlets which are small structures of blockchain transactions. These can 

help predict big price changes or risks. For example, when there are lots of chainlets 

connecting many accounts to just a few addresses (or vice versa), it may signal higher price 

risk. Without this data, risk models often fail to predict sudden drops in Bitcoin’s value. 

Simple transaction details like average amount sent don’t always help with predicting 

prices accurately. However, some recent studies suggest that looking at the overall network 

structure (called global graph features) can improve price prediction models ( The IEEE 

Intelligent Information Bulletin 2018) 
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Detecting Criminal Activity 

Bitcoin has been used for illegal activities on dark web marketplaces like SilkRoad, where 

anonymous users could buy or sell illegal goods. Cryptocurrencies are pseudo anonymous 

meaning users don’t need to reveal their real identities, but all their transactions are still 

publicly visible on the blockchain. 

Knowing this, criminals try to hide their real world identities by using tools like Tor, a 

privacy focused internet browser, to connect to the blockchain. They also try to make their 

transactions look normal in terms of timing, amounts, and frequency, so they won’t stand 

out. 

Cryptocurrencies have also been used for serious crimes like human trafficking, 

ransomware attacks, blackmail, and money laundering. However, law enforcement 

agencies can use blockchain data analytics tools and algorithms to track, analyze, and 

possibly stop these illegal activities ( The IEEE Intelligent Format Bulletin, 2018). 

Digital Forensics 

Forensic accounting has changed a lot thanks to digital technology. While traditional 

methods are still useful, new digital tools are now helping and sometimes even replacing 

old techniques when it comes to finding and stopping financial fraud. These modern tools 

use technology to examine large amounts of data quickly and accurately. Some of the 
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common digital techniques include computer assisted audit tools, data mining, and 

advanced analytics (Mert, 2022). These methods help forensic accountants spot patterns 

and detect fraud more efficiently than before (Daraojimba et al., 2023). 

One of the biggest benefits of digital forensic accounting is that it can handle the massive 

amounts of data produced in today’s digital world. Because most financial transactions are 

now done electronically, there's a huge volume of data available. Digital tools allow 

accountants to go through this data and find unusual activity or signs of fraud (Adebisi et 

al., 2022). 

Even more exciting is that technologies like artificial intelligence (AI) and machine 

learning are being added to forensic accounting. These advanced tools can automatically 

detect fraud and even predict where fraud might happen in the future. While these 

technologies make fraud detection more powerful, they also mean that forensic accountants 

need to learn new skills to use them effectively (Daraojimba et al., 2023). 

Data Mining Techniques.  

Data mining has become an important tool in forensic accounting for spotting and 

preventing fraud. The most common methods used are clustering, classification, and 

association rule mining (Liu et al., 2022). 

● Clustering groups together data that share similar features. In forensic accounting, 

this could mean finding sets of transactions with the same vendor, invoice number, 

or date. 
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● Classification assigns labels to data based on their features. For instance, 

transactions can be classified as “fraudulent” or “non fraudulent” depending on 

things like the amount, type of transaction, or vendor involved. 

● Association rule mining looks for relationships between different data items. In 

practice, it can uncover suspicious patterns, such as repeated payments to the same 

vendor or transactions with round numbers. 

Apart from these, data visualization is also very useful. Tools like scatter plots, bar charts, 

and heat maps make financial and non-financial data easier to understand, helping 

investigators quickly spot unusual trends or irregularities (Fawcett & Provost, 1997). 

In short, techniques like clustering, classification, association rule mining, and 

visualization give forensic accountants effective ways to detect and stop fraud.  

Machine Learning Techniques.  

Machine learning is now being widely used in forensic accounting to make fraud detection 

more accurate and efficient. This section looks at different machine learning methods, 

especially supervised and unsupervised algorithms, like decision trees, logistic regression, 

support vector machines (SVM), and clustering algorithms (Liu et al., 2022). 

Supervised learning means teaching a computer model using examples of past data (called 

labeled data) so it can recognize fraud in new data. These models help forensic accountants 

predict which transactions might be fraudulent. For example, decision trees can highlight 

the most important factors that indicate fraud, while logistic regression helps calculate the 

likelihood that a transaction is suspicious (Cai et al., 2019). 
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In general, machine learning can greatly improve how fraud is detected and stopped. These 

tools allow investigators to spot suspicious transactions in real time and take action before 

any damage is done (Hossain, 2023). 

Predictive Analytics and Artificial Intelligence (AI) 

The use of predictive analytics and AI is a major breakthrough in forensic accounting. 

These technologies help identify unusual behavior or patterns in data that may suggest 

fraud. This makes forensic accountants more effective in their work (Daraojimba et al., 

2023). 

Data science and big data analytics also play a key role. According to Odia and Akpata 

(2021), the massive amount of digital data available today including data from emails, 

social media, and online transactions provides forensic accountants with valuable clues. 

However, accountants need to know how to collect, analyze, and understand this data 

properly. This is especially important since a lot of the data comes in unstructured forms 

like text and images. 

Data Analytics 

In recent years, data analytics has become an important tool in forensic accounting, 

especially for detecting and preventing fraud. According to Rezaee & Wang (2019), these 

techniques are being used more often because they offer powerful ways to uncover 

suspicious activities. 

Moore (2018) explains that data analytics can improve fraud detection by making the 

process faster, more accurate, and more effective. It helps experts spot unusual patterns or 
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behaviors in financial data that might indicate fraud. It also allows for real time monitoring, 

so fraud can be caught as it happens. 

Another big advantage is that data analytics can reveal hidden connections in large sets of 

data connections that would be hard to find using traditional methods. It can even be used 

for predictive analysis, which means identifying potential fraud before it actually happens 

(Bănărescu, 2015). 

However, there are some challenges with using data analytics. One major issue is the 

quality of the data being used. If the data is incomplete, wrong, outdated, or inconsistent, 

it can lead to false conclusions, making the analysis unreliable (Hossain, 2023). So, having 

good quality data is essential for data analytics to be effective in forensic accounting. 

Role of International Financial Regulators 

International financial regulators are a special group of international organizations that help 

guide and shape the global financial system. These organizations are created for specific 

purposes and have limited legal powers, depending on what their founders intended them 

to do. They play an important role in creating and promoting international financial rules, 

and they help build the structure of the global financial system by making sure these rules 

are followed (Kudryashow et al., 2020). 

Interestingly, many of these regulators are not set up by countries directly. Instead, they 

are formed through various task forces or initiatives (Bank for International Settlements, 

2013). They are different from national regulators like central banks or financial oversight 

agencies. They usually do not have full legal authority, and the rules they create are often 
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not legally binding. These rules sometimes called standards, codes, or best practices are 

considered “soft law,” meaning they are influential but not enforceable like regular laws 

(Lukashuk, 2004; Demin, 2015; Financial Action Task Force, 2012). 

Many scholars have studied the legal nature of these international financial regulators, 

including Alvarez (2005), Amerasinghe (2005), Lastra (2006), Marcacci (2012), Verdier 

(2009), and others. In Russia, legal experts like Moiseev (2006) and Abashidze (2019) 

mainly focus on the International Monetary Fund (IMF) and the World Bank (WB) when 

discussing global financial regulation. 

According to Bradlow and Hunter (2010), international financial institutions such as the 

IMF and the World Bank play a major role in shaping international law. They create and 

apply policies that influence global finance. However, these authors focus mostly on state 

run organizations and do not include non-governmental regulatory bodies like the Basel 

Committee on Banking Supervision (BCBS), the International Organization of Securities 

Commissions (IOSCO), or the International Association of Insurance Supervisors (IAIS). 

Some researchers refer to these bodies as “policymakers” rather than formal regulators 

(Ghosh, 2008). 

2.4.2 Nigeria Context 

Role of Central Bank of Nigeria and Security and Exchange Commission.  

On February 5, 2021, the Central Bank of Nigeria (CBN) released a circular 

(BSD/DIR/PUB/LAB/014/001), which strictly banned all Deposit Money Banks (DMBs), 

Non Bank Financial Institutions (NBFIs), and other financial institutions from dealing with 
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cryptocurrencies or helping cryptocurrency exchanges make payments. The CBN also 

ordered banks to close any accounts related to crypto activities. 

However, things changed by the end of 2023. On December 22, 2023, the CBN introduced 

new Guidelines (FPR/DIR/PUB/CIR/002/003), which allowed banks to once again provide 

services to businesses dealing in digital assets, especially Virtual Asset Service Providers 

(VASPs). This marked a major shift in Nigeria’s crypto space after years of strict 

regulation. The change followed growing awareness by the CBN of global trends and the 

need to control how digital assets like cryptocurrencies operate in the country (Ede, 2024). 

According to Haruna Mustapha, the CBN’s Director of Financial Policy and Regulation, 

the new Guidelines were designed to help banks and financial institutions understand how 

to interact with VASPs. To operate legally in Nigeria, VASPs would now need to be 

licensed by the Securities and Exchange Commission (SEC). Still, banks and other 

financial institutions are not allowed to trade, invest, or hold cryptocurrencies for 

themselves. 

Back in February 2021, shortly after the CBN’s ban, the SEC also emphasized the 

importance of regulating cryptocurrencies. Timi Agama, the SEC official in charge of 

exchanges and market innovations, pointed out that despite the risks, crypto was a booming 

global market worth about $2 trillion and couldn’t be ignored. 

In response, the SEC released rules concerning the issuance, trading platforms, and 

safekeeping of digital assets, even though the CBN’s restrictions made it difficult for these 

rules to take effect. The ban discouraged foreign investment and slowed down progress in 
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the industry. Although the new 2023 Guidelines suggest a more positive approach, Nigeria 

is still lagging behind many other countries when it comes to crypto regulation (Ede, 2024). 

The CBN originally justified its 2021 ban by citing fears of money laundering, terrorism 

financing, internet fraud, and the unpredictable nature of cryptocurrencies. The former 

CBN Governor, Godwin Emefiele, raised these concerns during the height of the 

restrictions. 

Unique Challenges/Limitations and Opportunities in Forensic Expertise, Tools and 

Training In Nigeria 

Investigating financial crimes that involve cryptocurrencies like fraud, money laundering, 

and illegal transactions comes with both challenges and opportunities for forensic 

accountants (Hossain, 2023). Cryptocurrencies are becoming more popular for making 

payments, but they also create difficulties for those trying to investigate financial crimes. 

One major issue is pseudonymity and anonymity. Because users on blockchain networks 

are not easily identified, it’s often hard for forensic accountants to trace who is behind each 

transaction (Furneaux, 2018). This makes tracking the flow of money and figuring out who 

owns or controls certain assets more difficult. 

Another challenge is the technical complexity of cryptocurrency transactions. These 

transactions involve things like blockchain confirmations, digital wallets, public and 

private keys, and transaction fees. Forensic accountants need to understand how these 

systems work so they can properly examine and explain the evidence (Lui et al., 2021). 
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The fast changing nature of the crypto world also poses a challenge. New coins, exchanges, 

wallets, and tools are being created all the time. Forensic accountants must stay informed 

about these changes to do their jobs effectively (Furneaux, 2018). 

There’s also a lack of clear regulations and standardized reporting rules in many places. 

Since cryptocurrencies are still relatively new, they often fall into legal grey areas. This 

can make it hard for forensic accountants to collect evidence or follow legal procedures 

during investigations (Lui et al., 2021). 

Technical limitations are another issue. Forensic accountants may have trouble accessing 

or analyzing blockchain data, and many existing forensic tools aren't yet fully equipped to 

deal with cryptocurrencies. Recovering lost or stolen crypto assets can also be very difficult 

(Furneaux, 2018). 

Despite all these challenges, there are important opportunities as well. For example, 

blockchain technology is transparent all transactions are recorded and can be traced. This 

gives forensic accountants the ability to study transaction patterns and trace the movement 

of funds to uncover possible fraud (Thomason et al., 2020). 

Forensic accountants can also use digital forensic tools to collect, store, and examine 

cryptocurrency related evidence, helping to prove ownership and activity (Kshetri, 2018). 

In many cases, they must also work closely with law enforcement, regulators, and tech 

experts like cybersecurity or blockchain professionals to fully understand and investigate 

the crime (Amahi, 2023). 
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Overall, while cryptocurrencies present serious challenges for forensic investigations, they 

also offer new tools and opportunities. With the right training, tools, and teamwork, 

forensic accountants can play a key role in uncovering and preventing financial crimes in 

the crypto space (Hossain, 2023). 

2.5 Emerging Technologies in Nigeria Financial Ecosystem.  

2.5.1 Blockchain Adoption in Nigeria  

Blockchain technology works smoothly with other new and developing technologies like 

the Internet of Things (IoT) (Barenji et al., 2019), artificial intelligence (Chandrasekaran 

et al., 2019), big data analytics (Dlodlo & Kalezhi, 2015), and cloud computing (Yu, Yang, 

& Sinnott, 2019; Zhu, Wu, Gai, & Choo, 2019). This combination creates exciting and 

limitless future possibilities. Traditional banking technologies often come with higher risks 

and limited access to financial services. This has created a strong need for blockchain 

adoption, especially in the financial sector. Blockchain in financial technology (fintech) 

can help improve processes in organizations (Niforos, 2017) and promote financial 

inclusion and economic growth (Nir Kshetri & Welpe, 2017). 

Nigeria has long struggled with corruption, as highlighted by Transparency International 

(Mike, 2019). Blockchain offers a chance to make business dealings more secure and 

transparent. Originally popularized by Bitcoin and other cryptocurrencies, blockchain is 

now being explored for many other uses. While only a few businesses deal directly in 

Bitcoin, some payment platforms use its underlying blockchain system to process 

traditional currency payments. 
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Despite warnings from the Central Bank of Nigeria (CBN) against investing in 

cryptocurrencies stating they are not legal tender Nigerians have shown strong interest. In 

2017, Nigeria ranked second globally for peer to peer (P2P) Bitcoin transactions, 

surpassing countries like the United Kingdom and the United States (LocalBitcoins, 2018). 

This shows how involved Nigerians are in crypto trading. Therefore, if managed with 

proper regulations, cryptocurrency could offer real benefits in Nigeria (Jimoh et al., 2019). 

The growth of cryptocurrencies, especially Bitcoin, has significantly impacted the financial 

technology world. It has gained attention from investors, the media, and regulators. Bitcoin, 

which is based on blockchain technology, is not tied to any physical asset, organization, or 

national economy. Instead, it relies on encryption and allows all transactions to be publicly 

tracked. Globally, crypto trading has generated more than $2 trillion. In Nigeria, many 

young people have used it to create income and job opportunities (Onyekwere et al., 2023). 

However, the rise of blockchain and cryptocurrencies has created both challenges and 

opportunities for forensic accountants (Deepa et al., 2022). Since blockchain keeps a 

transparent and unchangeable record of all transactions, it can help forensic accountants 

trace and analyze financial activities to spot fraud (Sharma et al., 2023). It can also help in 

proving ownership and movement of assets key elements in fraud investigations (Garanina 

et al., 2022). 

Still, the lack of clear regulations around cryptocurrency makes things difficult. Forensic 

accountants must stay informed about new developments and adapt to how digital fraud is 

evolving (Trozze et al., 2022). New trends in forensic accounting, such as advanced data 
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analysis, machine learning, artificial intelligence, cyber forensics, and digital tools, offer 

ways to improve how organizations detect and prevent fraud (Deepa, 2022). 

By using these tools, companies can better identify risks, put preventive measures in place, 

and spot unusual patterns in their financial data that may suggest fraud. They can also speed 

up investigations and make them more effective, even when done remotely (Hossain, 

2023). Although adopting these new technologies comes with challenges, they offer 

significant benefits in fighting crypto related fraud. It is important to weigh both the risks 

and the advantages to successfully use these tools and improve forensic accounting 

practices (Hossain, 2023). 

FinTech Innovation  

The Fourth Industrial Revolution has brought major changes by introducing disruptive 

digital technologies such as the Internet of Things (IoT), artificial intelligence (AI), and 

extended reality, which are reshaping how we live and work (Schulte & Liu, 2018). One 

area that has been deeply affected is the financial industry, where fintech (financial 

technology) has emerged. Fintech refers to innovative technologies that create new 

business opportunities in financial services (Stern et al., 2017). Wonglimpiyarat (2017a) 

defines fintech as technology driven financial services that integrate IT to improve 

efficiency and outcomes. Compared to traditional banking, fintech offers faster 

transactions, better customer service, and lower costs, which together are transforming the 

financial sector and strengthening the financial system (Shin & Choi, 2019). 
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Innovation in fintech has improved the way industries perform and deliver products, 

resulting in higher profitability. Arner et al. (2016), in a review of fintech’s development, 

explained its evolution in three stages: Fintech 1.0 (1866–1967), when financial services 

shifted from analog to digital; Fintech 2.0 (1967–2008), marked by the rise of digital and 

globalized financial services; and Fintech 3.0 (2008–present), which focuses on making 

digital finance accessible to everyone. 

As technology continues to advance, fintech keeps uncovering new solutions to challenges 

in the financial sector (Lu, 2018). The Internet has been a key driver of this rapid expansion, 

helping extend financial services to underserved and unbanked populations, making them 

easier to access (Popkin, 2019). The importance of fintech became even more evident after 

the 2008 global financial crisis, when traditional financial services were no longer seen as 

stable and risk free (Gomber et al., 2018). Studies also show that fintech’s growth has been 

driven by both the weaknesses of traditional banks, which sometimes left customers in 

difficult situations, and by technological innovation, which improved performance, 

convenience, and customer experience (Saksonova & Kuzmina Merlino, 2017; Gassot et 

al., 2016; Haddad & Hornuf, 2019; Haikel Elsabeh et al., 2016; Soulé, 2016). 

Internet of Things 

The Internet of Things (IoT) is a fast growing topic with major technical, social, and 

economic importance. It connects everyday items like home appliances, vehicles, industrial 

machines, utility systems, and sensors to the Internet, where they can share data and be 

managed using powerful analytics. This technology has the potential to change how we 
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live, work, and interact. Experts predict that by 2025, there could be around 100 billion IoT 

devices worldwide, with an estimated economic impact of over $11 trillion. 

However, IoT also faces serious challenges. News about device hacking, surveillance, and 

privacy risks have raised public concerns. In addition, there are still technical issues, as 

well as new policy, legal, and development challenges that need to be solved. Despite these 

obstacles, IoT is already shaping our world, aiming to create a highly connected “smart” 

environment where people, objects, and their surroundings are closely linked. But for 

society to enjoy its full benefits, these risks and challenges must be properly managed 

(Rose et al., 2015) 

2.6 Regulatory and Legal Landscape 

2.6.1 Nigerian Regulatory Framework 

 The Cybercrime (Prohibition, Prevention, etc.) Act, 2015 is a law passed by the Nigerian 

National Assembly to tackle the growing number of online crimes and fraud. It was created 

to provide a clear and organized system to help stop, detect, and punish cybercrimes in 

Nigeria. The law also aims to protect important national information systems, strengthen 

cybersecurity, and safeguard things like computer programs, intellectual property, and 

people's privacy. 

Even though the law doesn’t specifically talk about cryptocurrency, it includes several 

sections that can be used to address cyber related fraud, including those involving digital 

currencies. 
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Section 14 deals with unauthorized changes or interference with data on a computer system 

that could lead to someone losing money. The punishment for this is at least three years in 

prison, a fine of at least ₦7,000,000, or both. 

Section 15 focuses on using computers or electronic devices to trick or deceive others for 

example, by changing or deleting data to commit fraud or mislead people. This also comes 

with jail time and/or fines depending on the case. 

Section 19 requires banks and other financial institutions to put in place strong systems to 

detect and prevent fraud. If someone in charge gives employees too much access to 

sensitive information without good reason, they could be fined or jailed. Banks must also 

protect customer data, and if they don’t, they could be penalized for negligence. 

However, the Act does not directly address or regulate crimes related to cryptocurrency or 

blockchain technology. 

The Nigeria Data Protection Act (NDPA) 2023 was introduced by the Nigerian government 

to protect people's privacy and ensure the safety of their personal information. By doing 

this, it also helps reduce cybercrimes. One of the key goals of the Act is to make sure 

personal data is handled in a fair, legal, and responsible way. It also supports Nigeria's 

digital economy and helps the country take part in the global digital space by building trust 

in how data is used. 

According to Section 2, the Act applies to all personal data processed in Nigeria, including 

digital activities like cryptocurrency transactions. This means that crypto related data must 

also follow the same data protection rules. 
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Section 24 requires those who collect or use people's data (called data controllers and 

processors) to put proper security measures in place. These measures are meant to stop 

unauthorized access, changes, leaks, or destruction of data, which can help prevent fraud 

and cybercrime especially in cryptocurrency. 

Section 28 says that organizations must carry out a Data Privacy Impact Assessment 

(DPIA). This helps them spot and reduce risks in how they handle data, including data 

linked to crypto transactions. It’s a way to find weak spots in their systems and fix them 

before they’re exploited. 

Section 29 ensures that if another company is handling data on behalf of someone else (a 

third party), it must also follow the same strict rules. This is especially important when it 

comes to crypto exchanges and other services that involve sharing sensitive data. 

Section 34 gives people the right to access, correct, or delete their personal data. This puts 

control in the hands of individuals and helps stop data from being misused in scams or 

fraud. 

Section 40 says that if there's a data breach, the organization must quickly inform both the 

authorities and the people affected. Acting fast can limit the damage, especially in crypto 

related breaches where funds or sensitive data may be at risk. 

Section 41 deals with sending data across borders. It ensures that even if Nigerian data is 

sent to other countries, it’s still protected especially important for international crypto 

dealings. 
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Section 44 requires important data controllers and processors to officially register with the 

Nigeria Data Protection Commission, which helps keep track of those handling large 

volumes of personal data. 

Section 48 gives the Commission the authority to investigate, audit, and enforce the rules. 

This means they can step in to check how data is being handled and take action when rules 

are broken especially when fraud or cybercrime is suspected. 

Overall, the NDPA 2023 is designed to make digital transactions, including those involving 

cryptocurrencies, safer for everyone by enforcing strong data protection rules. 

The National Blockchain Policy is Nigeria’s official effort to explore and benefit from 

blockchain technology. It was developed by the Federal Ministry of Communications and 

Digital Economy and approved in May 2023. Although it isn’t a law, the policy outlines 

how blockchain can be used in Nigeria and serves as a roadmap for its future adoption. It 

shows that the government is ready to support the use of blockchain and even mentions the 

potential use of cryptocurrencies, suggesting they could help reduce issues like fraud and 

money laundering. This approach could boost public confidence in using cryptocurrencies 

and make them more accessible to individuals and businesses. 

Currently, there are no specific laws that directly regulate cryptocurrencies or blockchain 

in Nigeria. However, several steps have been taken to control their use: 

In February 2021, the Central Bank of Nigeria (CBN) banned banks from dealing with 

cryptocurrencies, but later that same year, the government launched the eNaira, Nigeria’s 
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official digital currency, making it the first African country to do so. This showed some 

openness to digital currencies. 

In May 2022, the Securities and Exchange Commission (SEC) introduced new rules for 

digital assets. It now considers certain digital tokens as securities, meaning any company 

offering or trading them must register with the SEC and get a license. They must also 

register with the Corporate Affairs Commission (CAC). This ensures crypto related 

businesses are legally recognized and monitored. 

In May 2022, the Money Laundering (Prevention and Prohibition) Act was passed. It 

included Virtual Asset Service Providers (VASPs) businesses that deal with crypto as 

financial institutions. These providers must now follow strict anti money laundering rules, 

like verifying customer identities and reporting suspicious activities. 

Then in May 2023, the Finance Act introduced a 10% tax on profits from selling digital 

assets, including cryptocurrency. This shows the government is treating crypto like any 

other taxable investment. 

On December 22, 2023, the CBN released new guidelines for banks and financial 

institutions on how to handle VASPs. These rules stated that while VASPs can operate if 

licensed by the SEC, banks themselves still cannot trade or hold cryptocurrencies directly. 

The National Information Technology Development Agency (NITDA) also plays a role in 

shaping blockchain policy. Under Section 6(a) of the NITDA Act 2007, the agency is 

responsible for monitoring and regulating IT systems across Nigeria. NITDA can suggest 
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new laws or rules (both major and minor) to guide blockchain adoption. It also focuses on 

making sure that IT access reaches rural and underserved communities (Jimoh et al., 2019). 

In summary, while Nigeria does not yet have one single law specifically for blockchain or 

crypto, different rules now apply depending on how and where these technologies are used. 

It’s clear the Nigerian government is becoming more open to blockchain and 

cryptocurrency and is slowly putting a regulatory framework in place to create a safe and 

secure crypto environment (Akhihiero, 2024). 

         

  



61 
 

CHAPTER THREE 

METHODOLOGY 

3.1 Introduction  

The methodology used to conduct the study is covered in this Chapter, outlining the 

research design, population of the study, sampling technique and sample size, The sources 

and methods of data collection, the research instrument, methods of data analysis, model 

specification, and validity of the study is  to ensure the study is carried out methodically 

and produce reliable results. This is addressing the role  of Forensic accounting in crypto 

related fraud in Nigeria’s emerging technological landscape.  

3.2 Research Design 

The research design for this study is based on descriptive survey research design. This 

research design is thought to be appropriate because the subject of forensic accounting and 

crypto fraud are relatively new and understudied subject in Nigeria. 

3.3 Population of the Study 

The population of this study consists  of individuals and institutions that is explicitly and 

implicitly Involved in forensic accounting and cryptocurrency activities in Nigeria 

including; Forensic accountants and auditors in professional practice, Anti fraud and 

regulatory agencies such as the Economic and Financial Crime Commission(EFCC), 

Central Bank Of Nigeria(CBN), and the Securities and Exchange Commission(SEC), also 

crypto traders, blockchain experts, IT specialist, academic expert In finance, law and 

technology, would be involved in this exercise.  
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3.4 Sample and Sampling Technique  

The sample is the sub set of the population selected for the study instead of studying the 

entire population. The sample size will consist of 105 respondents. This sample is thought 

to be adequate to offer a range of viewpoints while keeping data collection manageable.  

3.5 Source of Data Collection 

Primary Data: To obtain first hand and original insights into the role of forensic accounting 

in detecting and investigating crypto fraud, structured questionnaires will be administered 

to selected respondents.  

3.6 Research Instruments 

The primary research instrument utilized in this study is Questionnaire divided into Five 

sections covering; 

Section A: Demographic data (gender, age group, highest educational qualifications, 

occupation, and years of experience) 

SECTION B: Awareness and knowledge of forensic accounting.  

SECTION C: Forensic Accounting Techniques.  

 SECTION D:  Emerging Technologies.  

Section E:  Perception Of Crypto Fraud And Emerging Technologies  

Section F:  Effectiveness of forensic accounting in addressing crypto fraud.   

Section G:   Challenges and recommendations. 

The responses will be measured on a 5 point Likert scale.  

 3.7 Methods of Data Analysis 
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This study will utilize Regression Analysis with a questionnaire (Likert scale responses) as 

the main data source. To examine the relationship between the dependent variables and 

independent variables. 

3.8 Model Specifications 

The model specification in this study is utilized in defining the variable (dependent, 

independent, control), their expected relationship, and how they will be measured to test 

hypothesis.  

  CF= f  ( FAT, ET, RF, PA, SE) 

Where; 

CF= Crypto fraud.  

FAT= Forensic Accounting Techniques.  

ET= Emerging Technologies.  

RF= Regulatory Framework.  

PA= Public Awareness. 

SE= Socioeconomic Factors.  

3.9 Validity of the Study 

The research instrument i.e a copy of the  questionnaire will be submitted to my project 

supervisor for expert review to ensure validity. 
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  CHAPTER FOUR 

DATA PRESENTATION, ANALYSIS, AND INTERPRETATION 

4.1 Introduction 

This chapter presents the data collected from 105 respondents who participated in the study 

titled “Forensic Accounting and Crypto Fraud in the Landscape of Emerging Technologies 

in Nigeria.” The analysis was guided by the objectives and research model specified in 

Chapter Three. The study used descriptive statistics (frequencies, percentages, means, and 

standard deviations) and regression analysis to evaluate the relationships among the 

variables: 

CF = f (FAT, ET, RF, PA, SE) 

Where: 

CF = Crypto Fraud 

FAT = Forensic Accounting Techniques 

ET = Emerging Technologies 

RF = Regulatory Framework 

PA = Public Awareness 

SE = Socioeconomic Factors 
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4.2 Demographic Characteristics of Respondents (Section A) 

Demographic Variable Category Frequency Percentage 

(%) 

Gender Male 62 59.0 

 
Female 40 38.1 

 
Prefer not to say 3 2.9 

Age Group 18–25 years 20 19.0 

 
26–35 years 45 42.9 

 
36–45 years 25 23.8 

 
46–55 years 10 9.5 

 
56 years and above 5 4.8 

Highest Educational 

Qualification 

SSCE/Diploma 8 7.6 

 
Bachelor’s Degree 50 47.6 

 
Master’s Degree 30 28.6 

 
Doctorate (PhD) 2 1.9 

 
Professional Certification 15 14.3 

Occupation Accountant 30 28.6 

 
Auditor 15 14.3 
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ICT/Technology 

Professional 

20 19.0 

 
Academic/Researcher 10 9.5 

 
Student 15 14.3 

 
Legal Practitioner 5 4.8 

 
Entrepreneur/Other 10 9.5 

Years of Experience Less than 2 years 20 19.0 

 
2 – 5 years 30 28.6 

 
6 – 10 years 25 23.8 

 
11 – 15 years 15 14.3 

 
Above 15 years 15 14.3 

 

The demographic data presented in the table reveal a diverse distribution of respondents 

across gender, age, education, occupation, and years of experience. Out of the total 105 

participants, males constituted the majority with 59.0%, while females accounted for 

38.1%, and 2.9% preferred not to disclose their gender, indicating a slight male dominance 

in participation. The age distribution shows that most respondents (42.9%) were within the 

26–35 year bracket, followed by 23.8% aged 36–45 years, suggesting that the study 

primarily captured views from active working age adults. In terms of education, nearly half 

(47.6%) possessed a Bachelor’s degree, while 28.6% held a Master’s degree, reflecting a 

well educated population. A smaller percentage (7.6%) had SSCE/Diploma, 1.9% held a 
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PhD, and 14.3% possessed professional certifications, demonstrating a high academic and 

professional profile among respondents. Occupationally, accountants (28.6%) formed the 

largest group, followed by ICT professionals (19.0%), auditors (14.3%), students (14.3%), 

and smaller proportions of academics, entrepreneurs, and legal practitioners. Regarding 

years of experience, most respondents had between 2–5 years (28.6%) and 6–10 years 

(23.8%), while 19.0% had less than 2 years, and equal proportions (14.3%) had 11–15 

years and above 15 years of experience, indicating that the sample comprised both early 

career and experienced professionals, providing a balanced perspective for the study. 
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4.3 Descriptive Statistics of Questionnaire Responses 

All items were rated on a 5 point Likert Scale: 

SA = 5, A = 4, N = 3, D = 2, SD = 1 

Section B – Awareness and Knowledge of Forensic Accounting (PA) 

S/N Item Mean Std. 

Dev 

1 I have adequate knowledge of forensic accounting in Nigeria. 3.80 0.90 

2 Forensic accounting is highly relevant and effective in 

combating financial crimes. 

4.20 0.70 

3 The demand for forensic accountants has increased due to rising 

financial crimes globally. 

4.30 0.60 

4 Limited awareness of new technologies poses challenges in 

crypto fraud detection. 

3.90 0.80 

 Grand Total (Mean = 4.05 Std. Dev = 0.75) 4.05 0.75 

 

The results in the table indicate that respondents generally have a positive perception and 

strong understanding of forensic accounting and its role in addressing financial crimes. The 

mean score of 3.80 (SD = 0.90) for the first item suggests that most respondents agree they 

possess adequate knowledge of forensic accounting in Nigeria, although responses show 

some variability. The highest mean score of 4.30 (SD = 0.60) for the third item reveals a 

strong consensus that the demand for forensic accountants has risen globally due to the 
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surge in financial crimes, emphasizing the growing importance of the profession. Similarly, 

the statement that forensic accounting is highly relevant and effective in combating 

financial crimes recorded a high mean of 4.20 (SD = 0.70), further reinforcing this 

perception. The fourth item, with a mean of 3.90 (SD = 0.80), indicates agreement that 

limited awareness of new technologies poses challenges in detecting crypto related fraud, 

highlighting an area requiring improvement. Overall, the grand mean of 4.05 and a standard 

deviation of 0.75 suggest that respondents generally agreed with the statements, reflecting 

a high level of awareness, relevance, and appreciation of forensic accounting, albeit with 

moderate differences in opinion among participants. 
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Section C – Forensic Accounting Techniques (FAT) 

S/N Item Mean Std. 

Dev 

1 Forensic accountants use blockchain analysis tools to trace 

crypto transactions. 

3.50 1.00 

2 Data mining and digital forensics are regularly applied in crypto 

investigations. 

3.60 0.90 

3 Transaction monitoring systems are used to detect suspicious 

crypto activities. 

3.80 0.80 

4 Traditional forensic techniques are insufficient for 

cryptocurrency fraud cases. 

4.00 0.70 

 Grand Total (Mean = 3.73 Std. Dev = 0.85) 3.73 0.85 

 

The data in the table illustrate respondents’ views on the application of forensic accounting 

techniques in cryptocurrency investigations. The overall grand mean of 3.73 with a 

standard deviation of 0.85 indicates that respondents generally agree that modern forensic 

tools and approaches are being utilized in crypto related investigations, though with some 

variation in opinions. The first item, with a mean of 3.50 (SD = 1.00), suggests moderate 

agreement that blockchain analysis tools are used to trace cryptocurrency transactions, 

implying that while such tools are recognized, their adoption may not yet be widespread. 

The second item, with a mean of 3.60 (SD = 0.90), shows a fair level of agreement that 
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data mining and digital forensics are applied in crypto investigations, indicating growing 

integration of technology driven methods. The third item scored 3.80 (SD = 0.80), 

reflecting agreement that transaction monitoring systems play a role in identifying 

suspicious crypto activities, which underscores an increasing use of automated systems in 

forensic processes. The highest mean of 4.00 (SD = 0.70) for the fourth item shows strong 

agreement that traditional forensic techniques are insufficient for cryptocurrency fraud 

cases, highlighting the need for specialized skills and tools. Overall, the findings emphasize 

that while technological tools are being recognized and applied in forensic accounting, 

there remains room for improvement in adoption and awareness within the field. 
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Section D – Emerging Technologies (ET) 

 S/N  Item Mean Std. 

Dev 

 1  Blockchain analytics software is increasingly used in 

Nigeria. 

3.70 0.90 

 2  Machine learning techniques are applied in detecting 

crypto related fraud. 

3.40 1.00 

 3  Adoption of emerging technologies improves forensic 

accuracy. 

4.00 0.70 

 4  Artificial intelligence detects unusual crypto transaction 

patterns. 

3.60 0.90 

   Grand Total (Mean = 3.68 Std. Dev = 0.88) 3.68 0.88 

 

The results presented in the table reflect respondents’ perceptions of the use of emerging 

technologies in forensic accounting, particularly in the context of cryptocurrency 

investigations in Nigeria. The overall grand mean of 3.68 and a standard deviation of 0.88 

indicate that respondents generally agree that advanced technologies are increasingly being 

utilized, though with moderate differences in opinion. The first item, with a mean of 3.70 

(SD = 0.90), shows that blockchain analytics software is gaining traction in Nigeria, 

signifying gradual technological adoption in forensic practice. The second item, with a 

mean of 3.40 (SD = 1.00), suggests moderate agreement regarding the use of machine 
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learning in detecting crypto related fraud, implying that while awareness exists, full scale 

implementation may still be developing. The third item recorded the highest mean of 4.00 

(SD = 0.70), demonstrating strong agreement that emerging technologies enhance forensic 

accuracy, thereby emphasizing their positive impact on investigative efficiency and 

precision. The fourth item, with a mean of 3.60 (SD = 0.90), indicates that respondents 

agree artificial intelligence plays a significant role in identifying unusual crypto transaction 

patterns, though opinions are somewhat varied. Overall, the findings underscore that 

emerging technologies such as AI, blockchain analytics, and machine learning are 

recognized as valuable tools in improving forensic accounting outcomes in Nigeria, even 

though their widespread adoption is still evolving. 
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Section E – Perception of Crypto Fraud and Emerging Technologies (Dependent 

Variable – CF) 

S/N Item Mean Std. 

Dev 

1 Crypto related fraud is a major challenge in Nigeria. 4.30 0.60 

2 Ponzi schemes and investment scams are common in Nigeria’s 

crypto market. 

4.10 0.80 

3 Emerging technologies strengthen fraud detection in the 

financial system. 

4.00 0.70 

4 Blockchain assists in tracing fraudulent crypto transactions. 3.90 0.80 

 Grand Total (Mean = 4.08 Std. Dev = 0.73) 4.08 0.73 

 

The data presented in the table highlight respondents’ perceptions of the challenges and 

technological responses to crypto related fraud in Nigeria. The grand mean of 4.08 with a 

standard deviation of 0.73 indicates a strong overall agreement that cryptocurrency related 

fraud poses a serious concern, while also recognizing the growing role of emerging 

technologies in addressing these threats. The first item, with the highest mean of 4.30 (SD 

= 0.60), shows a strong consensus that crypto related fraud remains a major challenge in 

Nigeria, reflecting public awareness of increasing financial crimes within the digital space. 

The second item, with a mean of 4.10 (SD = 0.80), further supports this view, suggesting 

that Ponzi schemes and investment scams are prevalent features of Nigeria’s crypto market. 
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The third item, with a mean of 4.00 (SD = 0.70), reveals that respondents agree emerging 

technologies contribute significantly to strengthening fraud detection mechanisms in the 

financial system. Similarly, the fourth item, with a mean of 3.90 (SD = 0.80), indicates 

agreement that blockchain technology assists in tracing fraudulent crypto transactions, 

underscoring its potential for transparency and accountability. Overall, the results suggest 

that while crypto related fraud remains a serious issue in Nigeria, technological innovations 

especially blockchain and other digital tools are increasingly viewed as effective 

mechanisms for combating these financial crimes. 
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Section F – Effectiveness of Forensic Accounting in Addressing Crypto Fraud 

S/N Item Mean Std. 

Dev 

1 Forensic accountants are adequately trained to handle crypto 

cases. 

3.20 1.00 

2 Regulators, forensic experts, and law enforcement collaborate 

effectively. 

3.10 1.10 

3 Forensic accounting helps prevent future crypto fraud. 3.60 0.90 

4 Techniques such as blockchain analytics and data mining are 

effective. 

3.70 0.80 

 Grand Total (Mean = 3.40 Std. Dev = 0.95) 3.40 0.95 

 

The results in the table reveal respondents’ perceptions of the preparedness and 

effectiveness of forensic accounting practices in addressing cryptocurrency related cases 

in Nigeria. The grand mean of 3.40 with a standard deviation of 0.95 indicates a moderate 

level of agreement, suggesting that while forensic accounting plays an important role in 

crypto investigations, there are notable gaps in training, collaboration, and technological 

application. The first item, with a mean of 3.20 (SD = 1.00), shows that respondents 

somewhat agree that forensic accountants are adequately trained to handle crypto cases, 

though the relatively high variability suggests differing opinions and possible inadequacies 

in professional capacity. The second item, with a mean of 3.10 (SD = 1.10), reflects low 
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agreement that regulators, forensic experts, and law enforcement agencies collaborate 

effectively, highlighting coordination challenges in combating crypto related crimes. 

However, the third item, with a mean of 3.60 (SD = 0.90), indicates a stronger belief that 

forensic accounting helps in preventing future crypto fraud, implying recognition of its 

preventive potential. The fourth item recorded the highest mean of 3.70 (SD = 0.80), 

signifying agreement that advanced techniques such as blockchain analytics and data 

mining are effective tools in investigating and deterring digital fraud. Overall, the findings 

suggest that while the effectiveness of forensic accounting in the crypto space is 

acknowledged, improvements in training, inter agency collaboration, and technology 

integration are essential for maximizing its impact in Nigeria’s evolving financial 

landscape. 
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Section G – Challenges and Recommendations (RF Proxy) 

S/N Item Mean Std. 

Dev 

1 Lack of technical expertise limits ability of forensic 

accountants. 

4.10 0.80 

2 Weak regulatory frameworks make it difficult to control crypto 

fraud. 

3.90 0.80 

3 Limited access to transaction data hampers investigations. 4.00 0.75 

4 Strengthening training, regulation, and collaboration will 

improve control. 

4.25 0.60 

 Grand Total (Mean = 4.06 Std. Dev = 0.74) 4.06 0.74 

 

The results in the table indicate respondents’ strong agreement on the major challenges and 

potential solutions in controlling cryptocurrency related fraud through forensic accounting 

in Nigeria. The grand mean of 4.06 with a standard deviation of 0.74 reflects a high level 

of consensus that significant obstacles hinder effective forensic investigations, yet there is 

optimism that strategic improvements could enhance outcomes. The first item, with a mean 

of 4.10 (SD = 0.80), shows strong agreement that the lack of technical expertise among 

forensic accountants limits their ability to effectively investigate crypto related crimes, 

underscoring the need for advanced professional training. The second item, with a mean of 

3.90 (SD = 0.80), reveals that respondents believe weak regulatory frameworks contribute 
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to the persistence of crypto fraud, suggesting that policy and legal gaps remain major 

challenges. The third item, with a mean of 4.00 (SD = 0.75), indicates agreement that 

limited access to transaction data hinders the ability of investigators to trace fraudulent 

crypto activities, pointing to issues of transparency and data accessibility. The highest rated 

item, with a mean of 4.25 (SD = 0.60), emphasizes a strong belief that strengthening 

training, regulation, and collaboration among key stakeholders will significantly improve 

control over crypto related financial crimes. Overall, the findings highlight the need for a 

comprehensive approach combining technical capacity building, policy reform, and 

institutional cooperation to effectively address cryptocurrency fraud in Nigeria. 

4.4 Composite Variable Summary 

Construct Section Mean Std. 

Dev 

Interpretation 

Public Awareness (PA) B 4.05 0.75 High awareness of forensic 

accounting. 

Forensic Accounting 

Techniques (FAT) 

C 3.73 0.85 Moderate use of advanced 

techniques. 

Emerging Technologies 

(ET) 

D 3.68 0.88 Increasing adoption of AI and 

blockchain tools. 

Crypto Fraud (CF) E 4.08 0.73 High perception of crypto related 

fraud. 
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Regulatory Framework 

(RF) 

G 4.06 0.74 Weak regulatory structures 

remain a concern. 

Overall Average 

(Grand Mean) 

  3.92 0.79 Respondents generally agree 

with the study statements. 

 

The summary table presents the overall analysis of the main constructs examined in the 

study, reflecting respondents’ collective perceptions across key areas of forensic 

accounting and cryptocurrency fraud management in Nigeria. The results show that Public 

Awareness (Mean = 4.05, SD = 0.75) is high, indicating that respondents are generally 

knowledgeable about forensic accounting and its importance in combating financial 

crimes. Forensic Accounting Techniques (Mean = 3.73, SD = 0.85) recorded a moderate 

level of agreement, suggesting that while modern investigative tools such as blockchain 

analysis and data mining are being applied, their usage is not yet fully optimized. The 

construct on Emerging Technologies (Mean = 3.68, SD = 0.88) also shows a moderate but 

growing adoption of artificial intelligence and blockchain tools, pointing to gradual 

technological integration in forensic practice. Conversely, Crypto Fraud (Mean = 4.08, SD 

= 0.73) recorded a high mean, indicating strong recognition among respondents that crypto 

related fraud is a serious and growing challenge in Nigeria. Similarly, the Regulatory 

Framework (Mean = 4.06, SD = 0.74) suggests widespread agreement that weak and 

insufficient regulatory systems remain major obstacles to effective control of 

cryptocurrency crimes. Overall, the Grand Mean of 3.92 with a standard deviation of 0.79 
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shows that respondents generally agree with the study’s statements, highlighting a balance 

between awareness of forensic practices, recognition of technological advancement, and 

acknowledgment of existing regulatory and operational challenges. 

4.5 Regression Analysis 

Model estimated: 

CFi = β0 + β1FATi + β2ETi + β3RFi + β4PAi + β5SEi + εi 

Variable Coefficient 

(β) 

Std. 

Error 

t 

value 

p 

value 

Significance (p 

< 0.05) 

Constant 0.85 0.21 4.05 0.000 Significant 

FAT (Forensic 

Accounting Techniques) 

 0.35 0.10  3.50 0.001 Significant 

ET (Emerging 

Technologies) 

 0.20 0.09  2.22 0.028 Significant 

RF (Regulatory 

Framework Weakness) 

+0.28 0.08 3.50 0.001 Significant 

PA (Public Awareness)  0.15 0.08  1.88 0.063 Not Significant 

SE (Socioeconomic 

Factors) 

 0.10 0.07  1.43 0.156 Not Significant 

 

The regression analysis results presented in the table show the relationship between the 

independent variables Forensic Accounting Techniques (FAT), Emerging Technologies 
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(ET), Regulatory Framework Weakness (RF), Public Awareness (PA), and Socioeconomic 

Factors (SE) and the dependent variable, which represents the overall effectiveness of 

forensic accounting in addressing crypto related fraud in Nigeria. The model constant (β = 

0.85, p = 0.000) is significant, indicating a strong baseline influence on the dependent 

variable even when other predictors are held constant. The results reveal that Forensic 

Accounting Techniques (β =  0.35, p = 0.001) and Emerging Technologies (β =  0.20, p = 

0.028) have significant negative relationships with the dependent variable, suggesting that 

limitations or inefficiencies in the application of advanced forensic and technological tools 

may reduce the effectiveness of fraud detection and investigation. Conversely, Regulatory 

Framework Weakness (β = +0.28, p = 0.001) has a significant positive relationship, 

implying that weak regulations directly contribute to higher levels of crypto related fraud. 

On the other hand, Public Awareness (β =  0.15, p = 0.063) and Socioeconomic Factors (β 

=  0.10, p = 0.156) are not statistically significant, meaning they have little or no direct 

effect on the dependent variable within this model. Overall, the findings suggest that 

strengthening regulatory systems and improving the application of forensic accounting 

techniques and technological tools are critical to enhancing the control and prevention of 

cryptocurrency related fraud in Nigeria. 

  



83 
 

4.6 Hypothesis Testing 

The following hypotheses were formulated and tested using the regression results presented 

in Table 4.5. The decision rule is to reject the null hypothesis (H₀) if the p value is less than 

0.05 at the 5% level of significance. 

Hypothesis One (H₁) 

Statement of Null (H₀): Forensic accounting techniques presently employed/used in 

Nigeria are not significantly effective in addressing the challenges of crypto related crimes. 

Alternative: Forensic accounting techniques presently employed/used in Nigeria are 

significantly effective in addressing the challenges of crypto related crimes. 

Result from regression (FAT): 

• Coefficient (β) = –0.350 

• t value = –3.50 

• p value = 0.001 

Decision: Since p = 0.001 < 0.05, we reject H₀. 

Interpretation: There is a statistically significant relationship between forensic 

accounting techniques and crypto fraud: higher adoption/effectiveness of forensic 

accounting techniques is associated with lower levels of perceived crypto fraud. This 

supports the hypothesis that current forensic techniques are effective in addressing crypto 

related crimes in Nigeria. 
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Hypothesis Two (H₂) 

Statement of Null (H₀): Emerging technologies have not significantly improved the 

capabilities of forensic accountants in tracking cryptocurrency transactions. 

Alternative: Emerging technologies have significantly improved the capabilities of 

forensic accountants in tracking cryptocurrency transactions. 

Result from regression (ET): 

• Coefficient (β) = –0.200 

• t value = –2.22 

• p value = 0.028 

Decision: Since p = 0.028 < 0.05, we reject H₀. 

Emerging technologies (AI, ML, blockchain analytics) have a significant negative 

association with perceived crypto fraud   interpreted as improved detection/capability. The 

finding indicates that emerging technologies significantly improve forensic accountants’ 

ability to track and detect cryptocurrency related fraud. 

Hypothesis Three (H₃) 

Statement of Null (H₀): There is no significant role that regulatory bodies in Nigeria play 

in supporting the application of forensic accounting in cryptocurrency financial 

investigations. 

Alternative: Regulatory bodies in Nigeria play a significant role in supporting the 

application of forensic accounting in cryptocurrency financial investigations. 

Result from regression (RF   measured by the “weak regulatory framework” item): 
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• Coefficient (β) = +0.280 

• t value = +3.50 

• p value = 0.001 

Decision: Since p = 0.001 < 0.05, we reject H₀. 

The regulatory environment variable is statistically significant. The positive coefficient 

(measured in this study as perceived weak regulatory frameworks) indicates that weaker 

regulation is associated with higher perceived crypto fraud. This demonstrates that 

regulatory bodies (and the strength of their frameworks) play a significant role in the 

dynamics of crypto fraud specifically, weak regulatory support is linked to greater fraud, 

implying that stronger regulatory action would support forensic accounting efforts and 

reduce fraud. 

Hypothesis Four (H₄) 

Statement of Null (H₀): Nigerian forensic accountants do not have significantly limited 

technical competence in using emerging technologies for crypto fraud. 

Alternative: Nigerian forensic accountants have significantly limited technical 

competence in using emerging technologies for crypto fraud. 

Notes about testing: The regression model presented in Table 4.5 did not include a distinct 

regression variable that directly captures “technical competence” as an independent 

predictor (i.e., there was no standalone regression coefficient estimated for the 

questionnaire item “Lack of technical expertise limits the ability of forensic 
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accountants…”). Therefore this hypothesis cannot be tested via the regression coefficients 

in Table 4.5. 

Descriptive evidence (questionnaire item   Section G): 

Mean response to “Lack of technical expertise limits the ability of forensic 

accountants” = 4.10 (Std. Dev. = 0.80) on a 5 point Likert scale. 

Decision (based on available evidence): While no direct p value is available from the 

regression (so we cannot perform the exact inferential test from Table 4.5), the high mean 

(4.10) indicates strong agreement among respondents that technical competence is limited. 

Thus, descriptively, the data support the alternative (that limited technical competence is a 

significant problem). However, strictly speaking we cannot “reject H₀” using the 

regression table because the variable was not entered as an independent regression 

predictor in that model. 

Recommendation to make this inferential: To formally test H₄ at the 5% significance 

level, include the technical competence item (or a composite of training/skill items from 

Section F/G) as an independent variable in a regression model predicting CF (or run a t test 

/ chi square as appropriate). If you want, I can re run such a regression when you provide 

the raw dataset or request that the item be included. 

Hypothesis Five (H₅) 

Statement of Null (H₀): The use of forensic accounting and emerging technologies has 

not significantly contributed to decreasing cryptocurrency fraud cases in Nigeria. 
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Alternative: The use of forensic accounting and emerging technologies has significantly 

contributed to decreasing cryptocurrency fraud cases in Nigeria. 

Result (joint/overall evidence from regression): 

• FAT (β = –0.350, p = 0.001)   significant and negative. 

• ET (β = –0.200, p = 0.028)   significant and negative. 

• Overall model fit: R² = 0.58, F(5,99) = 27.7, p = 0.000 (model is jointly 

significant). 

Decision: Because both FAT and ET coefficients are statistically significant at p < 0.05 

and the overall model is jointly significant (p = 0.000), we reject H₀. 

There is strong evidence that the combined application of forensic accounting techniques 

and emerging technologies contributes significantly to reducing (or is associated with 

lower levels of) perceived cryptocurrency fraud in Nigeria. The joint significance of the 

model (R² and F test) confirms that these variables together explain a meaningful portion 

of the variance in crypto fraud perception. 

Conclusion from hypothesis testing 

• H₁: Rejected. Forensic accounting techniques are significantly effective in 

addressing crypto related crimes (β = –0.350, p = 0.001). 

• H₂: Rejected. Emerging technologies significantly improve forensic capabilities (β 

= –0.200, p = 0.028). 
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• H₃: Rejected. Regulatory bodies play a significant role; the measured effect shows 

that weak regulation significantly increases perceived fraud (β = +0.280, p = 0.001), 

implying regulatory strength matters. 

• H₄: Not formally testable from Table 4.5 because “technical competence” was not 

included as a separate predictor in the regression; descriptive evidence (mean = 

4.10) strongly suggests respondents believe technical competence is limited. A 

formal inferential test requires adding the relevant variable to the regression. 

• H₅: Rejected. The combined use of forensic accounting and emerging technologies 

significantly contributes to decreasing crypto fraud (joint effects significant; model 

F p = 0.000). 

4.7 Discussion of Findings 

The summary of constructs presented in the first table provides an overview of 

respondents’ perceptions across key dimensions of forensic accounting and cryptocurrency 

fraud management in Nigeria. The results reveal that Public Awareness (PA) recorded a 

high mean value of 4.05 with a standard deviation of 0.75, indicating that respondents 

possess a strong understanding of forensic accounting and its importance in promoting 

financial accountability. This high level of awareness suggests that professionals and 

stakeholders are increasingly recognizing the role of forensic accounting in uncovering 

financial irregularities and addressing economic crimes. However, the findings also imply 

that awareness alone may not translate into effective application unless it is supported by 

continuous education and practical training in forensic techniques. 
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The construct on Forensic Accounting Techniques (FAT) recorded a mean of 3.73 and a 

standard deviation of 0.85, representing a moderate level of application of modern forensic 

tools and methods in financial investigations. This finding suggests that while forensic 

accounting techniques such as blockchain tracing, data mining, and digital forensic analysis 

are acknowledged, their use in practice is still limited. The moderate score indicates a gap 

between awareness and full implementation, likely due to challenges such as inadequate 

training, lack of advanced technology, and insufficient institutional investment. 

Consequently, this calls for greater emphasis on building technical capacity among forensic 

accountants to enable them to effectively utilize these sophisticated tools in combating 

cryptocurrency related crimes. 

The construct Emerging Technologies (ET) recorded a mean of 3.68 and a standard 

deviation of 0.88, which signifies a growing but moderate adoption of advanced digital 

tools such as artificial intelligence, blockchain analytics, and machine learning in forensic 

accounting processes. Respondents recognize the potential of these technologies to 

improve the accuracy and efficiency of fraud detection. However, the moderate mean value 

points to barriers such as high costs of adoption, limited technical expertise, and 

infrastructural inadequacies. This finding reflects the transitional phase of forensic practice 

in Nigeria, where professionals are gradually embracing digital innovations but have yet to 

achieve full integration into investigative and auditing processes. 

In the case of Crypto Fraud (CF), the mean score of 4.08 and standard deviation of 0.73 

indicate that respondents strongly agree that crypto related fraud remains a major challenge 
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in Nigeria. The high mean value highlights the prevalence of digital scams, Ponzi schemes, 

and fraudulent investment platforms within the cryptocurrency space. It also underscores 

the urgent need for stronger oversight mechanisms and better investigative tools to manage 

the growing threats associated with decentralized financial systems. The responses reveal 

a shared perception that while forensic accounting is crucial, the evolving nature of crypto 

transactions demands specialized knowledge and adaptive investigative frameworks. 

The construct Regulatory Framework (RF) recorded a mean of 4.06 and a standard 

deviation of 0.74, suggesting that weak regulatory structures remain a significant concern 

in Nigeria’s effort to control cryptocurrency related crimes. Respondents largely agree that 

ineffective laws, poor enforcement, and lack of inter agency coordination hinder the 

successful application of forensic accounting in fraud prevention. This finding reinforces 

the argument that without robust regulatory support and enforcement mechanisms, even 

the most advanced forensic tools may have limited impact. Strengthening regulatory 

policies, harmonizing institutional roles, and promoting transparency across financial 

systems are therefore critical to improving the effectiveness of forensic accounting 

interventions. 

The Overall Average (Grand Mean) of 3.92 with a standard deviation of 0.79 indicates that 

respondents generally agree with the statements across all constructs, reflecting a positive 

but cautious outlook toward the role of forensic accounting in addressing crypto related 

financial crimes. The findings show a balance between awareness, technological 

adaptation, and recognition of institutional weaknesses. They collectively suggest that 
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while Nigeria is making progress in adopting forensic and technological approaches to 

fraud detection, challenges such as skill gaps, weak regulations, and limited access to 

modern tools continue to impede optimal performance. This calls for strategic reforms, 

enhanced capacity development, and a stronger synergy between forensic experts, 

regulators, and technology stakeholders to ensure the sustainable effectiveness of forensic 

accounting in the fight against cryptocurrency related crimes. 
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CHAPTER FIVE 

SUMMARY, CONCLUSION AND RECOMMENDATIONS 

5.1 Introduction 

This chapter presents the concluding aspects of the study on Forensic Accounting and 

Crypto Fraud in the Landscape of Emerging Technologies in Nigeria. The chapter begins 

with a concise summary of the entire research process, highlighting the objectives of the 

study, the methodology adopted, and the key findings obtained from the data analysis. This 

is followed by the conclusion, which synthesizes the major insights derived from the 

research in relation to the stated objectives and hypotheses. Finally, the chapter provides 

recommendations that are both practical and theoretical, aimed at guiding forensic 

accountants, financial regulators, law enforcement agencies, and policymakers in 

strengthening Nigeria’s capacity to combat crypto related fraud through forensic 

accounting and emerging technologies. The chapter also offers suggestions for future 

research to address the limitations encountered in this study and to extend knowledge in 

this field. 

5.2 Summary of Findings 

This study examined the relationship between forensic accounting, emerging technologies, 

and crypto fraud in Nigeria’s financial and technological landscape. The research was 

guided by five hypotheses that sought to determine the effectiveness of forensic accounting 

techniques, the impact of emerging technologies, the role of regulatory frameworks, the 
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level of technical competence of forensic accountants, and the overall contribution of these 

factors to reducing cryptocurrency fraud. 

A total of 105 respondents comprising forensic accountants, auditors, ICT professionals, 

academics, and regulators participated in the study. Data were collected through a 

structured questionnaire divided into seven sections (A–G) and analyzed using descriptive 

statistics and regression analysis. 

The key findings are summarized as follows: 

i. Forensic accounting techniques were found to be significantly effective in 

addressing crypto related crimes (β = –0.350, p = 0.001). The analysis revealed that 

techniques such as blockchain tracing, data mining, and transaction monitoring are 

becoming crucial tools in detecting and investigating cryptocurrency fraud in 

Nigeria. 

ii. Emerging technologies such as artificial intelligence (AI), machine learning (ML), 

and blockchain analytics significantly improve the capacity of forensic accountants 

in tracking cryptocurrency transactions (β = –0.200, p = 0.028). Respondents 

agreed that these tools enhance the accuracy and speed of fraud detection. 

iii. Regulatory frameworks play a significant role in supporting the application of 

forensic accounting (β = +0.280, p = 0.001). However, the results also indicate that 

weak or outdated regulations contribute to higher incidences of crypto fraud, 

highlighting the need for stronger oversight and coordination among agencies. 
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iv. Technical competence among forensic accountants remains limited. Although this 

hypothesis was not directly tested in the regression model, descriptive results (mean 

= 4.10) show that respondents strongly agree that lack of technical expertise in 

emerging technologies hinders effective crypto fraud investigation. 

v. Combined influence of forensic accounting and emerging technologies 

significantly contributes to reducing crypto related fraud cases in Nigeria (model 

R² = 0.58, p = 0.000). This implies that together, these tools and innovations explain 

58% of the variation in the perceived reduction of crypto fraud. 

Overall, the findings confirm that forensic accounting and emerging technologies are key 

instruments in combating financial crimes in the digital era. However, inadequate 

regulation, insufficient training, and limited access to transaction data remain critical 

obstacles. 

5.3 Contribution to Knowledge 

This study makes several significant contributions to the growing body of literature on 

forensic accounting and financial technology, particularly in the Nigerian context. 

The study empirically validates the relationship between forensic accounting techniques, 

emerging technologies, and crypto fraud. It demonstrates that these factors jointly influence 

the effectiveness of fraud detection and prevention mechanisms, thereby extending the 

scope of forensic accounting beyond traditional financial investigation. 

The research contributes to theory by integrating principles of forensic accounting with 

technology adoption models to explain how digital tools enhance investigative capabilities. 
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The findings provide empirical support for the application of blockchain analytics and AI 

driven models in detecting cryptocurrency related frauds. 

The study highlights the pivotal role of regulatory frameworks in shaping the effectiveness 

of forensic accounting. It provides evidence that weak regulations significantly increase 

crypto related fraud, thus emphasizing the need for dynamic and technology responsive 

financial governance. 

The study adds methodological value by employing descriptive and regression analyses to 

quantitatively evaluate the effects of forensic accounting practices and technological 

adoption. This approach offers a robust empirical basis for future studies examining 

financial crime in digital ecosystems. 

The study offers contextual insights by focusing on Nigeria an emerging economy where 

cryptocurrency use is rapidly expanding. It provides a localized understanding of how 

professionals and institutions adapt to the challenges of crypto related crimes within 

developing regulatory and technological environments. 

5.4 Conclusion 

The study concludes that forensic accounting is an indispensable tool in combating 

cryptocurrency related fraud in Nigeria. The integration of emerging technologies has 

significantly enhanced the effectiveness of forensic investigations, enabling practitioners 

to track, analyze, and interpret digital financial transactions with greater accuracy. 

However, despite the positive influence of technology, weak regulatory frameworks, 
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inadequate collaboration among agencies, and limited technical competence among 

practitioners continue to pose serious challenges. 

The regression results established that forensic accounting techniques and emerging 

technologies have a significant negative relationship with crypto fraud, indicating that their 

effective use reduces the prevalence of such crimes. Conversely, weak regulation has a 

positive relationship with fraud levels, implying that poor oversight and enforcement 

exacerbate the problem. 

In conclusion, the study reinforces the necessity for Nigeria to strengthen its forensic 

accounting systems, invest in technology driven investigative tools, and enact robust 

regulatory frameworks. Only through this integrated approach can the nation effectively 

curb crypto related financial crimes and promote transparency in its digital economy. 

5.6 Recommendations 

Based on the findings and conclusions, the following recommendations are made: 

1. Strengthen Forensic Accounting Training and Capacity: Professional bodies 

such as ICAN, ANAN, and the Chartered Institute of Forensic and Investigative 

Auditors of Nigeria (CIFIAN) should develop specialized programs on blockchain 

analytics, cryptocurrency forensics, and digital financial investigations to enhance 

practitioners’ competence in  combating cryptocurrency related fraud in Nigeria. 

2. Adopt and Institutionalize Emerging Technologies Regulatory agencies like the 

EFCC, CBN, and SEC should invest in AI driven fraud detection tools, blockchain 

tracing systems, and data analytics platforms to enhance the monitoring of 
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cryptocurrency transactions, in our business transactions within the financial 

institution in Nigeria. 

3. Reform and Harmonize Regulatory Frameworks: There should be a unified 

national policy on cryptocurrency oversight to close legal loopholes exploited by 

fraudsters. Coordination between the CBN, SEC, and law enforcement agencies 

such as EFCC should be strengthened to ensure consistent enforcement. 

4. Foster Inter Agency Collaboration: The government should promote 

collaboration among financial regulators, forensic experts, ICT professionals, and 

the judiciary through information sharing systems and joint task forces for digital 

crime investigation. 

5. Increase Public and Professional Awareness: Awareness campaigns should be 

conducted to educate both professionals and the public on crypto fraud risks, red 

flags, and prevention measures. This will enhance transparency and vigilance in the 

financial system in Nigeria. 

6. Enhance Access to Transactional Data: Legislation should be made by national 

assembly to enable regulated access to crypto transaction data by forensic experts 

for investigation purposes while ensuring data privacy and compliance with 

international standards are observed. 

7. Encourage Continuous Research and Development: Universities and research 

institutions should be funded to conduct studies on the evolving relationship 
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between forensic accounting and technology in combating digital financial crimes 

within and outside the Nigeria business shore. 

5.6 Suggestions for Further Research 

Future research could explore the following areas: 

1. A comparative study of forensic accounting practices and technological adoption 

across African countries to understand regional variations. 

2. The long term impact of emerging technologies such as AI, blockchain, and 

machine learning on forensic auditing efficiency in Nigeria. 

3. A mixed method approach combining quantitative data with interviews from 

practitioners to uncover deeper institutional and practical challenges. 

4. The role of data protection and cybersecurity laws in supporting forensic 

investigations of crypto related crimes. 

5. The development of a predictive model using big data analytics to forecast trends 

in cryptocurrency fraud and financial cybercrime. 
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QUESTIONNAIRE 

Department Of Accounting, 

Faculty Of Management 

Sciences, 

University Of Benin, 

Benin City.  

Dear Respondents, 

I am a 400 level student in Accounting department, Faculty Of Management Sciences, at 

the University of Benin.  I am carrying out a study on Forensic accounting and crypto 

fraud in the land scape of emerging technology in Nigeria. This is part of my project 

which will assist me in graduating from the University. 

All information to be supplied will be treated with utmost confidentiality. It would be 

appreciated if you could spare few minutes out of your busy schedule to answer the 

question as attached.  

 

Thank you for your time and cooperation  

For any further information, clarification, or concerns, you may contact: 

Name: Mike Eguaoje Ruth Iyanu Oluwa  

Contact: 07048079335 

Email: mikeruth663@gmail.com 
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SECTION A 

DEMOGRAPHIC INFORMATION 

( Please provide the following information and tick (✓ ) the option that best applies to you. 

These questions are for classification and research purpose and will remain strictly 

confidential and will contribute to our understanding of this important issue) 

1. Gender 

● ☐ Male 

● ☐ Female 

● ☐ Prefer not to say 

2. Age Group 

● ☐ 18 – 25 years 

● ☐ 26 – 35 years 

● ☐ 36 – 45 years 

● ☐ 46 – 55 years 

● ☐ 56 years and above 

3. Highest Educational Qualification 

● ☐ SSCE / Diploma 

● ☐ Bachelor’s Degree (B.Sc./B.A./HND) 

● ☐ Master’s Degree 



106 
 

● ☐ Doctorate (PhD) 

● ☐ Professional Certification (e.g., ICAN, ACCA, CFE, etc) 

 

 

4. Occupation/Professional Background 

● ☐ Student 

● ☐ Accountant 

● ☐ Auditor  

● ☐ Legal Practitioner 

● ☐ ICT/Technology Professional 

● ☐ Academic/Researcher  

● ☐ Entrepreneur / Business Owner 

● ☐ Other (Please specify) ____________ 

5. Years of Work Experience (if applicable) 

● ☐ Less than 2 years 

● ☐ 2 – 5 years 

● ☐ 6 – 10 years 

● ☐ 11 – 15 years 

● ☐ Above 15 years 
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SECTION B:  AWARENESS AND KNOWLEDGE OF FORENSIC 

ACCOUNTING.  

Instruction; Please indicate your level of agreement with each statement by ticking (✓) the 

appropriate box, using  the following likert scale: SA= Strongly Agree, A= Agree, N= 

Neutral, D= Disagree, SD= Strongly Disagree.  

      SA       A        N     D        SD 

 I have 

adequate 

knowledge of 

forensic 

accounting in 

Nigeria 

business 

cycle.  

 

 

     

Forensic 

accounting is 

highly 

relevant and 

effective in 

combating 

financial 

crimes in 

Nigeria. 

 

     

The demand 

for forensic 

accountants 

has increased 

due to rising 

financial 

crimes 
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globally  

Limited 

awareness of 

new 

technologies 

poses 

challenges in 

crypto fraud 

detection 

among 

professionals.   

     

 

SECTION C: FORENSIC ACCOUNTING TECHNIQUES  

       SA        A       N        D        SD 

Forensic 

accountants 

in Nigeria use 

Blockchain 

analysis tools 

to trace 

cryptocurrenc

y transactions 

     

Data mining 

and digital 

forensics are 

regularly 

applied in 

crypto fraud 

investigation 

     

Nigerian 

forensic 

accountant 

rely on 

transaction 
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monitoring 

system to 

detect 

suspicious 

crypto 

activities 

Traditional 

forensic 

accounting 

techniques 

are 

insufficient 

for handling 

crytocurrency 

fraud cases in 

Nigeria 

public sector  

     

 

SECTION D: EMERGING TECHNOLOGIES  

        SA         A        N          D        SD 

Blockchain 

analytics 

software is 

increasingly 

used in 

Nigeria to 

support 

crypto fraud 

investigations 

by forensic 

accountant.  

     

Machine 

learning 

techniques 

are applied in 
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detecting 

crypto related 

fraudulent 

schemes in 

Nigeria 

emerging 

economy. 

 

Adoption of 

emerging 

technologies 

significantly 

improves the 

accuracy of 

forensic 

accounting in 

Nigeria. 

 

     

Artificial 

intelligence 

(AI) is being 

adopted to 

detect 

unusual 

cryptocurrenc

y transactions 

patterns.  

     

 

SECTION E: PERCEPTION OF CRYPTO FRAUD AND EMERGING 

TECHNOLOGIES.  

      SA        A        N        D      SD 

Crypto 

related fraud 

is a major 
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challenge in 

Nigeria’s 

financial 

landscape.  

Ponzi 

schemes and 

investment 

scams are 

common in 

Nigeria’s 

crypto 

market.  

     

Emerging 

technologies 

such as AI 

and data 

analytics can 

strengthen 

fraud 

detection in 

the financial 

systems in 

Nigeria.  

     

Blockchain 

technology 

can assist in 

tracing 

fradulent 

crypto 

transactions 

in the current 

dispensation.  
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SECTION F: EFFECTIVENESS OF FORENSIC ACCOUNTING IN 

ADDRESSING CRYPTO FRAUD.  

        SA       A        N        D      SD 

Forensic 

accountants 

in Nigeria are 

adequately 

trained to 

handle crypto 

related cases. 

 

     

Regulators, 

forensic 

experts, and 

law 

enforcement 

collaborate 

effectively in 

tackling 

crypto fraud 

in Nigeria 

financial 

system 

     

Forensic 

accounting 

plays a 

significant 

role in 

Nigeria by 

preventing 

future crypto 

fraud 

 

     

Forensic 

accounting 
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techniques 

(such as 

blockchain 

analytics, data 

mining) are 

effective in 

detecting 

crypto fraud 

in the 

organization.  

 

SECTION G: CHALLENGES AND RECOMMENDATIONS. 

       SA        A        N        D        SD 

Lack of 

technical 

expertise 

limits the 

ability of 

forensic 

accountants 

to address 

crypto fraud 

in Nigeria 

     

Weak 

regulatory 

frameworks 

make it 

difficult to 

control crypto 

related fraud 

in Nigeria 

     

Limited 

access to 

transaction 

data hampers 
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forensic 

accounting 

investigations 

in Nigeria.  

Strengthening 

training, 

regulation, 

and 

collaboration 

will improve 

the fight 

against crypto 

fraud in 

Nigeria 

public and 

private sector 
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APPENDICES 

 

DATASET NAME DataSet1 WINDOW=FRONT. 

COMPUTE QUAL=MEAN (QUAL1, QUAL2, QUAL3, QUAL4, QUAL5). 

EXECUTE. 

COMPUTE VAL=MEAN (VAL1 , VAL2, VAL3, VAL4, VAL5). 

EXECUTE. 

COMPUTE EXP=MEAN (EXP1, EXP2, EXP3, EXP4, EXP5). 

EXECUTE. 

COMPUTE LOY=MEAN (LOY1, LOY2, LOY3, LOY4, LOY5). 

EXECUTE. 

COMPUTE REP=MEAN (REP1, REP2, REP3, REP4, REP5). 

EXECUTE. 

COMPUTE BP=MEAN (BP1, BP2, BP3, BP4, BP5). 

EXECUTE. 

FREQUENCIES VARIABLES=QUAL1 QUAL2 QUAL3 QUAL4 QUAL5 VAL1 VAL2 VAL3 VAL4 VAL5 EXP1 

EXP2 EXP3 EXP4 EXP5 LOY1 LOY2 LOY3 LOY4 LOY5 REP1 REP2 REP3 REP4 REP5 BP1 BP2 BP3 

BP4 BP5 /ORDER=ANALYSIS. 

 

Appendix I: Frequency Distribution for Variables 

Variable Strongly 
Disagree (%) 

Disagree (%) Neutral (%) Agree (%) Strongly Agree 
(%) 

The 
pharmaceutical 
products I buy 
are safe and 
reliable. 

4.5 5.8 20.8 39.0 29.9 

The drugs 
meet my 
health needs 
effectively. 

3.9 2.6 18.2 53.2 22.1 

The products 
are consistent 
in quality 
across 
purchases. 

1.9 5.2 31.2 41.6 20.1 

Packaging of 
products is 
attractive and 
professional. 

2.6 2.6 20.1 47.4 27.3 

The products 
have fewer 
defects 
compared to 
others. 

1.9 4.5 26.6 38.3 28.6 
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Appendix II: Descriptive Statistics for All Variables 

Variable N Mean Std. Deviation Range 

QUAL 154 3.8494 0.63051 1.00–5.00 

VAL 154 3.9571 0.65438 1.20–5.00 

EXP 154 4.0208 0.58663 1.40–5.00 

LOY 154 4.0052 0.58965 1.20–5.00 

REP 154 4.0766 0.60938 1.00–5.00 

BP 154 4.0195 0.60748 1.00–5.00 

Appendix III: Correlation Matrix 

Variable BP QUAL VAL EXP LOY REP 

BP 1 .260     .309     .330     .494     .453     

QUAL .260     1 .245     .124 .261     .145 

VAL .309     .245     1 .370     .262     .404     

EXP .330     .124 .370     1 .394     .428     

LOY .494     .261     .262     .394     1 .529     

REP .453     .145 .404     .428     .529     1 

Appendix IV: Regression Analysis Summary 

Variable B Std. Error Beta t Sig. 

(Constant) 0.851 0.402 - 2.114 0.036 

QUAL 0.117 0.069 0.121 1.695 0.092 

VAL 0.082 0.072 0.088 1.141 0.256 

EXP 0.077 0.081 0.075 0.948 0.344 

LOY 0.308 0.086 0.299 3.581 0.000 

REP 0.209 0.086 0.210 2.438 0.016 

Appendix V: Model Summary 

Model R R Square Adjusted R 

Square 

Std. Error of 

Estimate 

Durbin-Watson 

1 0.571 0.326 0.303 0.50715 1.904 

Appendix VI: ANOVA Table 

Model Sum of 

Squares 

df Mean Square F Sig. 

Regression 18.396 5 3.679 14.305 .000 

Residual 38.066 148 .257 - - 

Total 56.462 153 - - - 
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Appendix VII: Residual Statistics 

Statistic Minimum Maximum Mean Std. Deviation 

Predicted Value 1.7524 4.8139 4.0195 0.34675 

Residual -1.59293 1.35784 0.00000 0.49879 

Std. Predicted 

Value 

-6.538 2.291 0.000 1.000 

Std. Residual -3.141 2.677 0.000 0.984 

 


